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INTRODUCTION

The issues of safe transfer of classified information have become vital
for the mankind probably since the time of the appearance of the first tribal
communities and states. The development and massive use of information
transmission means in the XVIII-XIX centuries in relation to the state
and business only exacerbated this problem of ensuring the secrecy of the
transmission of important information. The emergence in the twentieth
century of social networks, e-business mechanisms and the territorial
distribution of storages and consumers of information made this problem
extremely urgent for a modern digital society — now not only government
structures and businesses but also individuals are forced to solve the
problems of ensuring security of their own information and protecting their
data from unauthorized use.

The textbook «Cryptographic Systemsy is able to help to the reader
who is dealing with the problem of ensuring the security of information
transmission and storage in both building basic modern cryptographic
systems and using cryptographic protocols when building their own
information security systems. The manual proposes to consider two main
approaches in building crypto-protected systems: symmetric encryption and
encryption with a public key. For these approaches, the main mechanisms
and algorithms for implementation are reviewed, an analysis of strengths
and weaknesses is provided. We also review the key management issues to
ensure a systematic approach to security and cryptographic protocols which
opened a new milestone in the use of information protection methods in
various computer networks.

The authors express their deep gratitude to the reviewers: General
Director of the International Academy of Informatization, Professor
Aleksey Filippovich Tsekhovy, Doctor of Technical Sciences, Professor of
the Kostanay Social and Technical University named after Academician
Z. Aldamzhar Baimukhamedov Malik Fayzullovich, Candidate of
Technical Sciences, Acting Professor of Kostanay Engineering and
Economic University named after M. Dulatov Nikelai Anatolyevich
Baganov, Head of the Department of Computer Engineering and Software
of the Akhmet Baitursynov Kostanay State University, Associate Professor
Olga Sergeevna Salykova and Doctor of Technical Sciences, Professor of
the Rudny Industrial Institute Oleinik Alexander Ivanovich.

The authors will carefully and with gratitude consider all critical
comments and suggestions related to further improvement of this tutorial.
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All comments and suggestions please send to the address: 111500, Republic
of Kazakhstan, Rudny, st. 50 years of October, 38 or by e-mail zarubin_
mu@mail.ru or galil7@mail.ru.



CHAPTER 1. HISTORY OF CRYPTOGRAPHY

Keywords: primitive cryptography, formal cryptography, scientific
cryptography, computer cryptography, substitution, permutation, scital,
Polybius square, Aeneas’ disc and ruler, atbash, edduba, Black cabinet,
perlustration, Vernam cipher, rotary cipher machine, Jefferson cylinder,
Enigma, Turing Bombe, block cipher, public key encryption, Voynich
manuscript, fest disc, Rohonzi Code, kipu, probabilistic encryption,
quantum cryptography, lattice cryptography , honey encryption, functional
encryption, homomorphic encryption, DNA encryption.

1.1 Introduction to the History of Cryptography

«Who owns the information, he owns the world!» — the famous phrase
of Nathan Rothschild as never before accurately reflects the importance
of information and its safety from unauthorized use. Therefore, it is not
surprising that mankind is interested in methods of protecting information
from strangers.

Cryptography has become one of the most dynamically and successfully
developing sciences that provide protection of information from
unauthorized access.

The word «cryptography» comes from a combination of ancient Greek
words «Kpuptdo» («hiddeny) and «ypdpw» («I writey).

In its present understanding, «cryptography» is the science of methods
of ensuring confidentiality (the impossibility of reading information by
strangers), data integrity (the impossibility of imperceptible changes to
information), authentication (verification of authorship or other properties of
an object), and also the impossibility of denial of authorship.

We are accustomed to using methods and means of cryptography in
authentication for e-mail, chats, computer games, electronic payment
systems, protecting our data during storage and transmission in the lines of
computing systems, confirming our actions by means of an electronic digital
signature. And, often, we do not even think about how it is all implemented.

In this section, material will be presented on how cryptographic systems
appeared and developed from the ancient world to ultra-modern solutions.
The known history of cryptography is about 4 thousand years old':

' As the main criterion for the periodization of cryptography, modern historians use the
technological characteristics of the encryption methods used.
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— the first period (approximately from the III millennium BC). This
period was also called naive cryptography. 1t is characterized by the
dominance of the simplest mono-alphabetic ciphers;

— the second period (from the IX century in the Middle East and
from the XV century in Europe — to the beginning of the 20th century)
was marked by the introduction of polyalphabetic cipher systems into use
and was called formal cryptography. The period is associated with the
emergence of formalized and relatively resistant to manual cryptanalysis
ciphers. In European countries, this happened during the Renaissance, when
the development of science and trade created a demand for reliable ways to
protect information. During this period, in the XIX century, the Dutchman
Kerkhoffs formulated the main requirement for cryptographic systems,
which remains relevant to this day: the secrecy of ciphers should be based
on the secrecy of the key, not the secrecy of the algorithm;

— the third period (30s-60s of the XX century) is characterized by the
use of a rigorous mathematical apparatus for constructing cryptosystems
and the introduction of electromechanical devices into the work of
encryptors. By the beginning of the 30s, the branches of mathematics were
finally formed, which are the scientific basis of cryptology: probability
theory and mathematical statistics, general algebra, number theory, the
theory of algorithms, information theory, and cybernetics began to actively
develop. Claude Shannon’s work «Theory of communication in secret
systems» which formulates the theoretical principles of cryptographic
information protection, became a kind of watershed. Shannon introduced
the concepts of «dispersion» and «mixingy», substantiated the possibility
of creating arbitrarily strong cryptosystems. In the 60s, the leading
cryptographic schools approached the creation of block ciphers, even more
secure in comparison with rotary cryptosystems, but allowing practical
implementation only in the form of digital electronic devices;

— the fourth period began in the mid-70s of the XX century — this is
the period of transition to computer cryptography. Block ciphers became
the first class of crypto-systems, the practical application of which became
possible due to the advent of computing means. In the 70s, the American
DES encryption standard was developed. One of its authors, Horst Feistel,
proposed approaches for constructing block ciphers, on the basis of which
other, more stable symmetric cryptosystems were later built.

With the advent of DES, cryptanalysis also enriched; for attacks on this
cryptoalgorithm, several new types of cryptanalysis (linear, differential,
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etc.) were created, the practical implementation of which, again, was
possible only with the advent of powerful computing systems.

In the mid-70s, there was a real breakthrough in modern cryptography —
the emergence of cryptosystems based on the use of a public key. Here,
the starting point is considered to be a work published by Whitfield
Diffie and Martin Hellman in 1976 entitled «New Directions in Modern
Cryptography.» It was the first to formulate the principles of exchanging
encrypted information without exchanging a secret key. A few years
later, Ron Rivest, Adi Shamir, and Leonard Adleman introduced the RSA
cryptosystem to the world, based on the use of public and private keys.
Asymmetric cryptography opened several new applied areas at once, in
particular: electronic digital signature (EDS) systems and electronic money.
The task of improving symmetric cryptosystems remains relevant for this
period. In the 80s and 90s, GOST 28147-89, non-Faystel ciphers (SAFER,
RC6, etc.) were developed, and in 2000, after an open international
competition, a new US national encryption standard, AES, was adopted.

In recent years, completely new directions of cryptography have
appeared. For example:

— probabilistic encryption of Shafi Goldwasser;

— quantum cryptography? by Stephen Wiesner;

— lattice cryptography formulated by Cecilia Bocini;

— homomorphic encryption, proposed in 1978 by Ronald Rivest,

Leonard Aldeman and Michael Dertuzos;

— Honey Encryption presented at the FEurocrypt conference in
Copenhagen in 2015 by Ari Jules and Thomas Ristenpart;

— functional encryption — formulated in the early 90s of the twentieth
century by Whitfield Diffie and Martin Hellman whose concept is
considered one of the most promising for public key encryption;

— DNA encryption by Leonard Adleman.

No matter how fantastic these directions sound, most likely they (and
maybe completely different solutions) will be at the heart of cryptography
in the XXI century. For example, in 1989, Bennett and Brassard at the IBM
Research Center built the first working quantum cryptographic system.
Awareness of the practical value of these scientific studies, we assume, will
allow us to single out the fifth stage in the development of cryptography.

2 Modern cryptographers are already raising questions about the creation of post-quantum
cryptography.
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1.2 Naive Cryptography

The history of cryptography is more than four thousand years old
and appeared in parallel with the advent of writing. Probably the most
ancient centers for the emergence of cryptographic transformations were
Mesopotamia, India, China. A much later period is characterized by the
better studied and illuminated encryption methods of Ancient Greece.

The first known application of cryptography is considered to be the
beginning of the use of special hieroglyphs about 4000 years ago in Ancient
Egypt. Elements of cryptography were found already in the inscriptions of
the Old and Middle Kingdoms (periods III-VI and XI-XII dynasties of the
pharaohs), completely cryptographic texts are known from the period of the
XVIII dynasty of the Egyptian pharaohs. Hieroglyphic writing originated
from pictography, it uses ideograms (a written sign or conventional image,
a drawing corresponding to a certain idea of the author) and, as a result of
the lack of vocalization, made it possible to create phonograms according to
the principle of puzzles. The cryptography of the Egyptians was used, most
likely not with the aim of making it difficult to read but more likely with the
desire of scribes to surpass each other in wit and ingenuity, and also with
the help of unusualness and mystery to draw attention to their texts. One of
the illustrative examples of such «cryptogramsy are the texts of glorification
of the «chief of the Easty Khnumhotep II (XIX century BC) found in the
area of Beni-Khasan. In ancient Indian manuscripts more than sixty ways
of writing are given, among which there are some that can be considered
cryptographic. There is a description of the system of replacing vowels with
consonants and vice versa.

Figure 1.1 — Mesopotamian clay tablet of Eddub
and tablet with Egyptian hieroglyphs
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One of the ancient Indian documents on cryptography is ... Kamasutra.
Compiled in the fourth century BC, it contains a description of 64 arts
(yogas) that every woman must master. Among them are such familiar
skills as cooking and drinking, the art of choosing an outfit, preparing
aromas, and the skill of doing massage. But in its Chapter 3 the special art
of «Mlecchita vikalpa» is indicated under Number 44 which is described as
«the art of understanding writing in cipher and writing words in a special
way.»

In Mesopotamia® the unknown author of the tablet with the recipe for
the manufacture of glaze for pottery used rare designations, omitted letters,
and replaced names with numbers to hide what was written.

Similar encryption algorithms were used in ancient China.

However, cuneiform, drawing and hieroglyphic writing in itself
was extremely difficult and required lengthy training, so the question
of encrypting messages was often simply not raised, since the number
of literate people was minimal. It is impossible to judge the breadth of
distribution of various cryptographic systems and secret writing of that
period, since the number of artifacts and records that have come down to us
is very small.

With the advent of phonetic writing in the II-I millennium BC, writing
became much simpler, which made it more accessible. Accordingly, the
importance of cryptography has also increased.

The states of ancient Greece and Rome are considered one of such centers.
In these states, some of the most famous cryptographic transformations and
devices were used: the scital, the disc and ruler of Aeneas, the square of
Polybius and, a little later, the code of Julius Caesar.

One of the most ancient cryptographic devices that have come down
to us is the scital* (from the Greek oxvtdin «wand»). A scitala is a wand
(cylinder) and a narrow strip of papyrus or parchment (leather) wrapped
around it in a spiral. After that, the text of the message was applied to it.
When the strip was unwound from the wand, the letters of the message lost
their order — the simplest rearrangement took place. The recipient of the
message for decryption must have a rod of the same diameter.

3 The states in the interfluve of the Tigris and Euphrates (Mesopotamia) are better known to
us as the Sumerians, Babylon and Assyria (the period from 3200 to 100 BC). The first schools
for training scribes in Mesopotamia were called «houses of tablets» (in Sumerian «edubbay).
They were named after the clay tablets on which the cuneiform was applied.

4 A permutation cipher, implemented by means of a scital, is also called a Spartan cipher.

14
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Figure 1.2 — Scytala and a fragment of a fresco of its use by the Spar;ans

Apparently, initially the Greeks used the script for the convenience of
writing (because in the early mentions they wrote poetry, among other
things), and somewhere from the 4th century BC they began to use it as a
tool for secret writing.

The Athenians, or rather Aristotle, are credited with inventing a method
for decrypting texts written using scital. It was enough to wrap a strip of
intercepted parchment with a secret message around a rather long cone at its
base, and then gradually move to the top of the cone. Where the diameter
of the cone coincided with the diameter of the scital, the letters on the
parchment were combined into syllables and words.

The name of Aeneas Tacticus, the commander of the IV century BC. E.,
is linked to several techniques of encryption and cryptography. These are
two devices — Aeneas’s disc and ruler — and Aeneas’s book cipher.

Aeneas’s disk was a wooden or copper disk 10-15 centimeters in diameter
with holes according to the number of letters of the alphabet. Each hole was
assigned a specific letter. In the center of the disk was a coil with a cord
wound on it. To record the message, the string was pulled through the holes
in the disc corresponding to the letters of the message. When reading, the
recipient pulled the string, and received the letters, however, in the reverse
order. Although the ill-wisher could read the message if he intercepted the
disk, Aeneas also provided a way to quickly destroy the message — for this
it was enough to pull the thread.

The first truly cryptographic tool can be called Aeneas’ line, which
implements the replacement cipher. Instead of a disc, a ruler with holes
according to the number of letters of the alphabet, a coil and a slot was
used. For encryption, the thread was pulled through the slot and hole, after
which another knot was tied on the thread. For decryption, it was necessary
to have the thread itself and a ruler with a similar arrangement of holes.

15



Thus, even knowing the encryption algorithm, but without a key (ruler), it
was impossible to read the message.

Also associated with the name of Aeneas Tactics is the use of subtle
marks in the text of the document (for example, needle punctures, placed
next to the letter). Such markings make it possible to isolate meaningful
characters from the general text — the hidden text. This concealment of
information was named the book cipher of Aeneas’.

Figure 1.3 — Aeneas's disk and ruler

One of the ancient Greek substitution ciphers that have come down to
us was an algorithm proposed by the philosopher and commander Polybius,
who lived in the second century BC, called the «Polybius square». The
algorithm key was a 5x5 square, in which letters of the Greek alphabet
were written in random order. In a cipher message, usually transmitted by
a heliograph, line numbers and column numbers of letters were transmitted
sequentially. When receiving a message, to decrypt it, exactly the same
square was required — a key.

Figure 1.4 — Aeneas the Tactician (IV century BC),
Polybius (206-124 BC), Gaius Julius Caesar (100-44 BC)

* The first mention of the use of a book cipher is found in the work of Aeneas the Tactician,
«On the transfer of the siege,» where he proposes this method for secret writing. Much later,
a similar code was used by German spies in the First World War.
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Probably the most famous is the cryptoalgorithm used by the Roman
patrician and great pontiff Guy Julius Caesar to encrypt his correspondence
with his generals and friends. Julius Caesar, according to Suetonius’ Life of
the Twelve Caesars, used it with a shift

3. Although Caesar was the first recorded person to use this scheme,
other substitution ciphers are known to have been used in the past. There is
also evidence that Caesar used more complex ciphers.

The Atbash cipher is also worth mentioning. The cipher is believed to
have been invented by the Essenes, a Jewish rebel sect, in order to protect
their followers from disclosure by the authorities and avoid executions. The
knowledge of these codes and ciphers was then taken over by the Order of
the Templar. Thus, the atbash cipher was used for many hundreds of years
(from about 500 BC to 1300 AD).

Even then, encrypted correspondence was used not only by statesmen
and military leaders, but also by the church and scientists. The priests
ciphered the texts of the soothsayers, and the scientists — their works. For
example, E.Shure in his book “The Great Initiates” has a phrase that “with
great difficulty and great price Plato obtained one of the manuscripts of
Pythagoras, who never wrote down his teachings other than secret signs and
under various symbols”.

Unfortunately, the writing of most American and African peoples of that
time did not reach our days, therefore, the use of cryptographic methods in
these countries can now be attributed to the mysteries of history.

Summing up, we can say that all naive cryptography algorithms (up
to the beginning of the XVI century) are characterized by the use of any
(usually primitive) methods of confusing the enemy regarding the content of
encrypted texts. At the initial stage, encryption and steganography methods
were used to protect information, while most of the encryption algorithms
used were reduced to permutation or mono-alphabet substitution (see
Chapter 2).

1.3 Formal Cryptography
Formal cryptography is largely associated with the history of Renaissance

EuropeS. During this period, both public and private correspondence was
actively developing.

¢ Before the Renaissance in Christian Europe, cryptography was considered a «dark» art and
mixed with Kabbalah.
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Naturally, this also gives rise to the rapid development of all kinds of
cryptographic methods for protecting this correspondence from prying eyes.

The most characteristic for this period are again monoalphabetic
substitution ciphers and permutation ciphers. During this period, the first
scientific works on cryptography appeared.

The first currently known European book describing the use of
cryptography is Roger Bacon’s The Message of the Monk Roger Bacon on
the Secret Actions of Art and Nature and the Insignificance of Magic, which
describes, among other things, the use of 7 methods of hiding text. He is
also credited with the authorship of the mysterious Voynich manuscript. In
the XIV century, Cicco Simoneti, an employee of the secret office of the
papal curia, wrote a book on cryptography systems, and in the 15th century,
Pope Clement’s secretary

XII Gabrielle de Levinda, completing his Treatise on Ciphers.

Another well-known result belongs to the pen of the German abbot
Johann Trithemius (or Tritemus), who is considered by many historians to
be the second father of modern cryptology. He becomes the author of the
first printed book on cryptography. In the fifth book of the Polygraphia
series, published in 1518, he described a cipher in which each successive
letter is encrypted with its own shift cipher. His approach was refined by
Giovan Battista Bellaso. In addition, Trithemius was the first to notice that
it is possible to encrypt two letters at a time — with bigrams (see Chapter 2).

The next step in the development of cryptography was taken by Giovanni
Porta, a renowned Italian naturalist. In 1563 he wrote a book

«On Secret Correspondence», which provides a description of all known
cipher systems. It also provides a description of the bigram cipher in which
pairs of letters are replaced. Porta anticipated what is called the «probable
word method» and provides examples of lists of probable words from
various fields.

In the same period, the first organization appears to devote itself entirely
to cryptography. It was created in Venice in 1452. Three secretaries of
this organization were engaged in breaking and creating ciphers on the
instructions of the government.

In 1626, during the siege of the city of Realmont during the Huguenot
uprising in France, and later in 1628 during the siege of La Rochelle, Antoine
Rossignol (1600-1682) deciphered the intercepted messages and thereby
helped the king to defeat. After the victory, the French government several
times involved him in decrypting ciphers. After the death of Rossignol, his
son, Bonaventure, and later his grandson, Antoine-Bonaventure Rossignol,
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continued his work which later resulted in the creation of a special service
for perlustration and cryptanalysis in France - the so-called black cabinets’.
England also had its own «black cabinet». In his work in the 17th century.
a prominent place was occupied by John Wallis, known as the greatest
English mathematician before Isaac Newton. In Germany, the head of the
first decryption department was Count Gronsfeld, who created one of the
options for improving the Vigenere cipher. In the Russian Empire at this
time, a digital chamber was created for the same purposes.

Figure 1.5 — Roger Bacon (1220-1292), Antoine Rossignol (1600-1682),
John Wallis (1616-1703)

More developed and known for the period of formal cryptography is
Arabic cryptography. The level of development of mathematics and other
sciences during this period was significantly ahead of the knowledge of the
peoples of Europe. Therefore, the period of development and the complexity
of the ciphers of the Arab world up to the X-XII centuries was significantly
ahead of Europe. Even the word cipher is of Arabic origin.

The most ancient is the scientific work of the Arab scientist Abu Bakr
Ahmed ben-Ali ben-Wakhshiyya al-Nabati dated 855. It mentions various
encryption systems based on the symbols of ancient peoples. These
ciphers were used until the beginning of the 19th century to encrypt
secret correspondence, reports of spies, and treatises on black magic. The
knowledge of the Arabs in the field of cryptography was presented by
Shehabeh Kalkashandi, the author of an encyclopedia written in 1412. He
included a whole section on the use of encryption systems based on both

7 In 1911, the Britannica Encyclopedia wrote that the «black offices» no longer exist, but in
fact, in one form or another, services for perlustration and decryption of correspondence
existed at that moment and later, despite the existing laws on the secrecy of correspondence.
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permutations and substitution (including plural) characters. In addition,
great attention was paid to the opening of encrypted messages®.

- v

Figure 1.6 — Cabinet of perlustration at the post office in the Russian Empire (XIX
century), an analogue of the French «black cabinets»

In Europe and Asia, ciphers called nomenclators became widespread
during this period. They combine simple replacement ciphers and encoding.
In the simplest nomenclators, the code consisted of several dozen words or
phrases with the corresponding two-letter code designations.

Mono-alphabetic ciphers are also being replaced by polygram and
polyalphabetic substitution ciphers (see Chapter 2) which were first
suggested by Leon Battista Alberti. Alberti also proposed a device of two
discs fastened in the center each of which had an alphabet written on the
edge and could rotate relative to the other disc. While the disks do not move
they allow encryption using the Caesar cipher but after a few words, the
disks are rotated and the shift key changes.

In 1883, cryptology received new ideas outlined in a work called
«Military Cryptography» by Auguste Kerkhoffs. Based on his knowledge
in the field of linguistics and mathematics, Kergoffs conducts a comparative
analysis of ciphers, on the basis of which he formulates the requirements for
ciphers and concludes that only those ciphers are of practical interest that
remain strong even with intensive correspondence.

8 The proposed methods were based on the statistical and linguistic properties of the language.
Based on the text of the Quran, the encyclopedia provided statistics of all symbols of the
Arabic language and an example of opening someone else’s message.
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Kerkhoffs formulated the principle that became the basis of modern
cryptology — the strength of a cryptographic system should depend not on
the secrecy of the encryption algorithm, but on the cryptographic strength
and secrecy of the key used. This principle has not lost its relevance today.

Equally valuable is Kerkhoffs’ idea that the reliability of a cipher should
be evaluated by decryptors. Of course, this was suspected before him,
but after the closure of the «black offices» they somehow forgot. In any
case, the inventors of new ciphers, instead of submitting them to the trial
of cryptanalysts, sought to evaluate their strength on their own, counting
the number of centuries required for sequential enumeration of all possible
keys, or tried to prove the impossibility of «breaking through» any of the
cipher elements.

Kerkhoffs wrote: «I am amazed that our scientists and professors
teach and recommend systems for use in wartime, the keys to which will
undoubtedly be revealed in less than an hour by the most inexperienced
cryptanalyst ... One can also assume that the absence of serious work on the
art of reading secret writing contributed to the spread of the most erroneous
ideas about the strength of our cipher systemsy.
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Figure 1.7 — Jean Wilhelm Hubert Victor Francois Alexander Auguste Kerckhoffs
von Niuvengoff (1835-1903) and Military Cryptology

Thanks to the work of Kergoffs, in all the leading countries of the world
already in the 80s of the XIX century, cryptography is recognized as a
science and without fail begin to teach in military academies.

The end of the 19th and the beginning of the 20th centuries was
characterized by the massive appearance, first of the telegraph, and then
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of the radio for transmitting information. Naturally, the possibilities of
intercepting information have also increased. Therefore, this period of
development is also characterized by the emergence of ciphers and systems
oriented to the transmission of information through electrical and radio
communications.

To encrypt telegraph messages, a whole galaxy of codes and cipher
algorithms is being developed, the apogee of which is the emergence of an
absolutely reliable cipher — the Vernam cipher.

In addition, to encrypt teletype messages, Vernam proposed to prepare
in advance a «gammay — a punched tape with random characters - and then
electromechanically add its pulses with pulses of plain text characters. The
amount received was a ciphertext. At the receiving end, the pulses received
via the communication channel were added to the pulses of the same
«gammay, as a result of which the original message pulses were restored.
And if the message was intercepted, then it was impossible to decipher it
without the «scale» the enemy saw only a meaningless sequence of «pluses»
and «minuses».

During the First World War, codes were the main (and often the only)
means of encryption. Despite the fact that all participants in the hostilities
constantly developed new codes and improved old ones, it was far
from always possible to ensure their safety, so the opponents were often
fully aware of everything that was contained in someone else’s secret
correspondence. A number of tragic events are associated with the use of
ciphers, of which we will only mention the defeat of two Russian armies —
Generals Rannenkamp and Samsonov in East Prussia in August 1914. The
reason for the defeat was, among other things, the poor organization of
closed communications, as a result of which negotiations on the radio were
conducted without any encryption at all.

Figure 1.8 — Horse small (field) military radio station with a combat crew
of the early XX century
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The Second World War further raised the requirements for transmission
speed and secrecy of information. Manual conversion algorithms and
codes still somehow solved the problems of illegal intelligence, but were
absolutely inapplicable for the belligerent armies and navies. It was
necessary to increase the cryptographic strength of ciphers and to automate
(more precisely, mechanization) encryption processes.

One of the first such systems was invented back in 1790 by Thomas
Jefferson, the future president of the United States, a mechanical machine —
the Jefferson cylinder.

Jefferson called his encryption system «disk cipher». However, he
himself was not sure of the reliability of his invention, so he treated it with
caution and, as President of the United States, did not use it, but continued
to use traditional codes and ciphers.

When using the Jefferson cylinder, it is enough to rotate the disks so
that the desired source text appears on the edges of the disks in the line,
and write the line from any other edge. After receiving the cipher message
and typing it on the Jefferson cylinder, the original text appeared on one of
the faces. Naturally, the cylinders of the sender and the recipient must be
identical.

However, mechanical encoders received practical distribution only at the
beginning of the XX century. One of the first machines in practice was the
rotary machine, developed in 1917 by Edward Hebern. And on February 23,
1918, the German engineer Arthur Scherbius was granted a patent for the
Enigma encryption machine, which became the legend of rotary encryption
machines.
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«Enigmay initially consisted of four drums rotating on the same axis,
which provided more than a million variants of the cipher of simple
replacement. On each side of the drum, there were 25 electrical contacts
in a circle (by the number of letters). The contacts on both sides of the
drum were connected in pairs in a random manner by 25 wires, forming a
substitution of symbols. The wheels were folded together and their contacts,
touching each other, ensured the passage of electrical impulses through the
entire set of wheels. Before starting work, the reels were rotated so that a
given code word was set. When a key was pressed and the next character
was encoded, the right drum rotated one step. After the drum made a
full turn, the next drum was turned one step. Thus, the resulting key was
obviously much longer than the message text.

]
Figure 1.10 — Edward Hoog Hebern (1869-1952), Arthur Schrebius (1878-1929)
and the Enigma rotary cipher machine
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Figure 1.11 — Jerzy Ruzycki (1909-1942), Marian Adam Rejewski (1905-1980),
Henrik Zygalski (1908-1978)

The Enigma cipher was deciphered for the first time by the Polish Bureau
of Ciphers in December 1932. Marian Rejewski, Jerzy Ruzicki, Heinrich
Zygalski and Marian Rejewski, with the help of French intelligence data,
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mathematical theory and reverse engineering methods, were able to develop
a special device for decrypting encoded messages, which was called a
cryptological bomb. After that, German engineers complicated the Enigma
device and in 1938 released an updated version, which required building
more complex mechanisms to decipher.

During the Second World War in England to decrypt Enigma messages,
a machine codenamed «Turing Bombe» was created which provided
significant assistance to the anti-Hitler coalition.

Figure 1.12 — Alan Turing (1912-1954) and the electronic computer « Turings Bomby

Rotary machines were actively used during the Second World War and
other states. In addition to the German vehicle, the Sigaba (USA), Tureh
(UK), 91-shiki ohbun-injiki (Japan) and many others were also used. Rotary
systems became the pinnacle of formal cryptography, since they were
relatively easy to implement sufficiently cryptographically strong ciphers.

SIGABA (ECM MARK II) and its successor KL-7°

® The KL-7 remained in service until the 1970s. In some countries, KL-7s served as backup
devices for many years until they were finally withdrawn from service in 1983.
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With foreign machines that worked on the principle of mechanically
programmable disk encoders, the technology of the USSR had little in
common. The cipher machine, developed in 1934, the M-100 «Spectrum»
and its descendants worked on the principle of imposing a gamma on a
plain text. It allowed encryption at up to 300 characters per minute. Only
the K-37 «Crystal» encryption machine, developed in the USSR in 1939,
was built by analogy with other rotary machines.

At the same time, no cases of decryption of messages encrypted by
M-100 and M-101 were recorded'®. The messages encrypted by the K-37, the
United States on a regular basis «read» from April 1946 to 1947, automating
this process using a machine analogue Sauterne Mark .

Figure 1.14 — Soviet encryption machine M-100 «Spectrumy» and its descendant —
coding machine «Fialka-125»
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Figure 1.15 — The work of the encryptor in the United States on the rotary Sigaba
machine and the Wehrmacht encryptors on the Enigma machine in the trenches.

101t is known that in the period from 1941 to 1947, on the basis of the Ufa GSPEI 56 and
a number of other factories, a total of 2,024 speech encoders were produced. During the
war years, the eighth (encryption) directorate of the CCCH General Staff sent out about
3.2 million cipher suites. A total of over one and a half million encrypted telegrams and
codograms were transmitted. As the author of several books on cryptography Dmitry Larin
writes, «the load on communication channels sometimes reached 1500 telegrams per day».
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1.4 Scientific Cryptography

After the First World War, the governments of almost all the leading
countries classified all work in the field of cryptography. By the early 1930s,
the branches of mathematics were finally formed, which are the basis for
future science: general algebra, number theory, probability theory and
mathematical statistics. By the end of the 1940s, the first programmable
calculating machines were built, the foundations of the theory of algorithms
and cybernetics were laid. Nevertheless, in the period after the First World
War and until the end of the 1940s, a minimum of works and monographs
were published in the open press, but even they did not reflect the most
current state of affairs. The greatest advances in cryptography was made in
the military.

A key milestone in the development of scientific cryptography is Claude
Shannon’s fundamental work Communication Theory of Secrecy Systems,
a secret report presented by the author in 1945 and published by him in
the Bell System Technical Journal. in 1949. In this work, in the opinion of
many modern cryptographers, the approach to cryptography in general as a
mathematical science was first shown.

Claude Shannon introduced the concepts of «dispersion» and
«mixingy, substantiated the possibility of creating almost arbitrarily strong
cryptosystems.

Shannon proved that the encryption method proposed by Vernam in 1917
is an absolutely strong encryption system. Naturally, provided that the key
length is equal to or greater than the message length.

Figure 1.16 — Electronic encryption machine Aroflex (USA) and portable electronic cipher
machine HG-530/535 of the CRIPTOMATIC 500 family of Boris Hagelin (Switzerland)

This period is also characterized by the gradual decommissioning of
electromechanical rotary encryption machines by government and army
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structures and the transition to electronic encryption machines such as
KW-26, KW-37, KL-51 (RACE) and Aroflex in the USA and NATO
countries.

In the 1960s, various block ciphers began to appear that were more
cryptographic than the result of rotary machines. However, they assumed
the mandatory use of digital electronic devices — manual or semi-mechanical
encryption methods were no longer used.

1.5 Computer Cryptography

Almost all modern cryptosystems used are reasonably strong, that
is, the strength of this cryptosystem today is estimated by the amount of
computation required to open it. It is believed that an encryption key is
strong enough if all known methods of finding it are so complex that they
take more time than a simple search of all possible keys. And the period of
its finding exceeds the lifetime of the protected information (or the costs are
greater than the cost of obtaining this information in other ways).

Block ciphers became the first class of computer cryptosystems, the
practical application of which became possible with the advent of compact
computing facilities.

In the 70s of the twentieth century, a lot of work was done on the
standardization of ciphers. Probably one of the first in this direction were
US cryptographers. INTEL employees developed an algorithm that later
became the American DES encryption standard. One of its authors, Horst
Feistel, described a model of block ciphers, on the basis of which other,
more secure symmetric cryptosystems were later built, including the Soviet
and Russian encryption standard GOST 28147-89 and the modern AES
standard.

With the advent of DES, cryptanalysis was also enriched; for attacks
on the American algorithm, several new types of cryptanalysis (linear,
differential, etc.) were created, the practical implementation of which, again,
was possible only with the advent of powerful computing systems.

It should also be especially noted that in the mid-70s of the XX century,
there was a real breakthrough in modern cryptography — the emergence of
cryptosystems with two keys — secret and public. With their appearance, the
problem of distribution of encryption keys has become less significant. Such
systems are also called asymmetric cryptosystems.

The starting point for asymmetric cryptography is considered to be the
work published by Whitfield Diffie and Martin Hellman in 1976 entitled
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«New Directions in Modern Cryptography.» It was the first to formulate the
principles of exchanging encrypted information without exchanging a secret
key. Ralph Merkley approached the idea of asymmetric cryptosystems
independently.

A few years later, Ron Rivest, Adi Shamir, and Leonard Adleman
developed the RSA algorithm, the first practical asymmetric cryptosystem
whose robustness was based on the problem of factorizing large primes.
Asymmetric cryptography opened several new applied areas at once, in
particular, electronic digital signature (EDS) systems and electronic money.

i & SR \‘ |
Figure 1.17 — Ralph Merkley and Wilfrid Diffie with Martin Hellman after the 2015
Turing Award for Fundamental Contribution to Cryptography
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Figure 1.18 — RSA Algorithm Developers Ron Rivest, Adi Shamir,

and Leonard Adelman"

! Interesting fact: the RSA cryptographic algorithm, created by Ronald Rivest, Adi Shamir
and Leonard Adleman, as already noted, is based on the work of Whitfield Diffie and Martin
Hellman «New Directions in Cryptography». At the same time, Rivest, Shamir and Aldeman
received the Turing Prize for the RSA algorithm in 2002, and Diffie and Hellman only in
2015.
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The urgent task of this period is the task of improving symmetric
cryptosystems. In the same period, non-Faystel ciphers were already
developed (SAFER, RC6, etc.), and in 2000, after an open international
competition, a new US national encryption standard — AES was adopted.

1.6 Unknown Cryptography

Despite the fantastic advances in cryptography and cryptanalysis based
on the use of computers and artificial intelligence systems, mankind knows
a number of artifacts that break all axioms and seemingly successfully
proven hypotheses.

In our opinion, the story of the achievement of cryptography and
cryptanalysis would be incomplete without information about the mysterious
mysteries of the past and unencrypted cryptograms.

Probably the most famous of these mysteries is the Voynich Manuscript,
an illustrated manuscript dated to the 15th century and named after the
Polish-Lithuanian bibliophile and antiquarian Mikhail Leonardovich
Voynich. He bought the unusual 240-page book at the Villa Mondragone
near Rome in 1912 during a secret sale of the Jesuit college library archives.

The book is written in an unknown language with unknown characters
(the alphabet contains more than 50 unique characters) and contains
diagrams and drawings of unknown animals and plants. Radiocarbon
analysis at the University of Arizona suggests that the manuscript was
written on parchment between 1404 and 1438, while analysis of its ink by
the McCrone Research Institute in Chicago confirmed the date. Semantic
and frequency analysis allows us to say that the language in which the
manuscript is written has similar characteristics to Latin and European
languages. Repeatedly conducted research suggests that the book contains
well-thought information.

The general impression that the pages of the manuscript create allows
researchers to assume that it was intended to serve as a pharmacological or
medical reference book or encyclopedia. However, the confusing details of
the illustrations feed many theories about the book’s origins, the content of
the text, and the purpose for which it was written.

It is safe to say that the first part of the book is about herbs, but attempts
to compare them with real samples of herbs and with stylized drawings
of herbs of that time have generally failed?. The remaining sections are

12 By 2014, scientists were able to presumably identify 37 of the 303 plants depicted in the
manuscript.
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conventionally called astronomical, biological, cosmological, pharmaceutical
and prescription.
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Fi igureil .19 — The Voynich manuscript page and
Wilfred Voynich himself (1865-1930)

There are many hypotheses about the origin of the manuscript — from
the fact that the book was written in Ukrainian as a reference to alchemy, to
the fact that the book is a copy of a document from another world.

Almost the entire twentieth century, scientists of various directions
(from linguists and historians to physicists and cryptanalysts) tried to solve
the riddle of the manuscript. Most researchers assume that it is some kind
of encryption, and today dozens of scientific groups are trying to decipher
it using both artificial intelligence systems and methods of historical
sciences".

Since 1969, the manuscript has been kept in the Beinecke Rare Book
Library at Yale University. The book is completely digitalized, so anyone
can try to decipher the mysterious graphics and letters.

Less known than the Voynich manuscript, but no less mysterious are
documents such as the Rohontsi Codex and the Magical Tablets from
Kassel. The Rohoni Code is a «pocket-sized» book containing 448 pages,
covered with some symbols. The number of unique characters used in the
Codex is about ten times more than in any known alphabet. In some places

13 As of January 2018, scientists from the University of Alberta in Canada, using artificial
neural networks, managed to decipher one of the phrases in the book. The researchers found
that the author of the manuscript changed the order of the letters in each word for his cipher
and dropped the vowels. The phrase sounds like “She gave advice to the priest, the owner of
the house, me and people,” although this translation is now disputed.
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on the pages there are illustrations containing not only religious, but also
quite everyday subjects.

Examination of the Rohonzi Codex paper showed that it was most likely
made in Venice in the early 16th century. So far, no one has been able to
decipher the Code, there are only some versions.
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Figure 1.20 — A couple of pages of the Rohontsi Code

The next class of unsolved ancient cipher programs is the Phaistos disc,
linear writing and rongo-rongo.

In 1908, the Italian archaeologist Luigi Pernier discovered a small clay
disc while excavating at the site of the ancient Cretan city of Festus. The
disc contains 242 characters. Experts were able to distinguish 45 types of
symbols, but only a few of them were identified as hieroglyphs that were
used in the pre-palace period of the ancient history of Crete.

At the moment, despite many attempts, no one has managed to unravel
the mystery of the Phaistos disc'.

Figure 1.21 — Phaistos disc and linear writing

4 Some scholars believe that the Phaistos disc is an astronomical calendar, others believe that
it hails from the legendary sunken city of Atlantis.
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Linear® was also found in Crete and named after the British archacologist
Arthur Evans. In 1952, Michael Ventris partially decoded the Linear script
that was used to encrypt the Mycenaean language.

Rongo-rongo is a system of mysterious records that was discovered on
Easter Island in the XIX century. Rongo-rongo is believed to represent a
lost prototype system. Numerous attempts at deciphering Rongo-rongo have
been unsuccessful. Perhaps this would give an answer to the main mystery
of the island — the purpose of the giant statues of Easter Island.

The nodular letter of the Incas is also mysterious and only fragmentarily
deciphered!s.

There are a number of legends about the huge gold treasures of the «sons
of the Suny», which the Incas hid from the Spanish conquistadors”, and
information about their whereabouts was preserved in the intercepted pile
of the Incas.

Also, the inscription Shagboro can be attributed to the ancient
undeciphered cryptograms. Excites cryptographers and linguists, intercepted
from space radio signal, dubbed «Wow». Criminal cases have not yet been
disclosed, where cryptograms were found with the bodies of people who
died by violent death — the «Taman Shud» case and Ricky McCormick’s
notes.

15 Used in Ancient Greece in the XIX - XV centuries BC.

16 In ancient times, in many regions of the Earth, the so-called nodular letter flourished,
which, according to legend, was brought to Earth by the white Gods. Nodular writing was
widespread among different peoples: in the Inca and Maya states, in China, Australia, Tibet,
California, West and Central Africa, on the Ryukyu Islands, Palau, Hainan.

Chinese nodular writing is mentioned in the treatise Tao Te Ching («Book of the Way and
Dignity»), written by the ancient Chinese philosopher Lao Tzu in the 6th-5th centuries. BC.
Tied cords act as a carrier of information, and the information itself is carried by the knots
and colors of the laces. Also, the nodular letter or Nodular Elm is a reflection of the Slavic
alphabet «Glagoliticy.

17 For example, in 1533 a detachment of conquistadors led by Franco Pizarro invaded the
empire of the Great Inca. Capturing one of the heirs of the Great Inca - Atahualpu - Pizarro
demanded a ransom - to fill the huge room with gold to the level of a raised hand. Gold was
brought from all over the Inca empire, but did not manage to reach the agreed height before
the end of the established period. The Inca asked to wait a little longer, but on the evening of
August 26, 1553, Atahualpa was hanged in a square in Cuzco. Before his death, Inca gave the
kippah to the faithful people. Thirteen knots were tied on it, besides them, Atahualpa tied a
bar of gold to a cord. It is believed that it was in this message that the order was encrypted
to hide the treasures of the Incas in some secret place. On the same day, all the treasures
disappeared from the temples, including a 350-paced gold chain with links as thick as an
arm, weighing so much that only 200 people could lift it. Also missing were eleven thousand
lamas, laden with gold and on their way to the capital of the Inca empire with ransom for
Atahualpa.
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Unfortunately, the format of the tutorial does not even cover the most

famous of these cryptographic mysteries. History leaves future cryptanalysts
with many interesting tasks, the answers to which will reveal the mystery of
the mysterious events of the past.
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Figure 1.22 — Bale of the Incas and its enlarged fragment

Questions for Self-Control

— What historical periods can the history of cryptography be divided
into?

— What device is considered to be the first European cryptography
device?

— What encryption algorithm did Guy Julius Caesar suggest?

— What is «atbash»?

— Who proposed the principles of polygram substitution?

— What is a «black office»?

— On what principles is the Enigma encryption machine built?

— What was the M100 Kristall device used for?

— When were the principles of asymmetric cryptography established?

— What is the Voynich manuscript about?
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CHAPTER 2. SYMMETRICAL CRYPTOSYSTEMS

Keywords: symmetric cryptosystem, substitution, permutation, gamma,
encryption algorithm, key, round, avalanche effect, run key, key schedule,
Feistel network, cryptographic strength, block cipher, stream cipher.

2.1 Main Classes of Symmetrical Cryptosystems

Symmetric cryptosystems' is an encryption method in which the same
cryptographic key is used for encryption and decryption. The algorithm key
must be kept secret by both parties. The encryption algorithm is chosen by
the parties before the start of the exchange of messages.

K Closed K
Channel
[Subscriber A T 1 |_ Subscriber B !
(Sender) 4 A (Receiver)
M . Open . M
g Encryption |1 ___ZPZT___ —I— Decryption ——p»
| Ek(M) | Channel D, (M) |

| | o] | |
—_— — ——— — — — . —_— — ——— — —

Figure 2.1 — General scheme of symmetric cryptosystems operation

Currently, modern symmetric ciphers are divided into block ciphers and
stream ciphers:

— block ciphers — they process information in blocks of a certain length
(usually 32, 64, 128 or 256 bits), applying a key to the block in a prescribed
order, usually in several cycles of mixing and substitution, called rounds.
The result of the repetition of rounds is an avalanche effect — an increasing
loss of bit correspondence between blocks of open and encrypted data;

— stream ciphers — encryption is carried out over each bit or byte of
the original (plain) text using gamma.

! Such systems can also be called «symmetric encryptiony», «symmetric ciphers» or in English
«symmetric-key algorithmy.
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Symmetric cryptosystems are based on three basic operations for
transforming a message or plain text:

— substitutions;

— permutations;

— gamming.

Most modern symmetric ciphers use a complex combination of many
substitutions and permutations. Many such ciphers are executed in several
(sometimes up to 80) passes, using a «pass key» on each pass. The set of
«pass keysy» for all passes is called a «key schedule». As a rule, it is created
from a common key by performing certain operations on it, including
permutations and substitutions.

Typical methods for constructing symmetric encryption algorithms are a
substitution-permutation network? and a Feistel network.

A substitution-permutation network-based cipher receives a block
and a key as input and performs several alternating rounds, consisting of
alternating substitution stages and permutation stages.

One S-box is sufficient to achieve security, but such a box will require a
lot of memory. Therefore, small S-boxes mixed with P-boxes are used.

The non-linear substitution stage mixes the key bits with the plaintext
bits, creating Shannon’s confusion. The linear stage of permutation
distributes redundancy throughout the data structure, creating diffusion.

An S-box (English substitution box or S-box) replaces a small block
of input bits with another block of output bits. This substitution must be
one-to-one to ensure reversibility. The purpose of the S-box is a non-linear
transformation, which prevents linear cryptanalysis. One of the properties
of the S-box is the avalanche effect, that is, changing one bit at the input
leads to a change in all bits at the output.

P-box (English permutation box or P-box) — permutation of all bits: the
block receives the output of the S-box as input, swaps all the bits and gives
the result to the S-box of the next round. An important quality of the P-box
is the ability to distribute the output of one S-box among the inputs of as
large S-boxes as possible.

Each round uses its own key derived from the initial one. Such a key is
called a round key. It can be obtained both by dividing the original key into
equal parts, or by some transformation of the entire key.

In the Feistel network, the encryption algorithm builds an encryption
scheme based on the function F (D, K), where D is a piece of data half

2 Permutation-permutation net or SP-net is also the development of Horst Feistel.
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the size of the encryption block, and K is the «pass key» for this pass. A
function is not required to be reversible — its inverse function may not be
known. The advantages of the Feistel network are that the decryption and
encryption almost completely coincide (the only difference is the reverse
order of the «pass keys» in the schedule), which greatly facilitates the
hardware implementation.

The permutation operation shuffles the bits of the message according to
a certain law. In hardware implementations, it is trivially implemented as
wire entanglement. It is the permutation operations that make it possible
to achieve the «avalanche effect» 3. The permutation operation is linear —
f (a) xor f (b) == f (a xor b).

Substitution operations are performed as replacing the value of some
part of the message (often 4, 6, or 8 bits) with a standard, hard-coded other
number in the algorithm by referring to a constant array. The substitution
operation introduces non-linearity into the algorithm.

The complete loss of all statistical patterns of the original message is an
important requirement for a symmetric cipher. As noted earlier, for this, the
cipher must have an «avalanche effect»’.

Another important requirement is the lack of linearity (that is, the
condition f (a) xor f (b) == f (a xor b)).

Often the strength of an algorithm, especially against differential
cryptanalysis, depends on the choice of values in lookup tables (S-boxes).
At a minimum, it is considered undesirable to have fixed elements S (x) = x,
as well as the lack of influence of some bit of the input byte on some bit of
the result — that is, cases when the result bit is the same for all pairs of input
words that differ only in this beat.

3 The Avalanche effect is a cryptographic concept commonly applied to block ciphers and
cryptographic hash functions. An important cryptographic property for encryption, which
means that changing the value of a small number of bits in the input text or in the key leads
to an «avalanche» change in the values of the output ciphertext bits. In other words, it is the
dependence of all output bits on each input bit.

The term «avalanche effect» was first coined by Feistel in an article on Cryptography and
Computer Privacy, published in Scientific American in May 1973, although the concept was
used by Shannon.

An example of an avalanche effect for the Ek (K, M) encryption algorithm:

— Ek (key = «aaaay, plaintext = «aaaay) = «5188»;
— Ek (key = «aaaa», plaintext = «aaca») = «f7e5».
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Currently, there are many (at least at least two dozen) used symmetric
cipher algorithms, the essential parameters of which are:

— cryptographic strength;

— key length;

— number of rounds;

— the length of the processed block;

— the complexity of the hardware / software implementation;

— the complexity of the transformation.

The advantages of symmetric cryptosystems are:

— speed of encryption / decryption;

— ease of implementation (due to simpler operations);

— smaller required key length for comparable strength (as compared to

systems with a public key);

— better knowledge (due to the greater age), again compared to systems
with a public key.

The disadvantages of symmetric cryptosystems are:

— the complexity of key management in a large network;

— the complexity of the key exchange. To apply the algorithms, it
is necessary to solve the problem of reliable key transfer to each
subscriber, since a secret channel is needed to transfer each key to
both parties.

To compensate for the shortcomings of symmetric encryption, a
combined (hybrid) cryptographic scheme is now widely used, where using
asymmetric encryption, a session key is transmitted that is used by the
parties to exchange data using symmetric encryption.

An important disadvantage of symmetric ciphers is the impossibility of
using them in mechanisms for generating electronic digital signatures and
certificates, since the key is known to each party.

2.2 Substitutions,
Permutations and Gamming

2.2.1 Encryption Using Permutations

A permutation cipher is a symmetric encryption method in which
the characters of the encrypted plaintext are reversed. As an element
of the encrypted text, as a rule, one character is chosen, however, larger
constructions are also used — groups of characters.
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Annograms* are a classic example of permutations. Historically,
permutations are among the earliest ancient methods of cryptography. It is
not known when the first permutations appeared. Perhaps the ancient scribes
used anagrams or permutations of letters in the name of their king in order
to hide his real name or for ritual purposes.

The first devices and algorithms operating on the principles of
permutations have been known since the 5th century BC. These include, for
example, the same script.

Permutations fall into two broad classes in classical cryptography:

— single (simple) permutation ciphers — during encryption, the plaintext

characters are moved from their original positions to new ones once;

— multiple (complex) permutation ciphers — during encryption, the

plaintext characters are moved from their original positions to new
ones several times.

Simple permutation ciphers have found their use, as a rule, only in
manual encryption methods. They often use tables that provide simple
encryption procedures for rearranging letters in a message. The key in
them is the size of the table, a phrase specifying a permutation or a special
feature of the table.

Simple keyless permutation is one of the simplest encryption methods,
akin to the cipher cipher. For encryption, the original plaintext is written to
a table, for example, column by column. Reading to receive the ciphertext is
performed line by line.

4 Anagram (Greek ava — “again” and ypappo - “record”) is a literary device consisting in
rearranging letters or sounds of a word (or phrase), which results in another word or phrase.
For example: an orange is a spaniel, a colonel is a bug, a vodka is a bagel, a petal is a telescope.
The ancestor of the anagram is considered to be the ancient Greek poet and grammar
Lycophron, who lived in the 3rd century BC. e. According to the surviving records of the
Byzantine John Tsetz, from the name of Tsar Ptolemy Lycophron composed the first of the
known anagrams: Ptolemaios - Aro Melitos, which means «from honey», and from the name
of Queen Arsinoe: Arsinoe - Ion Eras («Hera’s violet»).

In the XVII - XIX centuries. it was customary among natural scientists to encrypt their
discoveries in the form of anagrams, which served two purposes: to hide the hypothesis until
its final verification and to approve the authorship of the discovery when it is confirmed.
For example, in 1610, Galileo Galilei encrypted the Latin phrase «Altissimun planetam
tergeminum observavi» («Observed the highest triple planet») to secure the authorship for the
discovery of the satellites of Saturn as follows: «Smaismrmilmepo etaleumibunenugttauiras»
(letters «v» and «u» in Latin texts were often considered interchangeable). Further
development and popularization of anagrams was associated with the development of
Christianity and Latin.
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For example, the message «HEACHOE CTAHOBUTCA EIIE BOJIEE
HEINIOHATHHEM» (“"UNCLEAR BECOMES EVEN MORE UNCLEARABLE») is
written to the table column by column. For a table with
5 rows and 7 columns, it looks like this:

Table 2.1 — Permutation table

H/O/H|C|B|H |4
E|E(O(A|O|E|T
A|C|B|E|J|0O0|H
C|T| M| ILL|E|O|H
H| AT/ E|E|H|M

After the plaintext is written in columns, it is read
line by 1line to form an encryption. If you write it
down in groups of 5 letters, you get: «HOHCBE HAEEO SOETA
CBEJIII HCTHUII, EOHHA TEEHM».

The key 1is the size of the table and the write /
read algorithms. Combining letters into groups 1is not
included in the cipher key and is used only for the
convenience of writing meaningless text.

A more practical encryption method called single key permutation is
very similar to the previous one. It differs only in that the columns of the
table are rearranged by a keyword, phrase or a set of numbers as long as a
table row.

For example, using the word «JYHATUK» as a key, we
get the following table:

Table 2.2 — Results of a single permutation

Before permutation After permutation

I|y|B|A|T|HU|K Alr|k|a|H|T|Y
4|7]|5]1]6]2]3 1]2|3(4]5(6]|7
H|O|H|C|B|H|A C|H|A|H|H|B]|O
E|E|O|A|O|E|T A|/E|T|E|O|O|E
A|C|B|E|J|II]|H E|O|H[|A|B|JX|C
C|T|MW|ILI|E|O|H mj|O|H|C|M|E|T
HIA|T|E|E|H|M EIH|M|H|T|E]|A

Its top line contains the key, and the numbers unde411r



the key are determined by the natural order of the
corresponding letters of the key in the alphabet. If
identical letters were found in the key, they would be
numbered from left to right.

It turns out the cipher: «CHAHH BOAET EOOEE IIHABII
CHIOHC METEH MHTEA».

The route permutation method has also become widespread. In them,
the key is a certain geometric figure. The transformation is carried out due
to the fact that writing the text goes along one path, and reading — along
another. Again, the most famous example is the scital.

One of the ways of route permutation is called «intersection». The
example below draws enough cruciform shapes to contain all the letters
of the message. The plain text is written around these figures in a
predetermined way — in our case, clockwise. Letters are taken line by line.
First, the specified number of letters (N) from the first line is taken, then
the doubled number of letters (2N) from the second and again N letters
from the third line.

For example, the message «COMING SIXTH» might look
like this:

m A\ E\ 1\
P E X I0 i} C (o] (o]
n 3 _ T

Figure 2.2 — An example of placing plaintext in the « Crossroads» cipher

For example, for N = 2, the ciphergram will look like
«V/A RECHYU I3 EI' IICOO _ T»°.

Also, for route permutations, other geometric shapes can be used, for
example, triangles and trapezoids. Plain text fits into these shapes according
to the word count and shape of the selected shape, which can be stretched or
shrunk to fit the message.

For the first shape, the triangle, the plaintext is written line by line from
top to bottom. The keyword is written below.

> Spaces in the ciphertext are inserted to illustrate how the algorithm works and when
receiving the ciphertext. Naturally, they will not be present in real encryption.
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If the base of the triangle is wide and longer than the length of the
keyword, then the keyword is repeated. The letters of the keyword string are
numbered sequentially according to their alphabetical order. The encrypted
message is written out in columns according to the numbering performed.

Open text n
P U E
3 X A 0 _

Jiig E Cc T O I O
Key J ¥y H A T n K
Column 4 7 5 1 6 2 3
permutation
algorithm

Figure 2.3 — An example of using the permutation cipher when fitting into a triangle

For example, for the plain text «COME  THE SIXTH»
and the keyword «JIYHATUK» the cipher obtained from the
triangle will look like «IIMAT _ TOISEENO3E».

In 1550 the Italian mathematician Gerolamo Cardano proposed a new
encryption technique — the Cardano lattice.

Six Gobn cegacds you nell and apokea again that
off as <ighily, “vaifs Rim e yousa non, and eves.

%h‘m%wa’&%wﬂwm

E B pe
(e [ e : /
[ay] [19 e} 144

Figure 2.4 — Cardano Lattice6 and its creator, Gerolarho Cardaﬁo” (1501-1576)

Initially, the Cardano grille was a stencil with holes cut in it. The letters,
syllables and words of the message were written in these holes on a sheet of
paper that was placed under the lattice. Then the stencil was removed, and

¢ Note text: “Sir John highly values you and repeats again that everything that is available to
him is now yours, forever. Can he deserve forgiveness for his past delays through his charm.»
Encrypted message: «Spain will send its ships to war in May.»
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the free space was filled with more or less meaningful text to mask the secret
message. This method of hiding information belongs to steganography.

Figure 2.5 — Rotating lattice

Later, the cipher «rotary lattice» was proposed, or, as it is also called,
«trellis for climbing plantsy, since it resembled holes in the wooden trellises
of garden buildings. This cipher is considered the first transpositional
(geometric) cipher. Naturally, it is more convenient and easier to use a
square, not a rectangle, for a rotary lattice. An example of a square lattice is
shown in Figure 2.5.

Although there is a big difference between Cardano’s original proposal
and the pivoting grid cipher, stencil-based information hiding methods are
commonly referred to as Cardano grids’.

For encryption and decryption using this cipher, a rectangular stencil
with an even number of rows and columns is made. Cells are cut in the
stencil in such a way that when it is applied to a table of the same size in
four possible ways, its cutouts completely cover all the table cells exactly
once.

During encryption, the stencil is applied to the table. The letters of the
original text are written out in the visible cells of the table from left to

7Tt is known that Cardinal Richelieu was an adherent of the Cardano grid and actively used it
in personal and business correspondence.

Also, the encryption method based on the rotary lattice was used by the Dutch rulers for
secret messages in the 1740s. It was also used by Kaiser Wilhelm’s army in World War I. For
encryption, the Germans used gratings of various sizes, which were given their own code
names by French cryptanalysts: Anna (25 letters), Bertha (36 letters), Dora (64 letters) and
Emile (81 letters). However, the grilles were used for a very short time (only four months), to
the great disappointment of the French, who had just begun to pick up keys for them.
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right from top to bottom. Then the stencil is rotated and the next part of
the letters fits in. This operation is repeated two more times. The cipher
program is written out from the summary table along a certain route.

Thus, the key for encryption is the stencil, the order of its turns and the
route of writing.

Another kind of permutation is magic squares. Magic squares are square
tables with sequential natural numbers inscribed in their cells, starting from
1, which in the sum for each column, each row and each diagonal give the
same number.

For the first time, these squares appeared in China, where some «magical
power» was attributed to them?.

I
ey
(&

Figure 2.6 — The magic square of Lo Shu and the magic square
on the engraving by Albert Durer «Melancholy»

8 According to the legend, described in one of the five canonical books of Ancient China -
Shu-Jing (Book of written traditions), in 2200 BC. a huge turtle (according to another version
— a dragon) emerged from the Lo River, a symbol of eternity. On her carapace, spots were
visible, forming an amazing pattern.

When the turtle came out of the water, the puddles were drying up after a recent rainstorm.
Great Yu took this turtle and examined the strange pattern on its shell. This pattern inspired
him to create a treatise called «Hong Fan» («The Great Plan»), which spoke about physics,
astrology, divination, morality, politics and religion.
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Magic squares were widely used to convey classified information. When
encrypting, the original message was inscribed in a square according to
the numbering given in them, after which the ciphergram was written out
line by line. The number of possible magic squares (keys) increases rapidly
with their size. So, there is only one 3x3 magic square, if you do not take
into account its rotations. There are already 880 magic 4x4 squares, and
the number of 5x5 magic squares is about 250,000. Therefore, large magic
squares could be a good basis for a reliable encryption system of that
time, because manual enumeration of all key variants for this cipher was
practically impossible.

For example, consider a 4x4 square. It fits numbers from 1 to 16. Its
magic lies in the fact that the sum of numbers in rows, columns and full
diagonals is equal to the same number — 34.

Magic square encryption was performed as follows. The letters of this
phrase are inscribed sequentially in a square according to the numbers
written in them: the position of the letter in the sentence corresponds to the
ordinal number. A period or any letter is placed in empty cells.

For example, you need to encrypt the phrase: «IPUE3-
XA  MECTOI'O» («I ARRIVE  ON THE SIXTH») using a magic
square 4x4.

16 | 3 2 |13
510 (11| 8
6 | 7 |12
15|14 | 1

Figure 2.7 — One of the possible 880 options — 4x4 magic square

6 O 3 M| 2P |13 T

53 |10wm|l11 E| 8 B

9 6 X 7 A |12 C

4 E |15 T|14 0|11

Figure 2.8 — An example of encryption using a magic square

The encrypted text 1is written to a line (reading is
performed from left to right, top to bottom, 1line by
line) - «O3PT3IIEI XACET'OID».
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Complex permutation ciphers are based on the idea of re-encryption by
methods of permutations already encrypted from the text, that is, multiple
permutations.

The most famous complex permutation method is the double permutation
method. In this case, permutations are determined separately for columns
and separately for rows. The plain text fits into the table. After that, the
columns are rearranged, and then the rows. When decoding, the order of
permutations is reversed.

For example, let’s encrypt the message «IIPUE3XAI
MECTOI'O». Key «2413» and «4123».

Table 2.3 — Results of double permutation

Initial Table Column permutation Row permutation
2(4(1|3 112|3]|4 11234
4 P\ U|E 4 M| |O|E|P 4 | A 0| X
l1|3|X|A|D 1|23 |0|X 1|E C|lI
2 mHE|C 2 | E c|m 2|T"|T|O0|O
3|T|O|T|O 3|r|T|O0|O 3|u|0lE|P

It turns out the encryption «A3IOKE CITTOOUIIEP».

The number of options for double permutation is also
great: for a 3x3 table there are 36, for 4x4 there are
576, and for b5x5 there are already 14,400. However, a
double permutation is a very weak type of cipher, easily
readable for any size of the encryption table.

2.2.2 Encryption Using Substitutions

Substitution is a symmetric encryption method based on replacing
characters in the original alphabet with other characters according to a
specific rule. As with substitutions, a single letter, pair, or group of letters
or numbers can be used as a plaintext character.

In classical cryptography, four types of substitution ciphers are
distinguished:

— mono-alphabetic substitution cipher (simple substitution cipher) — a

cipher in which each plaintext character is replaced by some character
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of the same alphabet fixed for a given key. Examples: Julius Caesar’s
code, Polybius square, Atbash;

— a one-sound substitution cipher is similar to a one-alphabetic one, but
in it the plaintext character can be replaced by one of several possible
characters;

— a polygram substitution cipher replaces not one character, but an
entire group. Examples: Playfer cipher, Hill cipher;

— a polyalphabetic substitution cipher consists of several simple
substitution ciphers. Examples: Vigeneére cipher, Beaufort cipher, one-
time pad.

With multi-alphabet substitution, the transformation law changes from

symbol to symbol.

Mono-alphabetic cipher’ is a class of encryption methods that boil down
to the creation of an encryption table according to a certain rule, in which
for each plaintext letter there is a single ciphertext letter (symbol) associated
with it. The encryption itself consists in replacing letters according to this
table. The same table is used for decryption.

Simple replacement ciphers include many encryption methods that arose
in antiquity or the Middle Ages, such as Atbash, Caesar’s cipher, Polybius’s
square, the method of dancing men'® and many others.

LERYARLYILTIY
ABBTOAEX3IUKAM
LRLARFALLLAL
HONMPCTYXb3 A
INCARETROINEOY
Figure 2.9 — Encryption table for the one-alphabetic cipher «Dancing Men» and one of
the encryption codes from the work « The Return of Sherlock Holmes»

® Other common names are simple substitution ciphers, simple substitution ciphers, and
mono-alphabetic ciphers.

10 «Dancing Men» is one of 56 stories by the English writer Arthur Conan Doyle about the
detective Sherlock Holmes and Dr. Watson, included by the writer in the collection of 13
stories «The Return of Sherlock Holmesy.
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The cryptographic strength of this encryption method is determined by
the capacity of the alphabet used.

A cryptographic protection system based on a mono-alphabetic cipher
is easily vulnerable. If the adversary has a cipher and corresponding source
text, or cipher text of the adversary’s chosen source text, then determining
the key and decrypting the original text is a trivial task.

This cipher uses numbers that replace letters. There is no logic in these
numbers. Such a simple cipher can be decrypted with a cipher table.

Nowadays, simple substitution ciphers are easily broken even if only the
ciphertext is available. In any language, various letters and combinations of
two, three or more letters have characteristic repetition rates in texts.

For example, for the Russian language (yes, like any
other language) there are tables of character frequencies

Table 2.4 — Frequencies of characters in the Russian-language text

Letter Frequency | Letter Frequency | Letter Frequency
a 0,075 K 0,034 ® 0,002
6 0,017 JI 0,042 X 0,011
B 0,046 M 0,031 b 0,005
T 0,016 n 0,065 g 0,015
n 0,030 o 0,110 m 0,007

e, & 0,087 II 0,028 m, 0,004
x 0,009 P 0,048 B, B 0,017
0,018 c 0,055 Bl 0,019

173 0,075 T 0,065 ) 0,003
173 0,012 y 0,025 10 0,022
a 0,022

For example, the frequencies of characters for a work of art, scientific
article, or technical documentation written in the same language will be
almost the same.

Accordingly, if we carry out a frequency analysis of the text encrypted
by the simple replacement method, determine the frequency of the symbols,
then it is not a problem to replace the cipher symbols with the corresponding
letters of the language.

It should be noted that the simple substitution cipher does not always
imply the replacement of a letter with some other letter. It is allowed to use

49



the replacement of a letter with a number. For example, in the square of
Polybius, letters are replaced by a certain cipher alphabet.

Monosonic substitution ciphers are completely similar to mono-
alphabetic ciphers, except for the fact that during the encryption process,
the plaintext character can be replaced by one of several variants, each of
which uniquely corresponds to the original one. A monosonic substitution
cipher, in contrast to a mono-alphabetic cipher, cannot be broken using
frequency cryptanalysis, since it masks the frequency characteristic of the
text, although it does not hide all statistical properties.

Examples of such one-sound ciphers are the nomenclator, the great
Rossignol cipher, and the book cipher.

Polygram ciphers are based on the fact that in order to increase the
cryptographic strength of the cipher, characters are replaced not one
character at a time, but several at once (the replacement is done with
grams)'!. Examples of such ciphers can be the Bigram Port and Playfair
ciphers, Hill’s cipher and others.

The Ports cipher is probably the first known bigram cipher. His
algorithm was published in 1563 in the book of Giovanni Porta «On Secret
Correspondence»'?.

Porta suggested using a square table with a periodically shifted mixed
alphabet and password. He advised choosing a long key. For the first time,
he proposed a simple bigram replacement cipher, in which pairs of letters
were represented by one special graphic symbol. They filled out a 20x20
square table (it did not have the letters J, K, U, W, X and Z), the rows and
columns of which were numbered with alphabet letters.

In principle, any numbers, letters or symbols could be written in the
cells of the table — Giovanni Porta himself used symbols — provided that the
contents of none of the cells were repeated.

Despite the fact that for this cipher Ports later began to be called the
father of modern cryptography, at that time his system was not recognized

"1t is believed that the «father» of bigram ciphers is the German abbot Johann Trysemus,
who back in 1508 in his work «Polygraphy», first noted the possibility of encryption with
bigrams, that is, two-letter combinations. Their resistance to opening turned out to be much
higher than that of other predecessors, therefore, some bigram ciphers remained relevant until
the Second World War.

12 Porta can be said to have anticipated what is called the «probable word method» and
provides examples of lists of probable words from various fields. In fact, this book was a
textbook on cryptography, containing the cryptographic knowledge of the time.
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by Italian cryptographers and did not find widespread use. The reason for
this was the complexity of the encryption and the need to constantly have
the entire cipher table with you.

ASBrn(g))KS(mKHMHOI‘IPCTVOXLL‘ILUUI'bebSIOﬂ
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Figure 2.10 — An example of a table of cipher substitutions for the Ports cipher
(Russian alphabet)

One of the most famous polygram ciphers is the Playfair cipher. This
manual algorithm for bigram substitution was invented in 1854 by the
English physicist Charles Wheatstone, but named after Lord Lyon Playfer.
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Its first description was recorded in a document signed by Wheatstone on
March 26, 18545,

qu&‘“ Vg — : =

Figure 2.11 — Charles Wheatstone (1802—1875) and
Lord Lyon Playfer (1818-1898)

The Playfair bigram cipher was developed to encrypt messages with

pairs of letters (bigrams).

The basis of this cipher is a table, the key is the number of rows and

columns (table size) and a keyword.

The encryption process begins with the stage of preparing the plain text,

which must meet the following requirements:

— have an even number of letters, in the case of an original message
of odd length, an insignificant character (for example, a space or a
period) must be added to the end of the message

— after splitting into pairs of letters, there should not be bigrams
containing two identical letters. Two letters repeating in a row
occur quite often in any language, so it is necessary to make sure
that they are in different bigrams, for example, in the word «/I1A-
I'PAMMA» when dividing into bigrams, the fourth bigram consists
of two identical letters «MM» («JI1 AT PA MM A »). The best

13 The code was used for tactical purposes by the British military in the Second Boer War
and in the First World War, and by the Australians and Germans during the Second World
War. The reason for using the Playfer cipher was its sufficient ease of use and the absence of
the need for additional special equipment. The main purpose of using this encryption system
was to protect important but unclassified information during combat. By the time enemy
cryptanalysts hacked the message, the information was already useless to them.

The use of the Playfair cipher is currently impractical because modern computers can easily
break the cipher within a few seconds. The first published algorithm for breaking the Playfer
cipher was described in 1914 by Joseph O. Mowborn.
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way to correct this situation is to add a space at the beginning of
the word. Then consecutive letters will fall into different bigrams:
« JUATP AM MA».

At the final stage of encryption, the plain text is divided into pairs
of letters, which are sequentially converted using the cipher table into
ciphertext bigrams according to the following rules:

— if both letters of the bigram of the original text do not lie in the same
line or in the same column, then the letters are found in the corners of
the rectangle defined by the given pair of letters. The first letter of the
bigram of the cipher-text becomes a letter located in the same line as
the first letter of the original bigram, and in the same column as the
second letter of the plaintext, the second letter of the bigram of the
ciphertext is at the intersection of the line containing the second letter
and the column containing the first letter of the plaintext;

— if both letters of the bigram of the plaintext belong to the same line
of the table, then the first and second letters of the bigram of the
ciphertext are the letters lying to the right, respectively, of the first
and second letters of the bigram of the plaintext;

— if both letters of the plaintext bigram belong to one column of the
table, then the first and second letters of the bigram of the ciphertext
are the letters that lie, respectively, under the first and second letters
of the plaintext bigram;

— it is considered that the table is cyclically closed by rows, that is, the
end of any row is associated with its beginning, therefore, if the letters
of the bigram are located in one line and one of them is in the last
column of the table, then the letter from the first column of this row
is taken for the ciphertext, or if is the end of any column is closed at
its beginning. Therefore, if the letters of the bigram are located in one
column and one of them is in the last row of the table, then the letter
from the first row of this column is taken for the ciphertext.

For example, let us encrypt the message «DURING THE
FIRST WORLD WAR, BIGRAMMY CODES WERE USED» with the
Playfair bigram cipher.

At the stage of preparing the text, we take into
account that in the original message 61 characters (odd
number) and one of the bigrams (51 and 52 characters)
contains the same letters «MM».

To increase the number of characters in the message
to an even number and separate the repeating letters by
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different bigrams, add one space before the word «USED».
Adding a space before the word «BIGRAMMY» would lead to
a situation where there are two spaces in one bigram.

Dividing the text into bigrams, we get: «BO», « _ B»,
«PE», «MfA», «  II», «EP», «BO», R _», «MI», «PO», «BO»,
«M _ », «BO», «VH», «H o, X "», «CII», «OJI», «b3»,

«OB», «AJl», «UC», «b _ », «Bl», _«l"P», «AM», «MH», «HE»,
«  I», «Vd», «—PH».

I v H A T " K
B B il o= E B X
3 M40 m |[ip C D
X TEE w [ L H
b 5 oo log ]l ,

Figure 2.12 — An example of the implementation of the Playfair cipher

For the first bigram «BO» we use the first encryption
rule. It 1is replaced with the «I'M» ciphertext bigram.
Further, according to the same rule, we replace « _ B»
with «3E».

Similarly, using the algorithm, the rest of the bigrams
are replaced.

As a result of encryption of the original message by
the Playfair method using the « JIYHATUK « key, we will
receive the following bigrams of the ciphertext:

«I'M», «3E», «lIP», «II5», «AP», «Pl», «I'M», «T.», «CV»,
«CIl», «I'M», «T.», «I'M», «KA», «l,», «.T», «dP», «H3»,
«JIX»,  «MI'», «TY», «Eb», «3.», «ElI», «EO», «II¥», «0¥»,
«X>», «All», «KC», «dIl».

Hill’s cipher' is the first all-polygram substitution cipher that allowed,
in practice (albeit with difficulty), to simultaneously operate with more than
three characters (grams). The cipher is based on linear algebra and modular
arithmetic. Invented by the American mathematician Lester Hill in 1929.

When encrypting a letter, first, a number is matched. For the Latin
alphabet, the simplest scheme is often used: A =0, B =1, .., Z = 25. A
block of n letters is considered as an n-dimensional vector and multiplied

4 The Hill cipher was first described in the article «Cryptography in an Algebraic Alphabet»
published in The American Mathematical Monthly in June-July 1929. In August of that year,
Hill expanded on the topic and gave a speech on cryptography to the American Mathematical
Society.
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by an n X n matrix modulo 26, The entire matrix is cipher key. The matrix
must be invertible in order for the decryption operation to be possible.
For n = 3, the Hill cipher can be described in matrix form:

o ky ky, kys)(p
C, |=| ks ky kyy || p, [(mod26)
G ky ky o kg )\ps .1

or

C = KP (mod 26) 2.2)

where P and C are column vectors of height 3, representing plain and cipher
text, respectively;

K is a 3 x 3 matrix representing the encryption key. Operations are
performed modulo 26.

In order to decrypt the message, you need to get the inverse matrix'® of
the key K.

In order to decrypt the message, it is necessary to turn the ciphertext
back into a vector and then simply multiply by the inverse key matrix:

P = K'C (mod 26) = K'[KP (mod 26)] (mod 26) =P mod 26  (2.3)

with P less than 26.

When working with two characters at a time, the Hill cipher does not
provide any specific advantages over the Playfair cipher and is even inferior
to it in terms of cryptographic strength and ease of calculations on paper. As
the dimension of the key increases, the cipher quickly becomes inaccessible
for human calculations on paper. The Hill cipher of dimension 6 (six-
gram) when working with two characters at a time, the Hill cipher does not
provide any specific advantages over the Playfair cipher and is even inferior
to it in cryptographic strength and simplicity of calculations on paper. As

15 If you use a number greater than 26 as the base of the unit, you can use a different number
scheme to match letters to numbers and add spaces and punctuation.

1 There are standard methods for calculating inverse matrices, but not all matrices have an
inverse. The matrix will have an inverse if and only if its determinant is not zero and has
no common divisors with the modulus base. If the determinant of the matrix is zero or has
common divisors with the modulus base, then such a matrix cannot be used in the Hill cipher,
and another matrix must be chosen (otherwise the ciphertext cannot be decrypted).
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the dimension of the key increases, the cipher quickly becomes inaccessible
for human calculations on paper. Hill cipher dimension 6 (hex).

T

T

7

Figure 2.13 — Leicester Hill (1890-1961) and his cipher machine

Hill’s cipher, although it was a polygram cipher, did not find practical
application in cryptography due to its weak resistance'’ to cracking and the
lack of descriptions of algorithms for generating large direct and inverse
matrices's.

With the development of «Black Cabinets»” in European countries in
the 18th century, all ciphers of mono-alphabetic and polygram substitutions
have lost all reliability. This fact contributed to the forced transition to the
use of polyalphabetic ciphers.

Another reason for the popularization of a more complex type of
encryption was the development of the telegraph and the emerging need to
protect messages from interception.

17 The standard Hill cipher is vulnerable to a selected plaintext attack because it uses linear
operations. A cryptanalyst who intercepts n2 pairs of message symbols / ciphertext symbols
will be able to compose a system of linear equations, which is usually easy to solve. If it turns
out that the system is not solvable, then it is necessary to add a few more pairs of message
symbols / ciphertext symbols.

Calculations of this kind using conventional linear algebra algorithms do not require a
significant investment of time. In this regard, in order to increase the cryptographic strength,
some nonlinear operations must be added to the Hill cipher. The combination of linear
operations, as in the Hill cipher, and non-linear steps led to the creation of a permutation-
permutation network (for example, the Feistel network). Therefore, modern block ciphers can
be considered as a type of polygram ciphers.

18 ITn World War II, Hill cipher machines were only used to encrypt the three-character code
of radio signals.

¥ The Black Office is the body that deals with the perlustration and decryption of
correspondence, and the room serving for this purpose, usually a secret room in the post
office. The name comes from the corresponding French service Cabinet Noir.
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A polyalphabetic substitution cipher consists of several simple
substitution ciphers. Examples: Vigenére cipher, Beaufort cipher, one-time
pad. Polyalphabetic substitution ciphers were invented by Lean Battista
in 1568. The main idea of poly-alphabetic systems is that throughout the
entire text, the same letter can be encrypted in different ways. That is,
substitutions for a letter are selected from many alphabets, depending on
the position of the letter in the text. This is a good defense against simple
frequency counting, since there is no single (replacement) masking for each
letter in the cryptotext. These ciphers use multiple one-letter keys, each of
which is used to encrypt a single plaintext character. The first key encrypts
the first character of the plaintext, the second encrypts the second, and so
on. After using all the keys, they are repeated cyclically.

The Viginera cipher® refers to one of the first polyalphabetic ciphers. A
distinctive feature of the Viginer cipher is that it is easy to understand and
implement, and is also inaccessible to simple cryptanalysis methods.

o
=

3

£
S A Gl
Z

o

&l

10351 =)

QEEOEESEEANERN R
REHEESEEIDEE G

SlB[olrlol-lTlanlelalalols

o1 18l ielorba [m o lalo o e
A slnl<[x [x[<[clr o fato

QAGEENEAEEERDD

O Zx|r| || | |0 | [ [S]0]w]>

N

Figure 2.14 — Leon Battista Alberti (1404-1472), Johann Trysemus (Trithemius)
(1462-1516), Giovanni Battista Bellasso (1505-...), Blaise de Viginer (1523-1596)
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The Vigenere cipher had a reputation for being extremely resistant to
«manualy» breaking?'.

2 The first accurate documented description of this polyalphabetic cipher was formulated
by Leon Battista Alberti in 1467. The encryption algorithm used a metal encryption disk to
switch between alphabets. The Alberti system switches alphabets after a few cipher words.
Later, in 1518, Johann Trysemus invented the tabula recta, the central component of the
Vigenere cipher, in his work «Polygraphy».

What is commonly called the Vigenére cipher was first described by Giovanni Batista
Bellazo, who introduced the concept of a «key» to switch between alphabets after each letter.
Blaise Vigenére presented his description of this cipher before the commission of Henry I11
in France in 1586.
2Tt is officially believed that the Vizhiner cipher was recognized as cryptographically
unstable after the publication of Kasiski’s algorithm in the 19th century, although there are
cases of breaking this cipher by some cryptanalysts back in the XVI century.
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The Vigeneére cipher is simple enough to be used in the field, especially
if cipher discs or cipher rulers (Saint-Cyr rulers) are used. For example, the
command of the Confederate army during the American Civil War used a
copper encryption disk for the Vigenére cipher.
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Figure 2.16 — Confederate army encryption disk and Saint-Cyr ruler®

The encryption algorithm does not contain complex transformations.
First, a Vigenere table is created for encryption. As applied to the Latin
alphabet, the Vigenere table is composed of lines of 26 characters, with
each next line shifted by several positions?.

Secondly, a key phrase is selected. If the length of this phrase (key) is
less than the length of the encrypted text, then it is repeated several times:
until the key length is equal to the length of the encrypted text.

22 In the military academy of Saint-Cyr, they came up with a simple device consisting of two
parts — an alphabet ruler and a movable slider with a written alphabet and a slot. In the Saint-
Cyr line, a substitution cipher with a variable shift, the so-called Blaise de Vigenere cipher,
was implemented.

2 We can say that the Vigenere table gives 26 different Caesar ciphers.
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Third, to encrypt the character of the encrypted text, the row of the
Viginer table corresponding to the key character is selected. Thus, at each

stage of encryption, different alphabets are used, selected depending on the

character of the keyword.
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Source text - [MPVE3XAID  MECTOI'O
Key - JIYHATUKIIYHATUKITY
Cipher text - HIOUEBIKNA . EEIHIOB

Decryption is performed as follows: find in the Vigenere table the line
corresponding to the first character of the keyword; in this line we find
the first character of the ciphertext. The column containing this character
corresponds to the first character of the source text. The following ciphertext
characters are decrypted in a similar manner.

It seems that if the table is more complex than circular shifting of rows,
then the cipher will become more reliable. This is true if you change it more
often, for example, from word to word. But the compilation of such tables,
where any letter occurs in a row or column once, is laborious and practically
impossible to solve without using a computer. For a manual poly-alphabetic
cipher, they rely only on the length and complexity of the key, using the
above table, which can not be kept secret, and this simplifies encryption and
decryption.

The Vigenere cipher «blurs» the characteristics of the frequencies of the
appearance of symbols in the text, but some features of the appearance of
symbols in the text remain. The main disadvantage of the Vigenere cipher is
that its key is repeated and its length is fairly easy to calculate®*. After that,
it is not a problem to «crack» the Vigenére cipher.

In 1863, Friedrich Wilhelm Kasiski found a way to break the Vigenere
cipher with a short codeword, the use of which was most common. In the
case when encryption was performed using a key commensurate with
the plaintext, the passphrase can be selected, provided that it consists of
meaningful words. Attempts to invent a new burglar-resistant cipher for a
long time did not lead to success, so cryptographers came up with such
implementations of existing polyalphabetic ciphers in order to avoid them
being cracked using the Kasiski method and the method of guessing the
code word.

A further modification of the Vigenére system is the autokey cipher
system. The idea of the auto-key is attributed to the XVI century
mathematician J. Cardano. Encryption starts with the «primary key» (which
is the real key in our sense) and continues with a message or cryptogram
offset by the length of the primary key, then addition is performed modulo
the cardinality of the alphabet.

24 Friedman and Kasiski’s tests determine the key length of the Vigenere cipher.
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For example:

Message [IPVE3XAID  MECTOI'O
Initial key JIYHATUK

Auto key [IPUE XA
Ciphertext HAOOEBIKH BUIIIOBX

Legal decryption of a message using a known key is not difficult: the
beginning of a message is obtained using the primary key, after which the
found part of the original message is used as a key.

Gilbert Vernam of AT&T (American Telephone & Telegraph) tried
to improve the cryptographic strength of the cracked Viginer cipher (the
algorithm was later called the Vernam-Vigenere cipher in 1918, or simply
the Vernam cipher).

In the classical sense, the Vernam cipher is a transformation of the plain
text by a large non-repeating sequence of key characters.

The sender used each character in the key to encrypt only one character
in the plaintext. Encryption is the addition modulo n (cardinality of the
alphabet) of a plaintext character and a key character from a one-time pad®.
Each key character is used only once and for a single message, otherwise,
even if you use a large notebook, when the cryptanalyst receives several
texts with overlapping keys, he will be able to recover the original text.

The cryptanalyst will shift each pair of ciphertexts relative to each other
and count the number of matches in each position. If the ciphertexts are
biased correctly, the match ratio will skyrocket. From this point of view,
cryptanalysis is not difficult. If the key is not repeated and is random, then
the cryptanalyst, whether he intercepts the texts or not, always has the same
knowledge. A random key sequence, folded with a non-random plaintext,
gives a completely random cryptotext, and no amount of computing power
can change that.

The Vernam cryptosystem was proposed to encrypt telegraph messages,
which were binary texts in which the plaintext is represented in Baudot code
(in the form of five-digit «pulse combinations»). In this code, for example,
the letter «A» looked like (11000). On the paper tape, the number «1»
corresponded to the hole, and the number «0» — its absence. The secret key
was to be a chaotic set of letters of the same alphabet and was marketed as a

»Vernam did not use the concept of «Exclusive OR» in the patent, but he implemented this
very operation in relay logic. Each character in the message was bitwise XORed with a paper
tape key.
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disposable teletype tape. To obtain the ciphertext, the plaintext is combined
with the exclusive-OR secret key.

So, for example, when using the key (11101) with the
letter
«A» (1 1 0 0 0) we receive an encrypted message

(00101): (11000) (11101) = (00101). Knowing that for the
received message we have the key (11101), it is easy to
get the original message by the same operation: (00101)
(11101) = (11000).

Gilbert Vernam created a device that performs these operations
automatically, without the participation of an encryptor, and in 1919
received a patent for it. The Vernam apparatus contained magnets, relays
and collector plates. Taking into account the fact that the encryption and
decryption procedures are mathematically the same, this special apparatus
could be used in the latter case. Encryption was carried out by entering
pulses into the summation module from 2 readout panels: one read the
«gammay, and the other — an open message. Combinations of values «+»
and «-» was transmitted to the line as normal teletype data. At the receiving
point, a second similar special apparatus added pulses read from a punched
tape with an identical «gamut» and restored the original pulses of the
original message.

Printer

Message

A Machine
Transmitter

Perforator
Key Tape

Keyboard Transmitters

Perforator

e, Key Tapes

Figure 2.17 — 4 single-tape electromechanical cipher machine created in the USA around
1933 by Western Union Telegraph Company®®

26 These machines were based on the Vernam cipher.
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With this device, Gilbert Vernam initiated the so-called «linear
encryptiony when the processes of encryption and transmission of a
message occur simultaneously. Until that time, encryption was preliminary,
so linear encryption significantly increased communication efficiency.

Also well known is the so-called Vernam cipher modulo m, in which the
characters of the plaintext, ciphertext and key take values from the residue
ring Zm. The cipher is a generalization of the original Vernam cipher, where
m=2.

For example, encoding with a Vernam cipher modulo m=26
(A=0,B=1,.., Z=25):

Key: EVTIQWXQVVOPMCXREPYZ

Open text: ALLSWELLTHATENDSWELL
All’s well that ends well

Ciphertext: EGEAMAIBOCOIQPAJATJIK

1,810,719, © Ratented uly 22, 1919,

I

INVENTOR.

G, 8. Lernean
45 Fol,

ATTORNEY

Figure 2.18 — Patent for Vernam s invention,
Gilbert Stepford Vernam (1890-1960) and Claude Elvoord Chenon (1916-2001)

Major Joseph Mauborgne began to further refine the Werman method.
He combined the randomness of the gamut with the one-time code pad rule.
Now, three restrictions have been introduced for the encryption algorithm:
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— the cipher pad was implemented as an encryption scale, equal in
length or exceeding the encrypted message;
— the gamut signs were completely random or equally probable;
— each scale was used once and only once, after which it was destroyed
by the transmitting or receiving correspondent.
There was also an additional rule: only two copies of the cipher key
were made, one copy for the sender, the second copy for the receiving
correspondent.

<< rNwv
Z030Tr

o0~ 7voO
c<®n—--

NOr =z«
X>POTM>P
<IXO0D
- 0VO0OTMD

Figure 2.19 — Photo of the cipher note and three sheets of it, each of
which is a possible key for the cipher

That being said, it should be noted that some cryptographers believed
that they could create a huge number of random keys, at random, for
example, by typing. However, at the same time, the typist (or the operator of
the printing device) each time tried to type letters as follows: one letter with
his left hand, the next with his right hand, and so on, alternately hitting the
keys on one side or the other. In this way, it was indeed possible to quickly
create a key, but the resulting sequence had a structure and, as a result, was
no longer random — if the driver hit the key with the letter D on the left side
of the keyboard, then the next letter is likely to be the letter on the right side
of the keyboard. If the one-time cryptographic key is really random, then in
about half of all cases, the letter on the left side of the keyboard should be
followed by another letter on the left side of the keyboard.
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With the advent of the one-time pad, it became clear that the best random
keys are generated from natural physical processes, such as radioactivity.
A cryptographer can take a large piece of radioactive ore and measure the
radiation with a Geiger counter. Sometimes ionizing radiation particles
are emitted one by one very quickly, sometimes a rather long time passes
between separate emission events, therefore the time between these events
is an unpredictable and random quantity. In this case, the alphabet runs
through the alphabet quickly but at a constant speed on the random number
generator in a cyclic mode, instantly stopping when the counter is triggered.

Whatever the letter of the generator, it can be used as the next letter of
the random key. After that, scrolling through the alphabet again begins in a
cyclic mode until the next operation of the counter, which occurs as a result
of an ionizing particle hitting it.

Such a device is guaranteed to generate a truly random key, but it is
unsuitable for day-to-day cryptography.

Even if we could generate sufficiently random keys, there would be
another problem: the complexity of their distribution. Imagine a war zone
where hundreds of radio operators form a single communications network.
To begin with, they must all have identical copies of a one-time cipher pad.
Then, when new cipher notes are prepared, they must be simultaneously
transmitted to everyone. Finally, everyone needs to be sure that the right
piece of one-time pad is used at the right time. Moreover, if the enemy
captures at least one set of keys, the reliability of the entire communication
system will be destroyed.

It is tempting to reduce the effort of preparing and distributing keys by
reusing one-time cipher pads, but reusing one-time cipher pads allows an
adversary’s cryptanalyst to easily decrypt messages.

The practical shortcomings of the theoretically perfect one-time cipher
pad meant that Mauborn’s idea could never be widely applied in practice.

In 1945, Claude Shannon wrote the work «The Mathematical Theory of
Cryptography», in which he proved the absolute cryptographic strength of
the Vernam-Mauborgne cipher, called «one-time pad»?’.

From the point of view of cryptography, it is impossible to come up with
a system safer than a one-time pad or, in the future, just a Vernam cipher.
However, the requirements for the implementation of such an encryption
scheme are quite nontrivial, since it is necessary to ensure the imposition

2 1t is not surprising, but the Vernam cipher class is the only cipher class for which it can be
proved (and was proved by Shannon) non-disclosure in the absolute sense of this term.
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of a unique gamut equal to the message length?® followed by its guaranteed
destruction. In this regard, the commercial use of the Vernam cipher is not
so widespread, unlike public key schemes, and it was used mainly for the
transmission of messages of particular importance by government agencies.

Currently, both the one-time pad and the Vernam cipher are rarely
used. This is largely due to the significant key size, which must be the
same length as the message. Nevertheless, completely strong ciphers like
Vernam have found practical use for protecting critical communication
lines with a relatively small amount of information. For example, the British
and Americans used Vernam type ciphers during World War II. Vernam
cipher mod 2 was used on the government hotline between Washington and
Moscow, where key materials were paper ribbons, on which key sequence
characters were applied using perforation.

In practice, it is possible to physically transmit a storage medium once
with a long truly random key, and then send messages as needed. This is
the basis of the idea of encrypted notepads: the encryptor is supplied with a
notepad via diplomatic post or in person, each page of which contains keys.
The host has the same notebook. The used pages are immediately destroyed
after a single use”.

With the development of computers, all polyalphabetic ciphers ceased
to be so resistant to crypto attacks, and, just like mono-alphabetic ciphers
in their time, receded into the background, becoming part of the history of

cryptography.

2 To get around the problem of pre-transmission of a large secret key, engineers and
inventors have come up with many ingenious schemes for generating very long streams of
pseudo-random digits from several short streams according to some algorithm. In this case,
the recipient of the encrypted message must be equipped with exactly the same generator as
the sender. But such algorithms add regularity to the ciphertext, detection of which can help
the analyst to decrypt the message. Another way is to specify the location of the key as a
place in the book. All characters included in the alphabet, starting from the specified place
in the book, are used as a one-time key for any message. But in this case, the key will not be
random and information on the frequencies of the distribution of letters can be used.

2 There have been cases when the same notebook page was used twice for various reasons.
For example, among the entire volume of Soviet encrypted correspondence intercepted by
US intelligence in the 40s of the last century, messages were discovered that were covered
with a twice used gamut. This period did not last very long, because after the first successes
of American cryptanalysts in the late 1940s, the USSR secret services learned about serious
problems with the reliability of their encrypted correspondence. Such messages were
decrypted over the next 40 years as part of the secret Venona project, whose documents were
recently declassified and posted on the NSA website.
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2.2.3 Gumming

The gamma method consists in sequentially «superimposing» symbols
of some special sequence, called a gamma or gamma sequence, on the
characters of the encrypted plaintext. The summation is usually performed
in some finite field.

For example, in the Galois field GF (2), the summation takes the form of
an exclusive OR (xor) operation.

When using the «exclusive or» function, encryption is performed as
follows:

¢ =m @k fori=123.. 2.4)

where ci — ciphertext sign;
mi — plaintext sign;
ki — key gamma sequence sign;
@ — modulo addition 2.
Since re-XORing restores the original value, decryption is done by
reapplying the gamma:

m =c @k fori=123.. (2.5)

The principle of gamma encryption is to generate an infinite key (gamma
cipher) using pseudo-random number generators (PRN) and superimpose
the resulting gamma on the original data in a reversible way.

The process of decrypting data is reduced to re-generating a cipher
gamut with a known key and superimposing such a gamut on the encrypted
data.

If the gamma period exceeds the length of the entire ciphertext and no
part of the original text is known, then we get a one-time notepad and the
ciphertext can be considered impossible to open.

When encrypting with gamma methods, special requirements are
imposed on the gamma sequence:

— to form a gamma (a sequence of pseudo-random numbers), you need to

use hardware random number generators based on physical processes.
If the gamma is not random, in order to obtain the plain text, it is
necessary to select only the initial state of the pseudo-random number
generator;

— the gamma length must not be less than the length of the protected

message (plain text). Otherwise, to get the plaintext, you will need to
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select the length of the gamma, analyze the blocks of the ciphertext of
the guessed length, and select the bits of the gamma.
However, in practice, this requirement is met only in serious government
agencies and software methods are used to generate gammas..

2.3 Key Generators

In 1949, Claude Shannon published a paper in which he identified three
requirements for a key as a gamma sequence:

— the gamma sequence must be truly random;

— the gamma sequence must be the same size or larger than the specified

plaintext®;

— the gamma sequence should only be applied once.

Any sequence of random symbols can be used as such a scale. In
practice, they use long random or pseudo-random keys generated with the
help of special technical devices or software and hardware systems:

1) based on the use of devices based on physical processes, for example,
registering nuclear decay, white noise, natural background radiation, cosmic
radiation, etc.

2) based on the use of deterministic algorithms for generating pseudo-
random numbers using Random functions, hash functions or recurrent
formulas. It should be remembered that no deterministic algorithm can
generate completely random numbers®'. Any PRNG generator with limited
resources sooner or later gets stuck in a loop — it starts repeating the same
sequence of numbers.

An example of such an «unfortunate» algorithm is the infamous RANDU
algorithm (one of the variants of the linear congruent pseudo-random
number generator)*?, which has been used on mainframes for decades. It is
defined by the recurrence relation:

3 For modern symmetric algorithms (AES, CAST5, IDEA, Blowfish, Twofish, GOST
28147-89), the key strength is the key length. Encryption with keys of 128 bits or greater is
considered strong because it takes years of powerful supercomputers to decrypt information
without a key. Accordingly, keys containing repeating bit sequences will be weak. For
example, the key «01010101» with a length of 8 bits can be represented as a shorter key «01»
with a length of only 2 bits.

31 As John von Neumann said, «anyone who has a weakness for arithmetic methods of
obtaining random numbers is without a doubt a sin.»

32 According to the Kerchhoffs principle, the security of a cryptographic system should be
determined by the concealment of secret keys, but not by the concealment of the algorithms
used or their features.
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V., = (65539 « V,) mod 2, (2.6)
where V odd number.

An example of a pseudo-random sequence generated by
the RANDU algorithm with an initial value V, = 1:

1

65539

393225

1769499

7077969

26542323

388843697
238606867
79531577
477211307
1 (repeat for item N 536 870 913).

In general, a linear congruent pseudo-random number generator is given
by
X.,, = (@ X, +b) mod m, 2.7
where a, b and m are some coefficients.
Unfortunately, linear congruential generators cannot be used in
cryptography because they are predictable. Linear congruent generators

were first hacked by Jim Reeds and then by Joan Boyar. She also managed
to open up quadratic generators

X, =@X?+bX +c)modm (2.8)

and cubic generators

X, =@X?+bX?+cX +d) mod m. 2.9)
The Blum — Blum — Shub (BBS) Algorithm, proposed in 1986 by Lenore

Blum, Manuel Blum and Michael Shub, is a cryptographically strong PSN
generator.
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Figure 2.20 — Joan Boyar, Manuel and Lenore Blum

The BBS recurrent formula is as follows:

X.., = X?mod m,

(2.10)

where m = p * q — is the product of two large prime p and q, comparable to
3 modulo 4.

At each step of the algorithm, the output is obtained from X, by taking

Example using two

small primes

either the parity bit or one or more least significant bits X..

p =7 (7 mod 4 = 3) nw g = 19 (19 mod 4 = 3).
m = 7 * 19 = 133.
X0 = 53.
X Least 2 least
Even . . . .
Ne Dec- Bin- . . significant | significant
parity bit i .
code code bit bits
0 53 110101 0 1 01
1 16 10000 1 0 00
2 123 1111011 0 1 11
3 100 1100100 1 0 00
4 25 11001 1 1 01
Gamma 01011.. 10101.. 0100110001...

Figure 2.21 — An example of generating a gamma using the BBS algorithm



A feature of the BBS algorithm is that to obtain X , it is not necessary
to calculate all n—1 previous numbers, if the initial state of the generator X0
and the numbers p and q are known, then the n—th value can be calculated
«directly» by the formula:

X, = X2 ™00 modm, (2.11)

Also, so-called M-sequences have found application for generating
gammas. An M or Maximum Length Sequence (MLS) is a pseudo-random
binary sequence generated by a linear feedback shift register and has a
maximum period.

The use of M-sequences as pseudo-random numbers is primarily due
to the fact that M-sequences have very good periodic correlating functions
(PCFs) and are generated using a simple scheme: an m — bit register covered
by feedback through an adder modulo 2. Moreover, the length sequence,
defined as

N=2m_1, (2.12)

practically unlimited: M-sequences of length up to (234 - 1) = 17,179,869,183
are known. Of all binary sequences, M-sequences have been studied most
fully.

M-sequences are also called shift register sequences, linear recurrent
sequences.

Thus, we can conclude that for the generation of gamma sequences, it
becomes clear that the use of ordinary PRNG generators does not provide
the necessary cryptographic strength. It is necessary to use specialized,
so-called cryptographically strong PRNG generators. The required
«quality» of randomness of the generated cryptographically strong PRNG
generator varies from task to task®.

Ideally, the generation of random numbers in a cryptographically strong
PRNG generator uses a highly reliable source of entropy.

The requirements for a conventional pseudo-random number generator
are met by cryptographically strong PRN generators, although the opposite
is not true. Requirements for cryptographically strong PRNG generators

3 For example, the generation of one random number in some protocols requires only

uniqueness, while the generation of a master key or one-time cipher pad requires high
entropy.
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can be divided into two groups: first, they must pass statistical tests for
randomness; and secondly, they must remain unpredictable, even if a
part of their initial or current state becomes known to the cryptanalyst —
compressed. Namely:

— a cryptographically strong PRN generator must satisfy the «next bit
test»** (34);

— a cryptographically strong PRN generator must remain reliable even
in the case when part or all of its states have become known (or have
been correctly calculated). This means that it should not be possible
to obtain a random sequence generated by the generator prior to
the cryptanalyst acquiring this knowledge. In addition, if additional
entropy is used during operation, the attempt to use knowledge of the
input data should be computationally impossible.

Currently, the following cryptographically strong PRN* generators are

widely used:

— Yarrow algorithm®;

— Fortuna algorithm, which is the successor to the Yarrow algorithm;

— Blum-Micali algorithm;

— Fibonacci method with lags;

— Microsoft CryptoAPI;

— Java SecureRandom,;

— Mersenne vortex;

— SAAC (Indirection, Shift, Accumulate, Add and Count) — developed
in 1996 by Robert J. Jenkins Jr., as a development of the IA and
IBA A3 algorithms developed by him, etc.

Some of the listed PRNG generators use hash functions (SHA-1 and

MDS5).

2.4 Block Ciphers

Most modern software-implemented symmetric encryption algorithms

3 The meaning of the test is as follows: there should be no polynomial algorithm that,
knowing the first k bits of a random sequence, can predict the (k + 1) th bit with a probability
of more than 50%. Andrew Yao proved in 1982 that a generator that passes the «next bit test»
will pass any other statistical randomness test that runs in polynomial time.

3 The previously considered BBS algorithm has a significant drawback - it is very «slow».
3¢ Yarrow’s algorithm is used in FreeBSD, OpenBSD and Mac OS X.

3 This generator belongs to the category of cryptographically secure pseudo-random
number generators although a complete and rigorous proof has not been carried out.
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are divided into two classes: block and stream ciphers. A block cipher is
a kind of a symmetric cipher that operates with groups of bits of a fixed
length — blocks, the characteristic size of which varies within the range
of 32-256 bits. If the original text (or its remainder) is less than the block
size, it is supplemented before encryption. In fact, a block cipher is a
substitution on the alphabet of blocks, which, as a consequence, can be
mono- or polyalphabetic. The block cipher is an important component of
many cryptographic protocols and is widely used to protect data transmitted
over a network.

Unlike a one-time pad, where the key length is equal to the message
length, a block cipher is able to encrypt one or more messages with a single
key with a total length greater than the key length. Transmitting a key
that is small compared to a message over an encrypted channel is a much
simpler and faster task than transmitting the message itself or a key of the
same length, which makes it possible to use it on a daily basis. However, in
this case the cipher ceases to be unbreakable.

The modern block cipher model is based on the idea of iterative block
ciphers proposed in a 1949 publication by Claude Shannon. This concept
allows you to achieve a certain level of security by combining easy-to-
perform substitution and swap operations.

The first in the field of block ciphers was the Lucifer®® cipher, developed
in 1970 by IBM as part of a research project and based on the SP-network.
The project involved the later famous cryptographers Horst Feistel and Don
Coppersmith.

it

Figure 2.22 — Horst Fei;tel (1915-1990) and Don Coppersmith (1950)

3 The first version of the algorithm, from 1971, used 48-bit blocks and keys and was based
on SP networks. A subsequent modification of the algorithm was patented in November
1971 (U.S. Patent 3 796 830). This cipher used 64-bit keys and 32-bit blocks. The last, third,
version, proposed in 1973, operated with 128-bit blocks and keys.
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The structure of the Lucifer algorithm of the June 1971 sample is an
SP-network (or permutation-permutation network) — a «sandwich» of two
types of layers used in turn. The first type of layer is a 128-bit P-block,
followed by a second layer, which is 32 modules, each of which consists
of two 4-bit S-blocks, whose corresponding inputs are shorted and the
same value is supplied to them from the output the previous layer. But the
substitution blocks themselves are different (differ in the substitution tables).
The module outputs values from only one of the S-boxes, which one is
determined by one of the bits in the key, the number of which corresponded
to the number of the S-box in the structure.

A simplified diagram of the algorithm with a lower bit depth and an
incomplete number of rounds is shown in Figure 2.24. It uses 16 S-box
selection modules (32 S-boxes in total), so this scheme uses a 16-bit key.

Figure 2.25 shows how the ciphertext changes in the given algorithm
when only one bit is changed. For simplicity, the tables of S-boxes
substitutions are taken such that if all zeros are fed to the input of the S-box,
then all zeros will be at the output. In real systems, such substitution tables
are not used, since they greatly simplify the work of a cryptanalyst, but in
the example they clearly illustrate a strong intersymbol relationship when
one bit of an encrypted message is changed.

Figure 2.24 shows that thanks to the first P-box, the only unit is shifted
to the center of the block, then the next nonlinear S-box «multiplies» it, and
already two units change their position due to the next P-box, and so on.

Input 0 7 Output 0
Input 1 +> Output 1
Input 2 S-6riok +> Output 2
Input 3 ¢ +> Output 3

L UL L
T mm

Ly
— S-6nok
—

~x e e T =A

Key

Figure 2.23 — The module that selects the — Figure 2.24 — Simplified diagram of S- and
used lookup table by the bit key P-layers in the «Lucifer» algorithm
(June 1971)

At the end of the encryption device, due to the strong intercharacter
link, the output bits have become a complex function of the input and the
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key used. On average, at the output, half of the bits will be «0» and half
will be «1».

)
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Figure 2.25 — Scheme of generation and distribution of units

The idea of the «Lucifer» cipher was to use combinations of
simple, and, therefore, quickly calculated both hardware and software
operations. However, the algorithm turned out to be unsuccessful: it was
too cumbersome, which led to a low encryption speed both in software
implementation (about 8 kb / s) and in hardware (97 kb / s).

In the early 70s, concerns about the robustness of this algorithm began
to appear. However, the principles developed during the construction

«Lucifer» (SP-network and Feistel network, named after one of the
developers), formed the basis for the construction of block ciphers.

In 1973, the National Institute of Standards and Technology (NIST)
announced a competition to develop a data encryption standard, the winner
of which was the Data Encryption Standard (DES) in 1974, which is, in
fact, an improved version of Lucifer® (39).

The block size for DES is 64 bits. The algorithm is based on a Feistel
network with 16 cycles (rounds) and a 56-bit key. 8 bits were used to form
imitations.

The DES encryption scheme is shown in Figure 2.26. The source text is
divided into blocks of 64 bits.

The encryption process consists of an initial permutation, 16 encryption
cycles and a final permutation.

¥ The publication of the DES cipher in 1977 was fundamental to the public understanding
of the modern block cipher model..
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Figure 2.26 — DES encryption scheme

In the initial permutation, the original text T (block of 64 bits) is
transformed using the permutation, which is defined in Table 2.5.

Table 2.5 — Initial permutation of the DES ID algorithm

58 15042342618 | 10| 2 [ 60 |52 |44 |36 28|20 12
62 | 54 |46 | 38 |30 (22| 14| 6 | 64 |56 |48 |40 | 32|24 | 16
57149 |41 |33 12517 | 9 1 [ 59|51 (43 (35|27 | 19|11
61 | 53 | 45|37 (29 (21 | 13| 5 |63 |55 |47 |39 |31 |23]15

N | W |0 |

According to table 2.5 of the initial permutation, the first 3 bits of the
resulting block after the initial permutation are bits 58, 50, 42 of the source
block, and its, for example, the last 3 bits are bits 23, 15, 7 of the input
block.

The 64-bit block of text obtained after the initial permutation participates
in 16 Feistel transform cycles.

To do this, in the conversion cycles, the input block is initially divided
into two parts L and R, where L and R are respectively 32 most significant
bits and 32 least significant bits of the text block or ID (T ) = L R,.

The result of the i-th iteration of the cycle T, is defined as:
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(2.13)
R = f(R

i 1’
where is the Feistel function, which plays the role of encryption in these
cycles.

The arguments of the function f (R, , k) are the 32-bit vector R, | and
the 48-bit key k,, which is the result of transforming the 56-bit original key

of the cipher K.
To calculate the function f (R, , k), the following are sequentially used:
1. extension function E;
2. operation of addition modulo 2 with the key E (R, ) k;
3. transformation S, consisting of 8 transformations of S-boxes S, S,
S,, . Sg
4. permutation P.

Function E expands a 32-bit vector R, to a 48-bit vector E (R, ) by
duplicating some of the bits from R._; bit order of vector E (R, ) is shown
in Table 2.6.

Table 2.6 — Expansion function E

3201 (2|3 |4]5
617|819
8 1 9 | 10| 11|12 |13
12 13|14 |15]16]| 17
16 | 17 | 18 | 19 | 20 | 21
20 | 21 |22 |23 |24 |25
24 | 25| 26 | 27 | 28 | 29
28 129130 (31321

Table 2.6 shows that bits 1, 4, 5, 8,9, 12, 13, 16, 17, 20, 21, 24, 25, 28, 29,
32 are duplicated. The block E (R, ) obtained after the permutation is added
modulo 2 with keys ki and then represented as eight sequential blocks B
B,,B,, ... B8

Each B is a 6-bit block. Further, each of the blocks B, is transformed into
a 4-bit block B, ‘with the help of transformations S. The transformations S,
are defined in Table 2.7.
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Tabmuma 2.7 — IlpeobpazoBanus S, i = 1..

S1

S2

S3

S4

S5

S6

S7

S8

15

13
10

15

7

12
15
9

14

14

13

12

11

14

11

15
14

14

14

3
11

13

0
0

11

10

12| 4
10

0

11
13

15

14

12

9

10
12

11

12
5

11
11

12
13
3

0
1

14

15

11

12
11

14
13
10

7

14
12
3
5

12

11

15

10

14
10

12

15

11
13

10

12
9
3
2

12
5

14

3
15

12

13
4

10
9

9

10

6
12
11
7
0

13

15

5
0

14
12
3

15

6

12

8

10
15

12

4

15

5
15

6
7

11

14
10

0

15

11

14

7

13

6

13

10
13
10
14

2

13

11
13
2

8
13

7
13
11
13

7

15

7

11

14
8

15

11

2

11

10

13

14

5

0
9
3

15

12
10

14
13

15
10

12
10
7

10

9

9

15

12

6

10
9

14

11

0

0

12
11

15

12
14

13

4

8

13

14

8

10

13
14

11

9

2

12
10

4
15

2
11
11

13

13

12

14

10
13

11

15
14

11

4

11

15

14| 4

15
15

13

13
13

7
13
10

14

11

12
10
9

13

13

0

3

0

(2.14)

ER, @k,

LB, =

B,B, B, ..
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Suppose B, = 101111 and we want to find B,*. The first and last bits of
B3 are binary notation of the number a, 0 <= a <= 3, the middle 4 bits
represent the number b, 0 <= b <= 15. Rows of table S, are numbered from
0 to 3, columns of table S, are numbered from 0 to 15. A pair of numbers
(a, b) defines the number at the intersection of row a and column b. The
binary representation of this number gives B, In our case, a = 112 = 3,
b = 01112 = 7, and the number defined by the pair (3.7) is 7. Its binary
representation is B,’= 01112.

The value of the function f (R_, k) (32 bits) is obtained by the
permutation P applied to the 32-bit block B, B,, B,, ..., B,. Permutation P is
given by Table 2.8.

Table 2.8 — Permutation P
16| 7 2021 (2912 |28 | 17
1 15123126 5 |18 (31|10
2 8 (24|14 (32(27| 3 9
1913|130 6 | 22|11 | 4 |25

The transformation P is represented by the formula
f(R,_,k)=P(B BB, ...,B) (2.15)

i-17

According to table 2.8, the first four bits of the resulting vector after
the action of the function f are bits 16, 7, 20, 21 of the vector B’, B,
B, ..., BY.

Keys ki of DES algorithm are derived from an initial 56-bit key K as

follows:

— bits are added at positions 8, 16, 24, 32, 40, 48, 56, 64 of the key K so
that each byte contains an odd number of ones. This is used to detect
errors in key exchange and storage.

— do a permutation for the extended key (except for the added bits 8, 16,
24, 32, 40, 48, 56, 64). Such a permutation is defined in table 2.9.

Table 2.9 — First permutation for key generation

57 |49 | 41 |33 |25 |17 | 9 1 | 58 | 50 | 42| 34 | 26 | 18
10 | 2 [ 59 |51 |43 |35 (27|19 |11 | 3 |60 | 52|44 | 36 0
63 | 55 | 47 |39 |31 |23 | 15| 7 | 62 | 54 | 46 | 38 | 30 | 22
14| 6 | 61 | 53 |45 (37 (29|21 |13 | 5 |28 20| 12| 4 0
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This permutation is defined by two blocks C and D, of 32 bits each. The
first 3 bits of C; are bits 57, 49, 41 of the extended key. And the first three
bits of D are bits 63, 55, 47 of the extended key. C, D, for i = 1,2,3 ... are
obtained from C,_, D, | by one or two left cyclic shifts according to table 6.

Table 2.10 — Shift number C,_, D, for the i-th iteration
of the encryption key generation

Iteration i 1231456789 1011 |12(13]|14]|15]16

Shift
number

Lt (212|2|2|2(2(1(2(212(2|12]2]1

The key k, i = 1, ... 16 consists of 48 bits, selected from the bits of
the vector C, D, containing 64 bits, according to table 2.11. The first and
second bits k; are bits 14, 17 of the vector C, D..

Table 2.11 — Key sampling table k,

14 (17 | 11 |24 | 1 5 3 (28|15 6 (21|10 |23 (19| 12| 4
26| 8 [ 16| 7 |27 |20 | 13| 2 |41 |52 | 31 |37 |47 |55 |30 40
51 45|33 |48 (44|49 |39 |56 |34 |53 |46 |42 |50 36|29 |32

The final text encryption permutation TO, called ID', acts on T16 and
is the inverse of the original ID permutation. The final permutation is
determined by Table 2.12.

Table 2.12 — Reverse permutation ID™!

40 | 8 |48 | 16 | 56 | 24 | 64 |32 (39| 7 |47 | 15| 55|23 |63 | 31
381 6 |46 | 14 | 54 |22 62 |30 |37 | 5 |45 13 |53 |21 |61 |29
36 | 4 |44 |12 (522060 |28 |35 3 (43|11 |51 19|59 |27
34| 2 [ 42|10 |50 (18|58 (26 33| 1 (41| 9 |49 |17 |57 |25

The detailed DES encryption scheme is shown in Figure 2.27.
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I Input (64 bit) l(‘—Pl Initial text

| Initial permutation of IP |
J ' ]
Lo(32 bum) ,—| Ry (32 but)
k1
) 4
Jard V—J—\f 3
A
LRy Ri= Lo (D Rk
2
)\ 4
Me e
£ __———
LR, Re L Prrid
T T
| |
Lis=Ryy Ris= L eB(Ru,kls)

Lig=Ris Rig=Lis @(Rls,kls)

v

l Final permutation of IP! ]

I Output block 64 bit I<—>{ Encrypted text‘

Figure 2.27 — Detailed DES encryption scheme

When decrypting data, all actions are performed in reverse order. In 16
decryption cycles, the inverse transformation by the Feistel network is used.

R=L, (2.16)
L =R _®fL, k).
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The decryption scheme is shown in Figure 2.28.

| Encrypted text (Block 64 bit) ]

'

| Initial permutation of IP ]
¢ * ¢
L16(32 6u1) 16 Ri¢ (32 bur)

e

Lis=Ri¢ @f’(hs.kls) Ris= Lis

Lis=Ris @ﬁ’-ls,kls) Ry= Lis
1 ' |

I |
| l
Li=Ry @ f(La2,k2) R= L2

Lo=Ry (D) KLy Ro=Ly

v

] Final permutation |

v

‘ Initial text (64 bit) ]

Figure 2.28 — DES decryption scheme

Key K, i = 16, ..., 1, function f, permutation of IP and ID! are the same
as in the encryption process.
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If the previously generated keys were not saved in the implementation,
the keys we need (C, D, i = 1,2,3 ..)) are obtained from C_, D,_, by right
cyclic shifts according to Table 2.13.

Table 2.13 — Shift number C,_, D, | for generating decryption keys

Iteration i 112|134 (56789101112 |13|14]15]|16

Shift number of(1rj|2f(2(2|12(2(211|2(212|2|22]1

After being approved by the American National Standards Institute in
1981, the algorithm has been used for a long time in the civilian sector and
even went beyond the United States.

Several modes of use have been recommended for DES:

ECB (electronic code book) — «electronic code book» mode (for
modern block ciphers it is called «simple replacementy). In this mode,
each 64-bit block of text is encrypted independently of each other;
CBC (cipher block chaining) — block chaining mode — one of the
encryption modes for a symmetric block cipher using a feedback
mechanism. Each block of plaintext (except the first) is bitwise added
modulo 2 (XOR operation) with the previous encryption result;

CFB (cipher feed back) — ciphertext feedback mode. In this mode, to
encrypt the next block of plaintext, it is added modulo 2 with the re-
encrypted (block cipher) encryption result of the previous block;
OFB (output feed back) — output feedback mode. A feature of this
mode is that the message itself is not used as input data for the block
cipher algorithm. Instead, a block cipher is used to generate a pseudo-
random stream of bytes, which is XORed onto the plaintext blocks.
This encryption scheme is called a stream cipher;

Counter Mode (CTR) — counter mode. This mode assumes the return
to the input of the corresponding block cipher algorithm of the value
of some counter accumulated since the start. The mode also makes a
stream cipher out of a block cipher.

Despite the widespread use of the DES algorithm, the cipher had a
significant drawback — a small key length, which gave rise to many attacks
related to parallel search. For DES, the enumeration complexity corresponds
to 2% or approximately 10" operations, which can be «hacked» by a cluster
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of several dozen parallel computers or one supercomputer in a fairly short
time*.

Also, the DES algorithm «suffered» the problem of having weak and
partially weak keys.

The lack of decent protection against DES cipher attacks gave rise to
many algorithms that are like a more complex version of DES (2DES -
plain text was encrypted sequentially using two different keys (112 bit key),
3DES - plain text was encrypted sequentially using three different keys
(168 bit), DESX, G — DES) and completely different schemes (NewDES,
FEAL, IDEA).

The DES algorithm was a national US standard in 1977-1980, but at
present DES is used (with a 56-bit key) only for legacy systems, most often
its more crypto-resistant form (3DES, DESX)* is used.

Algorithm IDEA (Intrnational Data Encryption Algorithm), developed
and patented by the Swiss company Ascom, was conceived as a replacement
for the encryption standard DES and did not become such because of its
patency and the need for licensing for commercial applications. The final
version of the algorithm was published in 1992.

The IDEA algorithm, like DES, operates on 64-bit plaintext blocks.
The IDEA algorithm has several advantages over the DES algorithm. It is
significantly more secure than DES because the 128-bit IDEA key is twice
the DES key. Internal structure of IDEA algorithm provides better resistance
to cryptanalysis. Existing software implementations are about twice as fast
as DES implementations. The disadvantage of the algorithm is its focus on
16-bit architecture, which reduces the efficiency of use on 32 and 64-bit
computing means.

# In 1990, DES was cracked in 39 days using a vast network of tens of thousands of
computers.

The public organization «EFF», dealing with the problems of information security and
personal secrets on the Internet, initiated a study «DES Challenge II» in order to identify
problems with DES. As part of the study, RSA Laboratory employees built a $ 250,000
supercomputer. In 1998, the supercomputer decrypted DES-encoded data using a 56-bit key
in less than three days. The supercomputer was named «EFF DES Cracker».

4 The DES algorithm is still widely used to protect financial information: for example,
the THALES (Racal) HSM RG7000 module fully supports TripleDES operations for issuing
and processing credit cards VISA, EuroPay and others. THALES (Racal) DataDryptor 2000
channel encoders use TripleDES to transparently encrypt data streams. The DES algorithm is
also used in many other devices and solutions THALES-eSECURITY..

84



. @ =LA \ 4 -
Figure 2.29 — Xuejia Lai and James Massey, developers of the IDEA algorithm

1997 marked the beginning of the US government’s program to adopt
the AES (Advanced Encryption Standard)*, developed by Belgians
V. Rijmen and J. Daemen.

The AES algorithm is sometimes also called Rijndael, after the name of
the algorithm that formed its basis. Strictly speaking, AES and Rijndael are
not exactly the same, since AES has a fixed block size of 128 bits and key
sizes of 128, 192 and 256 bits, while any block and key size can be specified
for Rijndael, from minimum of 32 bits to maximum of 256 bits in 32-bit
steps.

Figure 2.30 — loan Daimon and Vincent Reiman

4 On January 2, 1997, NIST (National Institute of Standards and Technology) announced its
intention to choose an encryption algorithm to replace DES, and in September 1997, formal
requirements for the algorithms were presented. These requirements stated that NIST’s
goal is to develop an unclassified, well-analyzed encryption algorithm that is available for
widespread use. The algorithm must be symmetric, block-based, support 128-bit block lengths
and 128, 192 and 256-bit keys. In August 1998, NIST announced fifteen candidates for the
AES algorithm at the first AES candidate conference. These algorithms were developed by
industry and academia in twelve countries around the world. The second AES Candidate
Conference was held in March 1999 to discuss the analysis of the proposed algorithms. In
August 1999, five finalists selected by NIST were presented. They are MARS, RC6TM,
Rijndael, Serpent and Twofish. On October 2, 2000, it was announced that the Rijndael
algorithm became the winner of the competition, and the procedure for its standardization
began. The draft was published on February 28, 2001, and on November 26, 2001, AES was
adopted as FIPS 197 (Federal Information Processing Standard).
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The algorithm represents each block of encoded data in the form of a
two-dimensional byte array of 4x4, 4x6, or 4x8, depending on the specified
block length. Further, at the appropriate stages, conversions are performed
either on independent columns, or on independent rows, or generally on
individual bytes in the table.

All transformations in the cipher have a strict mathematical justification.
The structure itself and the sequence of operations make it possible to
execute this algorithm efficiently on both 8-bit and 32-bit processors. The
structure of the algorithm provides for the possibility of parallel execution
of some operations, which on multiprocessor workstations can still increase
the encryption speed by 4 times.

Table 2.14 shows the basic designations of functions and parameters of
the AES critical conversion.

Table 2.14 — Algorithm parameters, symbols and functions

Name Meaning
1 2

AddRoundKey() An Encryption and Decryption Conversion in which the
Round key is added to state using the XOR operatio

InvMixColumns() | Conversion to Decryption, which is the inverse of

MixColumns..
InvShiftRows() Conversion to Decryption, which is the inverse of
ShiftRows.
InvBytesSub () Conversion to Decryption, which is the inverse of SubBytes
K The encryption key is an array of 128 bits or 16 bytes.
MixColumns() Transformation in the process of Encryption that takes all

state columns and mixes their data (independently of each
other) to get new columns.

Rcon() An array of persistent round Words.

RotWord() A function used in the Key Expansion operation, it takes a
four-byte word and performs a circular swap.

ShiftRows() Transformation in the process of Encryption, which is
performed on state, cyclically shifting the last 3 lines of
state by different values.

BytesSub () Transformation in the process of Encryption, which is
performed on state and consists in replacing each byte
using a replacement table (S-box).
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N Key length in words, for AES 4 words.
N Key length in words, for AES 4 words

N The number of rounds for encryption — 10.

The key size in the AES algorithm is 128 bits, so the key is usually
represented as a 4x4 byte matrix.

At the beginning of the encryption process, the plaintext input is split
into blocks of 16 bytes or 128 bits. If the total data size is not a multiple of
16 bytes, the data is padded to a size that is a multiple of 16 bytes. The data
block in the AES algorithm is called state and is usually represented as a
4x4 byte matrix.

The encryption operation for each data block is carried out independently
of the contents of other blocks. At the end of block encryption, the matrix is
filled with the next portion of data and the process is repeated. As already
noted, due to the independence of the encryption of one block from another,
the encryption process lends itself well to parallelization.

Soo | Sot_ | So2 | So3
S0 | St | Si2 [ Si3
S | Sa1 | S22 [ 823
S30 [ S31 | S32 | S33
Figure 2.31 — Representation of AES data block — state

Each block is encrypted in several stages — rounds®. The crypto
transformation scheme can be written with the following description:
1. the KeyExpansion key is expanded;
2. the initial operation is performed — AddRoundKey — summation with
the main key;
3. 9 rounds of four steps are performed:
3.1. the BytesSub procedure is executed — replacing the state bytes
according to the replacement table;
3.2. procedure ShiftRows is executed — cyclic shift of rows state;
3.3. the MixColumns procedure is executed — permutation of the state
columns;
3.4. the AddRoundKey procedure is executed — summation with a
round key;

4 The number of rounds - from 10 to 14 - depends on the chosen block size and key length.
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4. the final 10th round is performed:
4.1. the BytesSub procedure is executed — replacing the state bytes
according to the replacement table;
4.2. procedure ShiftRows is executed — cyclic shift of rows state;
4.3. the AddRoundKey procedure is executed — summation with a
round key.

The BytesSub transform is a non-linear byte substitution performed on
each state byte using an S-box substitution table (Table 2.15).

350 .| 22| B2 By,0| .1 | Loz Bo.3
oo lats) B nn e
3,5/, 32 P b, o| b ‘bz_2 32_3
a:.o as.l a:,z a3,3 b3.° D3.2| .3

Figure 2.32 — ByteSub — 8x8 bit table substitution

The purpose of the BytesSub substitution table is to make linear and
differential cryptanalysis difficult. The replacement table in the AES
algorithm is fixed. In table 2.15 numbers are presented in hexadecimal
notation, in this numeral system any byte value can be represented by no
more than two hexadecimal digits

Table 2.15 — S-box byte replacement table for the AES algorithm

of(1 {234 |5|]6|7|8|9|a|b|c|d]|e]|f
00|63 |7c |77 |7b|f2]6b]| 6f|c5[30]01]|67|2b|fe]|d7]|ab| 76
10 | ca |82 |cO|7d|fa |59 |47 |10 |ad|d4d | a2 | af |9c |ad |72 | cO
20 | b7 | Fd |93 |26 |36 | 3f | f7 | cc |34 | a5 | eS| fl |71 |d8 |31 |15
30|04 | c7[23]|c3 1896|059 |07 12|80 |¢e2|eb|27|b2]|75
40109 |83 |2c|la|1b|6e|5a|ad|52]|3b|d6|b3 |29 |e3|2f] 84
50|53 |dl [00]|ed |20 fc [bl |Sb|6a|cb|be|39|4a|4c| S8 | cf
60 | dO | ef |aa | fb |43 [ 4d |33 |85 (45| f9 | 02| 7f | 50 | 3c | 9f | a8
70 | 51 | a3 |40 | 8f [ 92 |9d |38 | f5 | bc | b6 |da |21 |10 | ff | f3 | d2
80| cd |Oc |13 |ec |5F |97 44|17 |c4 | a7 | Te|3d|64|5d]| 19|73
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90 | 60 [ 81 | 4f | dc |22 |2a |90 | 88 |46 | ec | b8 | 14 | de | 5¢ | Ob | db
a0 [ e0 [ 32 |3a|0a |49 |06 |24 |5c|c2|d3|ac| 62|91 |95|¢e4]|79
bO|e7|c8|37|6d|8|d5|4e|a9|6c|56| f4|ea|65|7a|ae |08
cO|ba |78 |25 |2 | 1c|a6b |bd|c6|e8|dd| 74| If |4b |bd | 8b | 8a
do| 70 | 3e [ b5 |66 |48 |03 | f6 | Oc | 61 | 3557 | b9 |86 | cl | 1d| 9e
e0 [ el [ f8 |98 | 11 |69 [d9 |8 |94 |9b| le |87 |e9 | ce|55]|28|df
fO | 8 | al |89 | Od | bf | e6 | 42 | 68 | 41 |99 |2d | Of [ bO | 54 | bb | 16

Byte replacement in the S-box table is performed according to the
following algorithm:
byte Z is converted to hexadecimal notation, in the format XY h, X
is the most significant bit, Y is the least significant bit. If there is no
most significant bit, it is replaced by zero.
in the S-box, row X and column Y are selected.
the Z ’value at the intersection of row X and column Y of the S-box
table is used as a replacement for Z.

The complete SubBytes process is to replace all 16 bytes of the srate
matrix.

In the ShiftRows transformation, the bytes in the last three strings of
state are cyclically shifted to the left by a different number of bytes. Line 1
(line numbering from zero, shifted by one byte, line 2 — by two bytes, line
3 — by three bytes. Figure 2.33 illustrates the application of the ShiftRows

transformation to state.

ch'::g,;ao.o 21| 2.2 éoéj - 30.0| 20,1 acv.zz e

Stift 303 30 ?ul W} %l %2 EERE

Shﬁt% %E: _3_2_;‘ 22 I__zl izz?z.*z‘ 320 821

Shift 3 35,0 3| 3.2 f;.)il ég\% as.ol 331|832
N——

Figure 2.33 — ShiftRow — shifting rows in a two-dimensional array at different offsets

In the MixColumns transformation — mixing a column — the state
columns are treated as polynomials over the field F(2%) and multiplied

modulo x* + 1 by a constant polynomial:
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ax)=3x3+ 1x* + 1x> + 2 (2.17)

The process of multiplying polynomials is equivalent to matrix
multiplication

S, | [02 03 o1 o1] [S,
S, |_|o1 02 03 o0l W Se
S, | |01 o1 02 03| |8,
S, | 103 01 o1 02] [S, |

where ¢ is the column number of the state array and 0 < ¢ < 3.
As a result of this multiplication, the bytes of the column ¢ {S, S
S, } are replaced, respectively, by bytes

Ic? S2c’
8. = (2°8,) ® (35 ) © 8, ® S,

S’ =S ®(28) ®(38,) ®S,; (2.18)
S,Zc = S()c @ Slc @ (2.82C) @ (3.S3c);
S’}c = (3.800) @ Slc @ Szc @ (2.S3C)'

The transformation (2.18) is applied to each of the four state columns.

Do,

bl bl'l -"1:2 bl.:

2, bZ.l >Z.Z
e AN

3.1

@ <x)

Figure 2.34 — MixColumn — mathematical transformation
that mixes data inside a column

In the AddRoundKey transformation, the RK is added to state by bitwise
XOR. Each round key consists of 16 extended key bytes. The round key
bytes are written into a 4x4 matrix like state. Each byte of the round key is
summed with the corresponding byte from state, as shown in Figure 2.35.
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%.0[ .| .2 B3 Do,0| Do, [ Po.2| Boz
B0| 20182035 bx.o Y b).:
3z0( 32, az.z_ 1—1 > B, 4| b :’z.z g
850 a:.)l":.zl 3.3 b:.o by{“s.z] 3.3
Koso| Ko | Koz Koz
kx.o kx._ kl.z kx.:
Kol lef Koz Fea
Kso| Ks; 3

Figure 2.35 — AddRoundKey — adding a key material by XOR operation

In the last round, there is no column shuffling operation, which makes
the entire sequence of operations symmetric.

For the algorithm to work, the specified key is expanded and, based on
this extension, it creates round keys.

The extended key W contains 4 x (10 + 1) words — an initial key of
4 words and 4 words of the extended key for each of the 10 rounds. The
extended key W consists of words (four bytes per word), denoted below as
wi, where i is in the range [0..44]. Full length extended key 1408 bit, 128
bits for each round.

The key expansion process uses an array of Rcon constants. The
elements of the Rcon array are numbered from 1 to 256 + 3. The values of
the array elements are defined by the following set of functions:

Reon = 1;
Rcon, = 2*Rcon,_, =2, for k = 2, 3,...255;
Reon, = 0, for k = 256, 257, 258;

Key expansion can be described by the following sequence of operations:

— four words of the encryption key K are copied into the first four words
of the extended key W: w, =k fori=0, 1, 2, 3;

— other words of the extended key W for i = 4, 5, ... 44 are generated
as follows: if i is a multiple of 4, then w. = SubBytes(RotByte(w, ,))
Rcon(i/4; therwise, if i is not a multiple of 4, To w, =w, , w, .

The RotByte function permutes the four bytes of the source word {a, a,,

a,, a,} using a cyclic permutation, turning it into a word {a,, a, a,, a,}. The
SubBytes function applies an S-box substitution to each of the four bytes of
the word.
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The round key RK for round k is selected from the extended key W as
words w,, through w,, .

All encryption transformations are unambiguous and, therefore, have the
inverse transform, i.e. can be inverted and reversed to perform decryption
for the AES algorithm.

The encryption scheme for decryption can be represented by the
following algorithm:

1. the KeyExpansion key is expanded;

2. 9 rounds of four steps are performed each;

2.1. the AddRoundKey procedure is executed — summation with a
round key;

2.2. the InvMixColumns procedure is executed — reverse permutation
of the state columns;

2.3. procedure InvShiftRows is executed — reverse cyclic shift of
rows state;

2.4. the procedure InvSubBytes is performed — reverse replacement
of the state bytes according to the replacement table;

3. the final 10th round is performed;

3.1. the AddRoundKey procedure is executed — summation with a
round key;

3.2. procedure InvShiftRows is executed — reverse cyclic shift of
rows state;

3.3. the procedure InvSubBytes is executed — reverse replacement of
the state bytes according to the replacement table.

The InvMixColumns transformation is the inverse of the MixColumns
transformation. In the InvMixColumns transformation, the state columns
are treated as polynomials over the field F(2%) and multiplied modulo x**!
with a constant polynomial d(x) = a”'(x), B mose F(2°):

d(x) = 0Bhx® + 0Dhx? + 09hx + OEh. (2.19)

The InvShiftRows transformation is inversely the ShiftRows
transformation. The bytes of the last three rows of the state array are
cyclically shifted to the right. Line 1 (numbering from zero) is shifted by 1
byte, line 2 — by 2 bytes, line 3 — by 3 bytes.

The InvSubBytes transform performs the reverse byte replacement
using the InvS-box reverse replacement table.
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Table 2.16 — Table InvS — box for reverse byte replacement

o123 |4|5|6|7|8[9|A|b|c|d|e]|f

00 [52]09|6a|d5|30]|36|a5 |38 | bf |40 |a3 |9 |81 |f3|d7| b
10| 7c [ e3 13982 |9 |2f | ff | 87 |34 | 8e |43 |44 | cd|de|e9|cb
20|54 [ 7b [ 94|32 | a6 | c2 |23 |3d|ee|4c |95|0b|42]| fa|c3|4e
30|08 |2c|al | 66|28 |d9 |24 |b2|76|5b|a2 |49 | 6d| 8b|dl |25
40 | 72 | f8 | f6 | 64 | 86 | 68 | 98 | 16 | d4 | a4 | 5c | cc | 5d | 65 | b6 | 92
50| 6¢ |70 |48 |50 | fd [ ed | b9 |da|Se| 15|46 |57 | a7 |8d|9d | 84
60 |90 | d8 | ab | 00 | 8 | bc | d3 | Oa | f7 | e4 | 58 | 05 | b8 | b3 | 45 | 06
70 | dO [ 2c | le | 8f [ ca | 3f | Of | 02| cl | af [ bd | 03| Ol | 13 | 8a | 6b
80 | 3a |91 | 11 | 41 | 4f | 67 | dc |ea |97 | f2 | cf | ce | fO | b4 | e6 | 73
90 [ 96 | ac | 74 | 22 | e7 |ad [ 35|85 |e2 | f9 |37 e8| 1lc| 75| df | 6e
a0 [ 47 [ f1 | la |71 | 1d |29 |c5| 89| 6f | b7 |62 | 0c| aa | 18 | be | 1b
bO| fc |56 | 3e |[4b|c6|d2| 79|20 |9a|db|cO| fe |78 |cd| S5a| f4
cO| If [dd |a8 |33 |8 |07 |c7 |31 |bl|12]|10]|59 27|80 ec| 5
do |60 |51 | 7f a9 | 19| b5 |4a|0d|2d|e5|7a| 9|93 |cH|9]|ef
e0 a0 [e0 | 3b|4d |ac |[2a | f5S |bO | c8 |eb |bb|3c |8 |53|99] 61

fO | 17 | 2b |04 | 7e | ba | 77 | d6 | 26 | el | 69 | 14 | 63 | 55|21 | Oc | 7d

In June 2003, the US National Security Agency ruled that the AES
cipher was strong enough to be used to protect state secrets. Up to the
SECRET level, it was allowed to use keys with a length of 128 bits, for the
TOP SECRET level, keys with a length of 192 and 256 bits were required.
However, the US government has mandated that AES should be periodically
reviewed and improved to keep encrypted data secure*’. The cryptographic
strength of modern symmetric encryption algorithms for brute force attacks
(brute force methods) is largely determined by the key length. Thus, Table
2.17 shows the characteristics of cryptographic strength in the number of
operations and estimated time for various algorithms.

4 AES support (and only it) was introduced by Intel into the x86 processor family starting
with Intel Core 17-980X Extreme Edition, and then on Sandy Bridge processors.
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Table 2.17 — Crypto resistance of encryption algorithms*

Key length Number of Estimated
(in bits) combinations break time
16 26 = 65536
56 (DES) 2% = 17210 399 cekyHz

128 (AES-128)

2128 = 3 4010

1,0210" net

256 (AES-256)

2256 = 6,2¢107

1,87210°7 net

512 (AES-512)

2512 = 1,1+107

3,31-10°° neT

Alternative cryptoalgorithms have been implemented based on the
Rijndael algorithm, which is the basis of AES. Among the most well-known
algorithms are participants in the Nessie: Anubis competition on involutions,
which was authored by Vincent Raiman and a strengthened version of the
cipher — Grand Cru by Johan Borst. When considering symmetric block
ciphers, one cannot but dwell on one more world-famous algorithm — GOST
28147-89 — the Soviet and Russian standard..

GOST*, introduced in 1990, is also the standard of the CIS countries.
The full name is «GOST 28147-89 Information processing systems.
Cryptographic protection. Algorithm of cryptographic transformationy.
The algorithm, when using the gamma ciphering method, can perform the
functions of a stream cipher algorithm®’.

4 The announced results of the research by Alex Biryukov, Orr Dunkelman, Nathan Keller,
Dmitry Khovratovich and Adi Shamir at the CRYPTO 2011 conference, the results of the
cryptanalysis of the AES algorithm indicate the attack method, allowing four times to reduce
the complexity of performing operations on the selection of a secret key. In other words, in
fact, the cryptographic strength of AES-128 is reduced to AES-126, and AES-192 to AES-
189. However, even with these solutions, the “break-in” time exceeds billions of years.

46 According to some reports, the history of this cipher is much more ancient. The algorithm
that later became the basis of the standard was born, presumably, in the bowels of the Eighth
Main Directorate of the KGB of the USSR (now in the structure of the FSB of the Russian
Federation), most likely in one of the closed research institutes under its jurisdiction, probably
back in the 1970s within the framework of projects creation of software and hardware
implementations of the cipher for various computer platforms.

From the moment the GOST was published, it had a restrictive stamp “For official use”,
and formally the code was declared “fully open” only in May 1994. Unfortunately, the history
of the creation of the cipher and the criteria for the developers have not yet been published.
47 By analogy with AES (and unlike DES), GOST is allowed to protect secret information
without restrictions, in accordance with the way it is specified in the Russian standard. Thus,
GOST is not an analogue of DES, but a competitor to 3DES with three independent keys or
AES-256.

94



The GOST 28147-89 algorithm uses a 256-bit encryption key and 32
conversion cycles of 64-bit blocks of the original plaintext. The algorithm
implements the classic Feistel network scheme. A simplified algorithm for
implementing the generating function is shown in Figure 2.36.

Initially, the right half of the block and the 32-bit round key are added
modulo 2. The result of the addition is divided into eight 4-bit sequences,
each of which is fed to the input of the corresponding S-block.

Each block is a lookup table that replaces the incoming number in the
range [0..15] with another number in the same range. The outputs of all
S-boxes are concatenated into a 32-bit word, which is then cyclically shifted
left 11 bits and then XORed to the left of the block..

‘ Lia ‘ ‘ Ria ‘ ‘ Selection

[

’SO ’51’52‘53‘S4|SS ’56 ‘57 ‘

<<<11

T R

Figure 2.36 — Generating function of the GOST 28147-89 algorithm

Round keys are generated according to the following scheme: a 256-bit
key is split into eight 32-bit machine words. They are numbered KO through
K7.

32 round keys are obtained by applying these machine words in the
following order:

K, K, K,,... K, K, K, K,,..K, K, K,K,...,K, K, K, K,,..., K,
(2.20)

that is, in the last 8 rounds, keys are served in reverse order.
The GOST algorithm is symmetric, and for decryption, it is enough to
submit to the algorithm input blocks of encrypted messages and round keys

in the reverse order of their encryption.
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The peculiarity and, probably, the main drawback of the algorithm is
the absence in the standard of any recommendations on the choice of the
contents of the lookup tables (S-boxes).

Originally 8 * 16 * 4 = 512 bits of lookup tables were also part of the key
information. Subsequently, the requirement for the secrecy of the contents
of the tables was abolished, however, the static content of the lookup tables,
which ensures a high cryptographic strength of the algorithm, was never
published.

The set of S-boxes recommended by the GOST R34.11-94 hashing
standard, which uses the GOST 28147-89 block cipher as the main
transforming operation, is shown in Table 2.18.

Table 2.18 — S-blocks of the GOST 28147-89 algorithm

SO 4 (1092|1380 |14]6 |11 |1 [12]7]|15|5]3
St |14 |11 |4 126 1315|102 |3 |8 |1 [0]|7]|5]|09
S2| 5[ 8 [ 1 |13]10]3 |4 |2 1415|127 ]6]0]9 |1
S3 |7 [13[10] 1 [0[89 |15]14] 4|6 |12]11 513
S4l 6 (12| 7| 1 | S |I15|13| 8|4 |10]9 |14]0]|3 1|2
S5/4 (11100 |7 2|1 [13]3|]6|8|S5]9]|12|15]14
S6 (13 (11| 4| 1 |3 [15]5|9]0]10]|14 6 | 8] 2|12
S7|1 1 [15[13] 0| 5|7 [10]4 |9 ]2]|3]|14|6]|11] 8]12

The advantages of the GOST algorithm can be called the simplicity
of implementation, both software and hardware, since the algorithm does
not use bit permutations, the large key size makes a force attack on the
cipher unpromising, a large number of rounds make differential and linear
cryptanalysis difficult. The algorithm is optimized for 32-bit processors.

The only problem in the practical application of the algorithm is, as
already mentioned, the formation of lookup tables*.

4 In addition to the very large key size, GOST has a significantly lower execution cost

compared to AES. In fact, it costs a lot less than AES, which requires four times as many
hardware logic gates for much lower declared security.

It is not surprising that GOST has become an Internet standard, in particular, it is included
in many crypto libraries such as OpenSSL and Crypto ++. In 2010, GOST was declared for
ISO standardization as a worldwide encryption standard.

An extremely small number of algorithms have been able to become international
standards. International standard ISO / IEC 18033-3: 2010 describes the following algorithms:
four 64-bit ciphers — TDEA, MISTY1, CAST-128, HIGHT — and three 128-bit ciphers — AES,
Camellia, SEED.
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Analysis of the GOST cryptoalgorithm allows us to speak of its practical
invulnerability for another 200 years (naturally, with the development of
computing technology according to Moore’s Law).

The work of block ciphers differs from stream ciphers by processing bits
in groups, and not by a stream. At the same time, block ciphers are more
reliable, but slower than stream ciphers.

The advantages of block ciphers include the similarity of encryption and
decryption procedures, which, as a rule, differ only in the order of actions.
This simplifies the creation of encryption devices, since it allows the use of
the same blocks in the encryption and decryption chains. The flexibility of
block ciphers allows them to be used to build other cryptographic primitives:
pseudo-random sequence generator, stream cipher, impersonation and
cryptographic hashes.

2.5 Stream Ciphers

A stream or stream cipher is a symmetric cipher in which each plaintext
character is converted to a ciphertext character, depending not only on the
key used, but also on its location in the plaintext stream.

Stream ciphers based on shift registers were actively used during the
Second World War, long before the advent of electronics. They were easy to
design and implement.

In 1965, Ernst Sejersted Selmer, the chief cryptographer of the Norwegian
government, developed the shift register sequence theory. Later, Solomon
Wolf Golomb, a mathematician of the US National Security Agency*, wrote
a book called «Shift Register Sequences», in which he outlined his main
achievements in this area, as well as those of Selmer.

Since practically all data transmission channels for streaming encryption
systems are interfered with, cryptanalysts are forced to solve the problem
of synchronizing encryption and decryption of text to prevent loss of
information. Therefore, according to the method of solving this problem,
cipher systems are divided into synchronous and self-synchronized systems.

The encryption scheme using synchronous stream ciphers is shown in
the figure 2.37.

4 Solomon Wolf Colomb is an outstanding mathematician who made a significant
contribution to the development of information technology in the 20th century. Also known as
the inventor of the polyomino (generalized domino), which inspired the Russian programmer
Alexei Pazhitnov to create the computer game «Tetris.

97



Gamma
generators

Gamma
generators

Key, K >
Gamma, K, Gamma, K.
Initial message, P, N Cipher diagram, C, Initial message, P,
Encryption Decryption

Figure 2.37 — Encryption scheme using a synchronous stream cipher
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Figure 2.38 — Device of a gamma generator with internal feedback

In this case, the gamma generator, as a rule, consists of three main
blocks (Figure 2.39).

The internal state describes the current state of the gamma generator.
The initial internal state is usually determined by the key K. Two generators,
with the same key and the same internal state, create the same gamma. The
transition function reads the current internal state and generates a new
internal state. The output function reads the internal state and generates the
Ki gamma bit (s).

In another variation, the so-called counter type generators, there is no
block with a transition function. Unlike feedback generators, they allow you
to calculate the i-th bit of the gamma without calculating all the previous
bits. To do this, the generator is set to the i-th internal state, after which the
corresponding i-th bit of the gamma is calculated. This property is useful
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for providing random access to data files, which allows you to decrypt a
single piece of data without decrypting the entire file.

In a synchronous stream cipher, gamma is generated independently of the
message stream. On the encryption side, the gamma generator sequentially
outputs Ki gamma bits. On the decoding side, the other gamma generator
outputs identical gamma bits one after the other. This scheme works fine if
both generators are in sync.

The main disadvantage of synchronous streaming ciphers is that if one
of the generators misses one of the cycles or a bit of the cipher is lost during
transmission, then all cipher characters following the error are decoded
incorrectly. In this case, the sender and the receiver must synchronize the
generators and re-transmit the incorrectly decrypted part of the message.

In stream ciphers, if a bit of the ciphertext or key is distorted, then
this only leads to the loss of one bit of the decrypted text. The situation
becomes more problematic if the bit is not distorted, but lost — in this case,
all information starting from this bit is distorted. In a self-synchronizing
stream cipher, each gamma bit is a function of a fixed number of previous
cipher bits. The gamma generators used in this encryption are called
ciphertext feedback generators.

Internal State [€ Internal State
Output / Output
funclt)ion Vi Key, K function
v
Gamma, K, ¥ &Gamma, K,
ﬂ >
L/ L/
Initial message, P, Cipher diagram, C, Initial message, P,
Encryption Decryption

Figure 2.39 — Encryption scheme using self-synchronizing gamma generators

The internal state depends on the previous n bits of the cipher. Each
message begins with a random header (initialization vector, sync burst)
of length n bits, after passing through which both gamma generators are
synchronized.
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The disadvantages of self-synchronizing stream ciphers are as follows:

1) propagation of the error. For each bit of the cipher program corrupted
during transmission, the decryption generator produces n incorrect
gamma bits. Consequently, the changed bit affects the internal state,
each cipher error will correspond to n plaintext errors;

2) when the C, bit is lost, part of the message must be re-transmitted, but
unlike synchronous stream ciphers, the synchronization of generators
is much easier.

But unlike synchronous stream ciphers, self-synchronizing stream cipher

generators may not work constantly, but only at the time of message transfer.

To date, a large number of stream encryption algorithms have been

created, such as, for example, A3, AS, A8, MUGI, PIKE, RC4 and SEAL.

The RC4% algorithm (from the English Rivest cipher or Ron’s code) is a

synchronous stream cipher. The algorithm was created on the basis of the
RCI-RC3 family of algorithms by RSA Security employee Ronald Rivest in
1987. For seven years the cipher was a trade secret, and the exact description
of the algorithm was provided only after the signing of a nondisclosure
agreement, but in September 1994 the description of the algorithm was
anonymously sent to the Cypherpunks mailing list®.

Figure 2.40 — Ernst Selmer (1920-2006), Solomon Golob (1932-2016) and
Ron (Ronald) Rivest (1947-...)

The main advantages of the RC4 algorithm are high speed of operation,
high cryptographic strength and variable key size. A typical implementation
runs 19 machine instructions for every byte of text.

3 The algorithm is also known as ARC4 or ARCFOUR.

31 Since RC4 is a trademark of RSA Security and has not been officially published by the
authors, in order to avoid claims from the trademark owner, the algorithm is called ARC4 or
ARCFOUR (meaning the English alleged RC4 - “alleged” RC4).
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The RC4 algorithm is based on a pseudo-random bit generator. A key
is written to the generator input, and pseudo-random bits k are read at
the output. The key length can be from 40 to 2048 bits*>. The generated
sequence bits are uniformly distributed.

Encryption is reduced to a gamma operation. The generated bit sequence
is superimposed on the plain text by a modulo 2 addition operation (XOR
operation). As a result, a cipher is learned c..

¢ = m@k, (2.20)

Decrypting the text also comes down to two operations: generating a
pseudo-random sequence of bits on the recipient’s side and superimposing
this sequence on the cipher, again by XOR.

m, = ¢®k, = ¢k OBk, (2.21)

The main part of the algorithm is a pseudo-random sequence generator

that is uniquely identified by the encryption key.

The operation algorithm of the pseudo-random bit sequence generator in

RC4 consists of two stages:

— KSA® algorithm — the first and main stage in the generator is the
implementation of initialization functions, which uses a variable-
length key to create the initial state of the keystream generator. At this
stage, the replacement table S is initialized.

— PRGA* algorithm — at this stage, pseudo-random numbers are

calculated.
! !;:I
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Figure 2.41 — RC4 key stream generator

The RC4 algorithm is actually a class of algorithms defined by its block
size. This parameter n is the word size for the algorithm. Usually, n = §, but

2 In the United States, the nationally recommended key length is 128 bits.
3 Key-scheduling algorithm.
3 Pseudo-random generation algorithm.
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it can be either decreased or increased. So, for n = 4 elements in the S-box
16, for n = 8 elements in the S-box 256. When n increases, say, up to 16
bits, the elements in the S-box become 65,536 and, accordingly, the initial
iteration time will be increased. However, the encryption speed will also
increase.

The array used as a table of substitutions, called an S-box, was
designated as S. At each moment in time, table S contains all possible n-bit
numbers in a shuffle form. The specific permutation of values in the table
is determined by the key. Since each element of the table takes values in
the range 0 to 255 (for n = 8), it can be interpreted in two ways: either as a
number or as the number of another element in the table.

For example, for n = 8 S-box can be obtained by the
algorithm below.

int keyLength = key.Length;

for (int 1 = 0; 1 < 256; i++)
{

S[i] = (byte)i;

}

int 3 = 0;

for (int 1 = 0; i < 256; it++)

= (J + S[i] + keyli % keyLength]) % 256; S.Swap(i, 7Jj);

— U~

After table S has been prepared, you can start generating random n-bit
words.

For example, for n = 8, a random 8-bit word can be
obtained using the algorithm below.

x = (x + 1) % 256;
y = (y + S[x]) %

z = S[(S[x] + S[y]l) % 256];

The resulting z value can be used as a key to encrypt the next block of
the input data stream.

The RC4 encryption algorithm is used in several widely used encryption
standards and protocols (for example, WEP, WPA, SSL, and TLS).
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It should be noted that many vulnerabilities have been discovered in
the RC4 algorithm. They are primarily associated with the use of non-
random or associated keys and the situation when one key stream is reused.
For example, such a problem made the WEP> protocol cryptographically
insecure.

As of 2018, there is speculation that some government cryptographic
agencies may have the ability to break RC4 when used in the TLS protocol.
The IETF published RFC 7465 to prohibit the use of RC4 in TLS; Mozilla
and Microsoft have issued similar guidelines.

Several attempts have been made to strengthen the RC4 algorithm. Such
algorithms were, in particular, Spritz, RC4A, VMPC, u RC4+.

Questions for Self-Control

What is a symmetric cryptosystem?

What is a cryptographic key in a cryptosystem for?

Can block ciphers be used as stream ciphers?

What are the basic transformation operations underlying symmetric

cryptoalgorithms?

What is a Feistel network?

What are permutation networks used for?

What algorithms are developed based on the AES cryptoalgorithm?

What is considered the weak point of the GOST 28147-89

cryptographic algorithm?

9. How many bits of information will be lost when decrypting the cipher
code if one of the penultimate bit of the cipher code is lost in a self-
synchronizing stream cipher?

10. What are the main vulnerabilities of the WEP protocol?

B =
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CHAPTER 3. OPEN (PUBLIC) KEY
CRYPTOGRAPHY SYSTEMS

Keywords: asymmetric cryptosystem, one-way function, one-way
function with secret, public or public key, secret key, inverted function,
hash, hashing, elliptic curve, Diffie-Hellman algorithm, key and keyless
hash function, cryptographic strength, collision, irreversible function,
digital signature, qualified and simple EDS.

3.1 One-way Functions and Hook Functions

The XX century was marked by the emergence of a new type of
cryptographic systems — systems without problems of transferring the
encryption key between the sender and the recipient of cryptographically
encrypted messages. These systems are encryption algorithms with a public
(or, more correctly, a public) key.

These cryptographic transformations are based on the idea proposed
by W. Diffy and M. Helman about separating the encryption key and the
message decryption key. If we can ensure the impossibility of obtaining the
decryption key from the encryption key, then it becomes possible to build
sufficiently reliable cryptographic systems and there is no need to keep the
encryption key secret. Accordingly, it is possible to make your encryption
key public, so that everyone interested in it can encrypt a message for you
(hence the name — public or public key). However, the message can only be
decrypted by the owner of the key, who has its other half — the secret key
for decryption.

The concept of one-way function!, introduced in 1975 by Diffie and
Hellman, is the basis for understanding the obtaining of the private and
public keys.

One-sided is a mathematical function FK(X) — Y that has two unique
properties:

— there is a polynomial algorithm for calculating the values of F(x);

! Despite many years of work by mathematicians, a true one-way function has never been
found. However, some of the properties of this hypothetical function are quite successfully
used in cryptography. For example, such a property as the complexity (more precisely, the
complexity classes) of calculating the direct and inverted functions. And if the complexity
of calculating the inverted function becomes greater than modern computational capabilities,
then it can be applied as a conditionally one-sided.
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— there is no polynomial algorithm for inverting the function F, i.e.
solutions of the equation F(X) =Y with respect to X.

The function is essential for understanding the process. However, in this
form, this function was not used. Another concept, closer to the concepts
used in traditional cryptography, is the concept of a one-way function with
a secret’.

A one-way function with a secret K is a function F (X) — Y that
depends on the parameter K and has three properties:

— for any K there is a polynomial algorithm for calculating the values of

F(X);

— for unknown K, there is no polynomial inversion algorithm F;

— for a known K, there is a polynomial inversion algorithm F, .

It is the secret K that acts as a decryption key.

There are many functions built for cryptography that can be considered
one-way with a secret. This means that for them the second property has
not yet been rigorously proven, but it is known that the inversion problem
is equivalent to some difficult mathematical problem and cannot be solved
at the modern technical level. It is also worth noting that for some of these
functions, mathematicians have already found inverted functions and their
application in cryptography does not provide information security.

Recently, such cryptosystems have also come to be called asymmetric,
since they have asymmetries in encryption and decryption algorithms. In
contrast to such systems, traditional ciphers with one secret key came to be
called symmetric. For asymmetric systems, the encryption algorithm is well
known, but it is impossible to recover the decryption algorithm from it in
polynomial time.

3.2 Cryptosystem RSA

Whitfield Diffie and Martin Hellman are rightfully named winners of
the Turing Prize for the development of asymmetric encryption algorithms.
However, in their 1975 algorithm, they did not offer a one-way function that
is convenient to implement.

This was done in 1977 by a trio of perhaps the most famous
mathematicians of the twentieth century: Ronald Rivest, Eddie Shamir and
Leonard Adleman of the Massachusetts Institute of Technology. The system
proposed by them, based on the function of calculating the remainder of

2 Sometimes the terms function with a trap, function of a sliding door (English name: one-
way trap-door function) are also used.
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an integer division, turned out to be extremely practical, and also became
widespread under the name «RSA system» - after the first English letters of
the authors’ surnames.

The algorithm is based on two keys: public and secret. To obtain them,

you must perform the following steps:

— take two large primes p and q;

— determine n as the result of multiplication ponq (n=p ¢ q);

— choose a random number, which we will call d. This number must
be relatively prime (not have any common divisor, except 1) with the
multiplication result (p-1) ¢ (q-1);

— determine such a number e for which the following relation is true
(e +d) mod ((p-1) * (g-1)) = L.

Further numbers e and n are accepted as public or public key.

Accordingly, the numbers d and n are accepted as the secret key.

In order to encrypt data using the public key {e, n}, you need the

following:

— split the encrypted text into blocks, each of which can be represented
as a number M (i) = 0,1,2 ..., n-1 (i.e. only up to n-1).

— encrypt the text, considered as a sequence of numbers M (i) according
to the formula

C(i) = M(i)’mod n. 3.1)

To decrypt this data using the secret key {d, n}, you need to perform the
following calculations:

M(i) = C(i)*mod n. (3.2)

As a result, a set of numbers M(i) will be obtained, which represent the
original text.

Example: let’s encrypt and decrypt the message «CAB»
using the RSA algorithm. For simplicity, let’s take small
numbers - this will make the calculations simpler and
clearer..

1) Choose p = 3 and g = 11.

2) Define n = 3 + 11 = 33.

3) Find (p-1) + (g-1) = 20. Therefore, d will be equal,
for example, 3: (d = 3).

4) Let’s choose the number e according to the following
formula: (¢ ¢ 3) mod 20 = 1. So e will be equal, for
example, 7: (e = 7).
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5) Let’s imagine the encrypted message as a sequence
of numbers in the range from 0 to 32 (remember that it
ends in n-1). Letter A = 1, B = 2, C = 3.

We simulate the work of the sender of the message and
encrypt the message using the public key {7,33}

Cl = (37) mod 33 = 2187 mod 33 = 9;

C2 = (17) mod 33 1 mod 33 = 1;

C3 = (27) mod 33 = 128 mod 33 = 29;

Next, we simulate the work of the recipient of the
message and decrypt the data using the private key {3,33}.

M1 = (93) mod 33 = 729 mod 33 = 3 (C);

M2 = (13) mod 33 = 1 mod 33 = 1 (A);

M3 = (293) mod 33 = 24389 mod 33 = 2 (B).

In fact, the described encryption method is very weak and is never used.
The reason is simple — it’s just a mono-alphabetical substitution - the same
letter will be encrypted with the same number. People learned to break such
ciphers in the last millennium. A cryptanalyst does not even need to figure
out the keys — he decrypts the message without even knowing about the
keys.

The most commonly used currently is the mixed encryption algorithm,
in which the session key is first encrypted with the RSA algorithm, and then
the participants use it to encrypt their messages with symmetric systems, for
example AES. After the session ends, the session key is usually destroyed.

In August 1977, Martin Gardner’s Math Games column in Scientific
American, with permission from Ronald Rivest, published the first
description of the RSA cryptosystem. Readers were also asked to decrypt
the English phrase encrypted with the described algorithm:

9686 9613 7546 2206
1477 1409 2225 4355
8829 0575 9991 1245
7431 9874 6951 2093
0816 2982 2514 5708
3569 3147 6622 8839
8962 8013 3919 9055
1829 9451 5781 5154

Figure 3.1 — An example of Ron Rivests cipher
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Ron Rivest himself believed that this message, encrypted with a 425-bit
key, could be decrypted for 40 quadrillion years® . Ron Rivest offered $ 100
for decrypting the message. However, just 15 years later, this message was
deciphered by a group of 600 enthusiasts on 1600 computers within only six
months* .

The key size in the RSA algorithm is related to the unit size n. Two
numbers p and g, the product of which is the modulus, must have
approximately the same length, since in this case it is more difficult to
find the factors (factors) than in the case when the length of the numbers
is significantly different. However, if two numbers are extremely close to
each other or their difference is close to some predetermined value, then
there is a potential security threat, but this probability - the proximity of
two randomly selected numbers — is negligible.

The optimal module size is determined by the security requirements:
a larger module provides more security, but also slows down the RSA
algorithm.

The length of the module is selected primarily based on the importance
of the protected data and the required durability of the protected data and,
secondly, on the basis of an assessment of possible threats.

Back in 1997, an estimate showed that a 512-bit RSA key can be cracked
(by factoring) for $ 1 million and eight months of operation. In 1999, a 512-
bit key was cracked in seven months, which means that 512-bit keys no
longer provide sufficient security, except for very short-term tasks.

Currently, RSA Lab recommends 1024-bit keys for general tasks and
2048 bits for mission-critical tasks.

It should also be noted that the key sizes in the RSA cryptosystem (as
well as in other public key cryptosystems) are much larger than the key sizes
of symmetric encryption systems. However, the strength of the RSA key is
much less than the strength of a key of the same length in a symmetric
encryption system.

The RSA algorithm is perhaps one of the most widely used
cryptoalgorithms at the moment and is used in a large number of
cryptographic applications, including PGP, S / MIME, TLS / SSL, IPSEC /
IKE and many others.

3 Analysts, however, believed that it took only 20,000 years to decrypt a message on
computers in those years.

4This whole story was a great publicity stunt for Rivest, Adleman and Shamir, who patented
RSA, and as a result, received $ 900 million in profit.
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3.3 Cryptosystems Based on Elliptic Curves

Elliptic curves are a fairly well-studied mathematical apparatus.
The oldest surviving source, in which such curves are considered, is the
«Arithmetic» of the ancient Greek mathematician Diophantus. However,
until the end of the XX century, they were not of practical value. Everything
changed in 1985.

In 1985, independently professor of mathematics at the University of
Washington Neal Koblitz and mathematician at the Princeton Institute IDA
Research Center Victor Saul Miller proposed the use of algebraic properties
of elliptic curves in cryptography. From this moment, the rapid development
of a new direction of cryptography began, for which the term «cryptography
on elliptic curvesy is used.

The Koblinz-Miller discovery helped to create elliptical variants of the
Diffie-Hellman, El-Gamal, MQV, DSS, GOST R 34.10-94 algorithms, which
initially used the multiplicative group of a finite field. As a result, new
algorithms (with the exception of GOST) received the EC or ECC prefix —
Elliptic Curve Cryptography: ECDH, EC ElGamal, ECMQV, ECDSS, and
the Russian GOST R 34.10-94 was transformed into GOST R 34.10-2001
(and then into the more reliable 34.10-2012).

In cryptography on elliptic curves, the role of the main cryptographic
operation is performed by the operation of scalar multiplication of a point
on an elliptic curve by a given integer, defined through the operations of
adding and doubling points of an elliptic curve. The latter, in turn, are
performed on the basis of addition, multiplication, and inversion operations
in the finite field over which the curve is considered. Particular interest in
elliptic curve cryptography is due to the advantages that its use in wireless
communications gives — high speed and short key length.

o

Figuré 3.2 — Neil Koblitz (1948) and Victor Miller (1947)
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As the name suggests, elliptic curve cryptography is based on elliptic
curves. Elliptical curves are not ellipses. They are called so simply because
they are described by cubic equations, similar to those used to calculate the
curve and ellipse.

In general, cubic equations for elliptic curves over finite fields have the
form:
y? +axy + by = x* + cx?> + dx + e, (3.3)

where a, b, ¢, d and e are real numbers satisfying some simple conditions.
This equation E can be considered over arbitrary fields and, in particular,
over finite fields F, which are of particular interest for cryptography.
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Figure 3.3 — Examples of graphs of elliptic curves
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The elliptic curves shown in the first 4 figures are called non-singular or
smooth. While the bottom two curves refer to the so-called singular elliptic
curves.

The equation of an elliptic curve is given by the formula

y?=x3+ax+b (3.4)

y=1.x’+ax+b.

The graph of this curve is symmetrical about the abscissa axis. The
points of its intersection with the axis are the solution to the cubic equation

X +ax+b=0 (3.5)

or

o . . P (bY
The discriminant of this equation B :(%j +(5)

There are three possible solutions to this situation:

— if D < 0, then the equation has three different real roots. Typical
graphs are graphs 1 and 3 in Figure 3.2;

— if D =0, then the equation has three roots, two of which are the same.
In this case, there is a singular point and a singular curve. Typical
graphs will be graphs 5 and 6 in Figure 3.2;

— if D > 0, then the equation has one real root and two complex ones.
Typical graphs are 2 and 4 in Figure 3.2.

That is, the curve will be nonsingular provided that its discriminant is

not equal to 0, which in turn is equivalent to the following expression:

423 + 276 £ 0 (3.6)

For smooth curves, any straight line passing through two different points
on the curve intersects it (the curve) at a single point. In addition, only one
tangent line can be drawn to any point on the curve.

Such properties of the curve allow you to specify a group operation
called the addition of points of an elliptic curve. So the addition of two
points can be represented graphically (Figure 3.4).

As can be seen from the figure, to add points P and Q, it is necessary
to draw a straight line between them, which will necessarily intersect the
curve at some third point R. This point R will be called the sum of two
points P and Q.

Reflect point R relative to the horizontal coordinate axis and get the
desired point P + Q.
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To find the coordinates of the point P + Q, use the expression 3.7.

V=P +2x+1

® besa
AN

-10
-2 0 2 4 6
X

Figure 3.4 — An example of obtaining points P and Q on an elliptic curve

V' =x+2x+1
— 2
XP+Q—0, _XP_XQ
yp+Q = _yP + a’(xp - XR)a (37)

where o = (y, - y)(X, — X,).

The definition of an elliptic curve also includes an element denoted by O
and called the «improper element»’.

There is only one nuance left to clarify. All curves considered above are
elliptic curves over real numbers. And this leads to the need for rounding
and the problems it generates — using curves over real numbers, it is
impossible to get a bijection between the original text and the encrypted
data. To solve the rounding problem in cryptography, only curves over finite
fields are used. This means that an elliptic curve is understood as a set of
points whose coordinates belong to a finite field.

For singular curves, the solution to the inverse problem is much easier
than for smooth curves. Therefore, their use in cryptography is highly
undesirable. Because the wrong choice of an elliptic curve can lead to a
decrease in the achieved level of security, standards organizations identify
whole blocks of curves that have the necessary reliability. The use of
standardized curves is also recommended because better compatibility
between different implementations of information security protocols
becomes possible.

CEINNTS LLINTS

> Also this element is sometimes called (“infinite element”, “zero element”, “point at
infinity”).
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There are two types of elliptic curves considered in cryptography:

— over a finite field Z ;

— over the field GF (2™).

Elliptic curves over the GF (2™) field have one important advantage, the
elements of the GF (2™) field can be easily represented in the form of n-bit
codewords, this allows increasing the speed of the hardware implementation
of elliptic algorithms.

All mathematical operations on elliptic curves over a finite field are
performed according to the laws of a finite field, over which an elliptic
curve is constructed. Those. to calculate, for example, the sum of two points
of the curve E over the residue ring Z , all operations are performed modulo
the number p.

Another important concept of elliptic cryptography is the order of an
elliptic curve, which shows the number of points on a curve over a finite
field.

In the case of cryptography using elliptic curves, one has to deal with
a reduced form of an elliptic curve, which is defined over a finite field. Of
particular interest to cryptography is an object called an elliptic group mod
p, where p is a prime number. An elliptic curve over a finite field is given
by the equation

y?=x*+ax + b (mod p). (3.8)

The main arithmetic operation in elliptic cryptography is the operation
of scalar multiplication of points on a curve, which allows you to determine
the point Q

Q=k-P 3.9

Scalar multiplication is done through several combinations of adding and
doubling the points of an elliptic curve. For example, point 11 * P can be
represented as 11 e P=2¢ (2 (2 P)+P)+ P.

In addition to the equation, an important parameter of the curve is the
base (generating) point G, which is selected for each curve separately.

The secret key in accordance with elliptic cryptography technology is a
large random number k, and the reported public key is the product of k and
the base point G.

Key generation and exchange in elliptic cryptography can be performed
using the Diffie-Hellman scheme similar to the RSA algorithm. First, a
large prime p and the parameters of the curve equation are selected. This
specifies the group of points at which the base point G is selected. When
choosing G, it is important that the smallest value of n at which nG = O is
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a very large prime. The equation of the curve and the point G are known to
all participants in the process. The exchange of keys between the recipient
and senders of the message can be carried out as follows:

1) participant A chooses an integer nA less than n. This number will be
his private secret key. Then participant A generates a public key PA =
nA|G. A public key is a point on a curve;

2) in the same way, participant B chooses a private key nB and calculates
a public key PB.

3) Participant A generates a secret key

K =nA x PB, (3.10)
and participant B generates a secret key
K =nb x PA. 3.11
Secret key formulas give the same result:
nA x Pb =nA x (nb x G) = nb x (nA x G) =nb x PA. (3.12)

To crack this scheme, the adversary will have to solve the discrete
logarithm problem on the curve, which is supposed to be an intractable
problem.

Example: generate a shared key for two users using
Diffie-Hellman scheme if an elliptical curve is selected

E,, 0,-4) => y> = (¥’ - 4) mod 211 and point P (2, 2).

Then y=+%3-4 mod211. The vresult of calculating the
square root modulo p will be two numbers y and p-y.

Then let user A choose a secret key with =121. Then

user A calculates 121P = 121 (2, 2) = (115, 48). User A
gives user B his public key - point (115, 48).

Let user B choose the secret key d = 203. Then user
B calculates 203P = 203 (2, 2) = (130, 203). User B gives

user A his public key - point (130, 203).

Next, users A and B perform the following calculations:

- user A calculates 121 (130, 203) = (1lol, 169);

- user B calculates 203 (115, 48) = (161, 169).

The shared secret will be dot (161, 169). Its values or
values of any function can be further used as a secret
key for symmetric encryption. For example, you can take
the abscissa as a secret key 161 = 10100001,.
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The reliability and cryptographic strength of elliptic cryptography is
based on the difficulty of solving the discrete logarithm problem on the
Elliptic Curve Discrete Logarithm Problem (ECDLP), the essence of which
is to find an integer k from the known points P and Q.

When using algorithms on elliptic curves, it is assumed that there are
no subexponential algorithms for solving the discrete logarithm problem in
groups of their points. Moreover, the order of the group of points of the
elliptic curve determines the complexity of the problem. It is believed that
to achieve the same level of cryptographic strength as in RSA, groups
of smaller orders are required, which reduces the cost of storing and
transferring information.

For example, at the RSA 2005 conference, the US National Security
Agency announced the creation of «Suite B» («Set B»), which uses
exclusively elliptic cryptography algorithms, and only 384-bit are used to
protect information classified before «Top Secret» keys (for example, RSA
recommends a key with a length of at least 2048 bits)®. All basic algorithms
and protocols of «Suite B» were built on the basis of cryptography on
elliptic curves, and for RSA the auxiliary role of the «first generation» was
assigned, which was necessary only for a smooth transition to a new, more
efficient so-called quantum-safe cryptography’ .

3.4 Hash Functions and Hashing

Another important aspect of the application of cryptographic
transformations is hashing, or the computation of hash functions. Hash
functions have become the basis of modern authentication, EDS, blockchain
technology and much more.

This term appeared in the middle of the last century among specialists
involved in processing data arrays. So in 1953 Hans Peter Luhn proposed
using «hash encoding» in IBM programs. In 1956, Arnold Dumey described
the idea of «hashing» as it is used today. In 1957, the IBM Journal of
Research and Development published an article by W. Wesley Peterson

¢ In fact, crypto mathematicians estimate that 256-bit ECC operations are equivalent to
working with a 3072-bit modulus in RSA. And 160-bit and 224-bit ECC keys provide the
same security levels as 1024-bit and 2048-bit RSA keys, respectively.

7 Under this general term (in another version it also sounds like post-quantum cryptography)
in the field of information security, it is customary to understand a wide range of all kinds of
algorithms, protocols and communication devices capable of resisting threats from quantum
computers.
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on finding text in large files. This work is considered the first «serious»
work on «hashing». Werner Buchholz published an extensive study of hash
functions in 1963, and in 1968 Robert Morris® introduced the concept of
hashing into scientific circulation with his review of hashing.

Initially, the word «hash» comes from the English «hash», one of the
meanings of which is interpreted as «hash» or «confusion». Actually, this
definition quite fully describes the real meaning of this term. It is often said
about such a process that the process of «hashing» is taking place, which
again is derived from the English hashing («chop», «chop», «confuse», etc.).

Figure 3.5 — Hans Peter Lohn (1896-1964), Wesley Peterson (1924-2009)

Currently, hashing is the transformation of an array of input data of
arbitrary length into an output bit string of a fixed length, performed by a
certain algorithm.

The function that implements the algorithm and performs the
transformation is called a hash function or a convolution function. The
original data is called an «input array», «key» or «message».

The transformation result (output) is called «hash», «hash code», «hash
sumy, «message summary».

A hash function is any function h: X — Y that is easily computable and
such that for any message M the value h (M) = H (convolution) has a fixed
bit length. Where X is the set of all messages, Y is the set of binary vectors
of fixed length.

There are two important types of cryptographic hash functions — key
and keyless.

8 American Cryptographer (1932-2011). Not to be confused with Morris, Robert Tappan (born
1965) is an associate professor at the Massachusetts Institute of Technology; better known as
the creator of the first network worm.

17



Keyless hash functions are called error detection codes. They make it
possible with the help of additional means (encryption, for example) to
guarantee the integrity of the data. The main property of the keyless hash
function used was its sensitivity. This means that when the input data array
changes at least one bit, the value of the hash function will also change.

This property of simple (not reliable, but easily calculated) hash
functions has found application in controlling the integrity of transmitted
data. For example, such a hash function is the function of calculating the
checksum (CRC), which is used both when storing data arrays on media
and when transmitting data in computer networks to detect hardware errors
and failures — the so-called redundant coding). If the calculated hash value
matches the one stored with the file or sent with the packet (the so-called
checksum), then there was no loss during storage or transmission and the
file / packet can be used.

A similar scheme is used in blockchain technology, where the hash
acts as a guarantee of the integrity of the transaction (payment) chain and
protects transactions from unauthorized changes. Hash and distributed
computing make it almost impossible to hack the blockchain. Almost all
cryptocurrencies have been developed on blockchain technology, for
example, bitcoin.

The main condition for cryptographic hash functions is the impossibility
of calculating the initial data array from the final result (hash). The second
main condition of such hash functions is collision resistance, that is, a low
probability of obtaining two identical hash sums from two different data
arrays when processed by this function’ . Calculations using such algorithms
are more complicated, but the main factor here is not speed, but reliability.

Hashing is also used in the construction of an electronic digital signature
as a tool that reduces the computational complexity of setting and verifying
a signature, as well as its volume.

There are many hashing algorithms with different properties. The
most frequently used properties are the bit width of the hash function,
computational complexity and cryptographic strength. The choice of one
or another hash function is determined by the specifics of the problem it
solves.

The following requirements are imposed on keyless functions:

— unidirectionality;

° Also, the phenomenon of collisions when obtaining a hash is called the «twins effect» or
«birthday effect».
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— resistance to collisions;

— resistance to finding the second preimage.

Unidirectionality or irreversibility is understood as the high complexity
of finding a message by a given convolution value. It should be noted that the
existence of irreversible hash functions has not been proven, for which the
calculation of any preimage of a given hash function value is theoretically
impossible. Finding the reciprocal is usually only a computationally difficult
task.

Collision resistance refers to the difficulty of finding a pair of messages
with the same convolution values. Usually it is the cryptanalysts’ finding of
a method for constructing collisions that serves as the first signal that the
algorithm is outdated and the need to replace it soon.

The resistance to finding the second preimage is understood as the
complexity of finding a second message with the same convolution value for
a given message with a known convolution value.

Among the family of keyless hashing algorithms, the most famous are
the CRC16/32 algorithms, the MD2/4/5/6 family of algorithms, and the SHA
family of algorithms.

Algorithms CRC16/32 or Cyclic Redundancy Code are designed to check
data integrity and are used in error-correcting coding. The CRC algorithm
is based on the properties of remainder division of binary polynomials, that
is, polynomials over a finite field GF (2). The CRC value is the remainder
of the division of the polynomial corresponding to the input data by some
fixed generator polynomial.

To find the CRC from the file, the first word is taken. If the most
significant bit in the word is «l», then the word is shifted to the left by
one bit, followed by the XOR operation with the generating polynomial.
Accordingly, if the most significant bit in the word is «0», then after the
shift, the XOR operation is not performed. After the shift, the old MSB
is lost, and the LSB is freed - its value is set to zero. In place of the least
significant bit, the next bit from the file is loaded, and the operation is
repeated until the last bit of the file is loaded. After passing through the
entire file, the remainder remains in the word, which is the checksum. As
already mentioned, the algorithm is not a cryptographic transformation and
is only used to verify the integrity of the data.

The MDI1/2/3/4/5/6 algorithms are the creation of Ronald Rivest, one
of the authors of the RSA algorithm. The MDI algorithm was the first
in this line of algorithms, but its specification has never been published.
The MD2 algorithm was developed by Rivest in 1989 for use as one of the
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cryptographic algorithms included in the Privacy-Enhanced Mail (PEM)
standard for secure e-mail. Its C implementation was provided in RFC 1115.
And in 1990 MD2 was proposed as a replacement for BMAC (Bidirectional
MAC). Subsequently, the specification and updated implementation of MD2
was published in RFC 1319. In 2011, MD2 was officially decommissioned
due to many successful crypto attacks.

The MD3 algorithm has never been published. Apparently, the
development of MD3 was abandoned. After MD2, MD4, MD5 and MD6
were developed in 1990, 1991 and 2008, respectively.

Ronald Rivest noted that MD4 was created primarily as a very fast
hashing algorithm, so it can be bad in terms of cryptographic strength.
As subsequent studies showed, he was right, and for applications where
cryptographic strength is important, the MDS5 algorithm was used. The
vulnerabilities of the MD4 algorithm were demonstrated in an article by
Bert den Boer and Anton Bosselars already in 1991. The first collision was
found by Hans Dobbertin six years after publication in 1996.

The 128-bit MDS5 hashing algorithm was once very popular, but the first
prerequisites for hacking appeared in the late nineties, at the beginning of
the XXI, a number of cryptanalysts demonstrated successful fast ways to
find collisions. At the end of 2008, US-CERT urged software developers,
website owners and users to stop using MDS5 for any purpose, as research
showed the unreliability of this algorithm, and in 2011 the algorithm was
officially recognized as insecure and it was recommended to abandon its
use.

The MD6 (Message Digest 6) algorithm is designed to receive message
digests of arbitrary length. The algorithm was nominated for the SHA-3
competition, but, unfortunately, Rivest did not manage to bring it up to
standard and withdrew it from the second stage of the competition'®.

In 2009, Rivest published this algorithm with corrections of the identified
errors. Despite the fixes, the algorithm remains quite slow and loses in
speed to the SHA' algorithms.

The SHA line of algorithms were developed by NIST. In 1993, the NSA
partnered with NIST to develop a secure hashing algorithm now known as

1 Bruce Schneier commented: “This is the first-class self-rejection case that we would
expect from Ron Riveist, especially given the fact that there have been no attacks on the
algorithm, while other algorithms are susceptible to serious attacks, but their authors continue
to pretend, that nobody pays attention to it. «

1" MD6-512 is one and a half times slower than SHA2-512 on 32-bit platforms and almost
four times slower on 64-bit platforms.
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SHA-0. However, the algorithm was soon withdrawn by the developers and
in 1998, a 120-bit SHA-1 hashing algorithm of messages of arbitrary length
was proposed to replace it. At the present time, many successful theoretical
and practical attacks have been carried out on the algorithm'. Therefore,
a number of companies abandoned the use of this algorithm: for example,
Google abandoned it in 2014, and Yandex in 2016.

In 2002, the NSA and NIST published a new version of the hashing
algorithm called SHA-2. More precisely, SHA-2 is the collective name
for the SHA224, SHA256, SHA384, and SHAS512 algorithms. In March
2012, the latest version of the algorithm was released. At the moment,
the vulnerabilities found by Indian researchers Somitra Kumar Sanadia
and Broadsword Sarkar are known for the algorithm. However, due to the
algorithmic similarity of SHA-2 to SHA-1 and the presence of potential
vulnerabilities in the latter, it was decided that SHA-3 will be based on
a completely different algorithm. Accordingly, on October 2, 2012, NIST
approved the Keccak algorithm as SHA-3, developed by a group of authors
led by Ioan Dyman.

In the Russian Federation, in 1994, the 256-bit Russian standard - GOST
34.11-94 was recommended for obtaining hash functions for cryptography.
In 2008, a team of experts from Austria and Poland discovered a technical
vulnerability that reduced the search for collisions by 223 times. Thus, the
number of operations required to find a collision is 2105, which, however, is
practically not feasible at the moment. In 2012, the algorithm was outdated
and decommissioned. Since January 1, 2013 it has been replaced by GOST
R34.11-2012 «Stribogy.

There are also key hash functions that do not use any basis such as
block ciphers or keyless hash calculations, but are developed independently,
taking into account the effective implementation on modern computers.
For example, the key hash function used in the Message Authenticator
Algorithm (MAA), as approved by the ISO 8731-2 standard.

Key hash functions are called message authentication codes. They make
it possible, without additional means, to guarantee both the correctness of
the data source and the integrity of the data in systems with users who trust
each other.

2 February 23, 2017 experts from Google and CWI announced a practical hacking of the
algorithm.
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3.5 Digital Signature

The development of the Internet has created many opportunities. One of
such opportunities is electronic document management. Currently, to carry
out legal transactions, there is no need to use paper media, edit and sign
them, send them to each other and be afraid of their loss or theft. Electronic
storage of information and means of data transmission have solved these
issues. However, the situation was more complicated with the signing of
these documents and their protection from forgeries and modifications.

Everyone probably remembers the riot of fraudulent documents after the
appearance of color printers, which made it possible to print any previously
scanned signature or seal with high quality. This even led to legislative
requirements for stamping

«Copy» on color photocopies of documents, although, of course, this
measure absolutely does not protect against these types of fraud. The
situation became even more complicated with the appearance and a sharp
decrease in the cost of laser engraving machines, which could make a copy
of any seal or signature cliche within a minute for ridiculous money.

But these are the problems of paper media in which information is
physically attached to the media - paper. In this case, at least some physical
traces of document manipulation may remain. Dealing with electronic
documents is more complicated. Here information is the document. In
this case, there are also problems of trust between the participants in the
processes, there are frauds of forgery, alteration, desertion and reuse of
documents. To solve these problems of electronic document management, it
was proposed to use mechanisms of electronic digital signature (EDS).

At present, an EDS is a requisite of an electronic document obtained as
a result of cryptographic transformation of information using a private or
secret signature key. EDS as a mechanism allows you to check the absence
of distortion of information in an electronic document from the moment
the signature was formed (integrity), whether the signature belongs to the
owner of the signature key certificate (authorship), and in case of successful
verification, confirm the fact of signing the electronic document (non-
repudiation).

The digital signature is based on asymmetric encryption mechanisms.
Therefore, naturally, its development began with the work of Diffie-Hellman
in 1976 and the appearance of the Rivest-Shamir-Adleman RSA system in
1977. The RSA system became the first mechanism for setting and verifying
a digital signature.
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In the future, significant milestones in the development of EDS methods
were:

— 1981 — the DSA algorithm was developed, which is still used as the

US standard for electronic signature;

— 1984 — the creation of the El Gamal cryptosystem and the forumization
by Shafi Goldwasser, Silvio Micali and Ronald Rivest of the security
requirements for digital signature algorithms. They also described the
models of attacks on EDS algorithms;

— 1991 — the DSS (Digital Signature Standard) standard for electronic
signature was published, the developer of which was the US National
Institute of Standardization and Technology (NIST). In the same year,
a law on electronic digital signature was developed in the Russian
Federation (although it will be adopted only in 2001);

— 1997 — the law on digital signature was adopted in Germany;

— 2003 — laws on digital signatures were adopted in the Republic of
Kazakhstan and Ukraine.

From the point of view of legislation, at present, in many countries, the
concepts of unqualified electronic signature and simple electronic signature
have been introduced.

A qualified signature differs from an unqualified one in that a qualified
signature is issued by an accredited certification center, and an unqualified
signature is issued by a non-accredited center.

Now it is safer and safer to use a qualified electronic signature. An
unqualified signature is now practically not used. The need for such a
signature was at a transitional stage, when the law was in place, and there
were no accredited certification centers yet.

A qualified electronic signature is intended to identify the person
who signed an electronic document, and is an electronic analogue of a
handwritten signature in cases provided for by law.

A qualified electronic signature is used when making civil transactions,
providing state and municipal services, performing state and municipal
functions, and performing other legally significant actions.

There are several schemes for building a digital signature:

— based on symmetric encryption algorithms. This scheme provides for
the presence of a third party in the system — an arbitrator who is trusted
by both parties. Document authorization is the very fact of encrypting
it with a secret key and transferring it to the arbiter. However, such a
scheme is very vulnerable to attacks on the arbiter. An arbitrator who
has once been compromised is unlikely to be trusted,
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— based on asymmetric encryption algorithms. At the moment, such
electronic signature schemes are the most widespread and are widely
used in both «citizen-government» and «business-to-business»
relationships.

In addition, there are other types of digital signatures (group signature,
indisputable signature, trusted signature), which are modifications of the
schemes described above. Their appearance is due to the variety of tasks
solved with the help of EDS.

Since the documents being signed are variable and often very large, in
most cases the signature is placed not on the document itself, but on the
hash function of this document.

Using hash functions has the following advantages:

— the advantage of computational complexity. Usually the hash of a
digital document is made many times smaller than the size of the
original document, and the algorithms for calculating the hash are
faster than the EDS algorithms. Therefore, generating a hash of a
document and signing it is much faster than signing the document
itself;

— compatibility advantage. Most algorithms operate on strings of data
bits, but some use different representations. The hash function can be
used to convert arbitrary input text to a suitable format;

— integrity benefits. Without the use of a hash function, a large electronic
document in some schemes must be divided into sufficiently small
blocks to use the algorithm for setting an EDS. During verification, it
is quite difficult to determine if all blocks were received and if they
are in the correct order.

However, the use of a hash function is not necessary for an electronic
signature, and the function itself is not part of the EDS algorithm, therefore,
any hash function can be used or not used at all.

It should also be noted that the use of hashing introduces its own
vulnerabilities into the EDS scheme.

Asymmetric EDS schemes refer to public key cryptosystems. Unlike
asymmetric encryption algorithms, in which encryption is performed using
a public key and decryption using a private key, in asymmetric digital
signature schemes, signing is performed using a private key, and signature
verification is performed using a public key.

For example, consider the algorithm for setting and
verifying a digital signature. Instead of a document, we
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use the text «1 2 3 4 5 6 7». For ease of understanding,
let’s take the algorithm for obtaining the hash function
as the sum of the wvalues of all the numbers in the
message. When generating keys, we use the RSA system
algorithm:

1) Choose p = 3 and g = 11.

2) Define n = 3 ¢ 11 = 33.

3) Find (p-1l) ¢ (g-1]) = 20. Therefore, d will be equal,
for example, 3: (d = 3).

4) Choose the number e according to the following
formula:

(¢ 3) mod 20 = 1. So e will be equal, for example,
T (e = T).

5) We will accept the pair of values e and n as the
public key {7,33} and publish it so that anyone can check
the validity of the signature.

6) We accept a pair of wvalues d and n as a secret
signature key {3.33} and we will use it to issue an EDS

7) To set up an EDS for the text, we will receive a
hash function, which will be equal to h =1 + 2 + 3 + 4
+ 5 4+ 6 + 7 = 28.

8) Let’s encrypt h using the private signature key
{3.33}

EDS1 = (23) mod 33
EDS2 = (83) mod 33

8 mod 33 = 8;
512 mod 33 = 17.

Thus, the message “1 2 3 4 5 6 7 «and his electronic
digital signature» 8 17 «. The public key of the signature
owner {7,33} will also be published.

Upon receipt of the message «1 2 3 4 5 6 7» and its
EDS «8 17» perform the following sequence of actions:

1) Let’s calculate the hash function of the message,
which will be equal to hl =1 + 2 + 3 + 4 + 5 + 6 + 7
= 28.

2) Let’s decrypt the EDS in order to obtain the hash
function of the original message h using the public key

h(1)
h(2)

(87) mod 33 = 2 097 152 mod 33 = 2;
(177) mod 33 = 410 338 673 mod 33 = 8.

Since the calculated hash function hl and the
decrypted hash function coincide, we make a decision
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that the message “1 2 3 4 5 6 7” has not been modified
and signed by the owner of the key, which is true.

Consider an example when you receive another message
that has the same signature and the same key. For
example, the message «2 3 4 5 6 7 8» is received. Then
the hash wvalue calculated by the recipient will be 35,
and the decrypted value will be equal, as we calculated
above, 28. Accordingly, the wvalues are not equal and
the conclusion that this document (message) does not
correspond to the submitted signature, which 1is also
true.

Finally, consider an example that demonstrates
the potential for collisions in a hash function and,
therefore, the security implications. The hashing

algorithm we use 1is not sensitive to the permutation of
characters in the message, and also easily allows us to
calculate twin messages that have the same hash value.
For example, the recipient got the forged message «10
8 5 5», EDS and the key from the document of the first
example. As a result of calculations, the recipient will
receive hl = 28, which will coincide with the decrypted
value. Naturally, on the Dbasis of such data, he will
decide that the message «10 8 5 5» with the EDS «8 17»
was sent by the owner of the key, although this is a
fraud.

As can be seen from the examples, attacks of three types can be carried
out on EDS: collisions of the first and second order and social attacks.
Forgery of a document (collision of the first kind).

A first-order collision or document forgery means that an attacker can
try to match a document to a given signature so that the signature matches
it (as shown in the example). However, in most cases, there can be only one
such document. The reason is this:

— the document is still a meaningful text and it is almost impossible to
select changes that satisfy the attacker;

— the text of the document is drawn up in the prescribed form, which
also significantly complicates the forgery of a document (of course, only in
terms of an EDS);

— documents are rarely issued in the form of a text file, most often in
DOC or PDF format.
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If a fake set of bytes collides with the hash of the original document,
then the fulfillment of these three conditions also makes the probability of
this attack practically equal to zero.

Much more likely to be a Type II attack. In this case, the attacker
fabricates two documents with the same signature, and at the right time
substitutes one for the other. When using a reliable hash function, such an
attack must also be computationally complex. However, these threats can be
realized due to the weaknesses of specific hashing algorithms, signatures,
or errors in their implementation. In particular, in this way it is possible to
carry out an attack on SSL certificates and the MD5 hashing algorithm.

Social attacks are not aimed at cracking digital signature algorithms, but
at manipulating users’ public and private keys:

— an attacker who stole a private key can sign any document on behalf

of the key owner;

— an attacker can trick the owner of the private key to transfer this key

to him;

— an attacker can trick the owner into signing a document, for example,

using a blind signature protocol;

— an attacker can replace the owner’s public key with his own,

impersonating him.

The use of key exchange protocols, establishing the lifetime of EDS keys
and protecting the private key from unauthorized access reduces the risk of
these attacks..

3.6 Prospects for the Development and Problems of
Using Cryptosystems with Open (Public) Key

The development of cloud technologies, cryptocurrencies and just
electronic money, blockchain technology, and even the «departure» to
electronic business, of course, will increase the requirements for the applied
technologies of cryptographic data protection, reliable user authentication
and legal protection of transactions. The solution to these issues is
impossible without the use of methods for distributing keys in an insecure
digital environment — methods of asymmetric cryptography.

The expected appearance of quantum computers, parallelization of
computations, requires researchers in the field of cryptographic protection
to fundamentally strengthen cryptographic algorithms. And one of these
steps in the field of asymmetric encryption was the emergence of the SHA3
algorithm.
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Naturally, this will lead to an increase in the computational complexity
of cryptoalgorithms. Therefore, one of the possible business approaches
can be the active introduction of lightweight cryptoalgorithms that allow
you to get practically the same cryptographic strength, with a much lower
computational strength.

Also, one should not discard the fact that all modern asymmetric
cryptography is based on the lack of results on the construction of
mathematical or computational algorithms for solving inverse problems.
And no one guarantees that such algorithms will not appear in the future.
For example, in 1994, the first Russian standard in the field of electronic
digital signatures was adopted — GOST R34.10-94 «Information technology.
Cryptographic information protection. Procedures for generating and
verifying an electronic digital signature based on an asymmetric
cryptographic algorithm». He defined the procedures for working with EDS
based on the El Gamal scheme. The impossibility of forging a signature
is based on the complexity of solving the discrete logarithm problem
in a field of p elements. However, mathematics does not stand still, and
mathematicians have developed the so-called number field sieve method.
With its help, you can «crack» the EDS generated according to the El
Gamal scheme, at least in the case of a 512-bit module p.

Questions for Self-Control

What is an asymmetric cryptosystem?

Who uses the public (public) key in an asymmetric crypto system?

Who proposed the idea of asymmetric encryption?

What was the first asymmetric encryption system?

What encryption algorithm is the US based on post-quantum

cryptography?

What is the recommended key length in asymmetric cryptosystems?

What is a hash function?

8. What hashing algorithms are currently recommended for use in the
uUs?

9. What is a digital signature?

10. What algorithms for setting and verifying EDS are used in the

Republic of Kazakhstan?
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CHAPTER 4. CRYPTOGRAPHIC KEY MANAGEMENT
Keywords: key distribution center, service, session key,SSL, TSL
4.1. Key Management in Systems with Open (Public) Key

One of the main applications of the public key encryption scheme is to
solve the key distribution problem. There are two very different uses for
public key encryption in this area:

— distribution of public keys;

— using public key encryption to distribute secret keys.

Several methods have been proposed for distributing public keys. In fact,
they can be grouped into the following general classes:

— public announcement;
publicly accessible catalog;

— an authoritative source of public keys;
public key certificates.

The simplest way to distribute is publicly disclosing public keys,
or so-called uncontrolled key distribution. In this method, any party
participating in the exchange of data can provide their public key to any
other party or transfer the key by means of communication in general for
everyone.

This approach is convenient, but it has one drawback: such a public
announcement can be made by anyone, including an attacker. This means
that someone posing as user A can send the public key to another network
user or offer such a public key for public use. As long as user A opens the
fraud and warns other users, the forger will be able to read all encrypted
messages that have arrived for A during this time, and will be able to use
the forged keys for authentication.

The second way is using a publicly accessible directory or a centralized
scheme. In such a situation, some reliable center should be responsible
for the maintenance and distribution of the public catalog. Such a scheme
should include the following elements:

— an authorized entity that maintains a directory with entries of the

form {name, public key} for each of the participants;

— each participant registers his public key. Such registration must take

place either in person at the participant’s presence or through secure
communication channels;
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— if the key is compromised, the participant can replace the existing key

with a new one at any time using authentication means;

— the catalog is regularly updated.

This scheme is more secure than individual public announcements, but
it is also vulnerable. If the adversary succeeds in obtaining the private key
of the entity authorized to maintain the catalog, he can issue falsified public
keys and, therefore, act on behalf of any of the participants in the exchange
of data and read messages intended for any participant.

The third option is to use an authoritative source of public keys. This
scenario assumes the existence of some kind of key distribution center
authorized to maintain a dynamic catalog of public keys of all participants
in the exchange of data. In addition, each of the participants reliably knows
the center’s public key, but only the center knows the corresponding private
key. In this case, the following actions are performed:

— initiator A sends a message with a date / time stamp (rendering N,)

to an authoritative source of public keys with a request for the current
public key of participant B;

Authoritative
source of keys \

4) Request/Time,

"

1)Request/Time,

2) EKR_ /KU,/Request/ Time,

auth’

5) EKR_ /KU //Request/ Time,

3) EKU,(ID )N, \

6) E KU,(N/N,)
Initiator A «— — | Respondent B

AN e
7) E KU,(N,)

Figure 4.1 — Scenario for key distribution when using an authoritative key source

— the authoritative source replies with a message that is encrypted using
the private key of the authoritative source KRauth. Initiator A can
decrypt this message using the public key of the authoritative source.
Therefore, sender A can be confident that the message comes from
an authoritative source. This message should include: the public

132



key of participant B (KU,), the original request (so that party A can
make sure that the request has not been changed on the way to the
authoritative source) and the original date / time stamp (opportunity
N)) so that the sender A can make sure that this is the answer to this
particular request;

the initiator A saves the public key of the participant B and uses it
to encrypt the message sent to the recipient B and containing the
identifier of the sender A (ID, ) and the opportunity N ;

respondent B receives the public key of participant A from an
authoritative source in exactly the same way as sender A received the
public key of receiver B.

At this point, the public keys have been delivered to participants A and
B, so that now A and B can begin secure communication. But before that, it
is advisable for them to perform the following two additional steps:

respondent B sends a message to initiator A, encrypted with KU,
and containing the opportunity of the sender A (N)), as well as a new
opportunity generated by the participant B (N,). The presence of N1
in this message convinces participant A that the sender of the received
message was B;

initiator A returns N, encrypted using the public key of participant B,
so that he can verify that the sender of the response is A.

This key distribution option requires seven messages. However, sending

the first four messages is infrequent, since both parties can save each
other’s public keys for later use, which is usually called caching.

The fourth option uses public key certificates. In the previous scenario,
Authority Source is the bottleneck in the system. An alternative approach
was proposed in 1978 by Loren Kohnfelder. In this method, each certificate
contains a public key and other information, is generated by an authoritative
certificate authority, and issued to the principal. The system has the
following requirements:

any participant must be able to read the certificate to determine the
name and public key of the certificate owner;

any participant should be able to verify that the certificate comes from
an authoritative source of certificates and is not a fake;

only an authoritative source of certificates should be able to create and
modify certificates.

Denning added the following requirement to these rules — any participant
must be able to check the validity of the certificate.
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Figure 4.2 — Exchange of public key certificates

Each participant in such a system contacts the certificate authority,
providing a public key and requesting a certificate for it through a secure
form of communication.

The Center sends CA and CB certificates containing

— certificate validity period;

— owner ID;

— the public key of the owner of the certificate.

However, certificates are encrypted using the private key of an
authoritative source.

In this case, user A can send the certificate to any participant. The
recipient of the certificate uses the public key KUauth of the certificate
authority to read the certificate. This gives a guarantee that the certificate
came from him..

4.2 Secret Key Exchange Protocol

With symmetric encryption, both parties must have the same secret
key. Therefore, the cryptographic strength of any symmetric cryptographic
system is highly dependent on the key distribution system used.

For two sides A and B, the distribution of keys can be organized in four
different ways:

— the key is selected by side A and physically delivered to B;

— the key is chosen by a third party and physically delivered to A and B;

— one of the parties transmits the new key in encrypted form using the

old key;

— third party C delivers keys A and B via secure communication

channels, i.e. a certain Key Distribution Center (KDC) is used.
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In this case, for symmetric cryptosystems, the key distribution scheme
(protocol) can be centralized and distributed (with an intermediary and self-
sufficient).

The use of KRC assumes the organization of a hierarchy of keys (at
least two levels). Communication between end users is encrypted using a
temporary key called a session key. The session key is received from the
KRC through the same communication channels that are used for data
delivery. Session keys are transmitted in encrypted form, and for their
encryption, a master or master key is used, which is common for the KRC
and the given user.

This master key scheme requires N (per user). They are distributed in a
non-cryptographic manner (physical delivery to the addressee).

Suppose that when using a centralized key distribution scheme, user
A wants to transfer information to user B and a one-time session key is
required to protect the data.

In this case, user A has a secret key K, known only to him and the
KRC, and user B has K, (K and K| are the master keys of users A and B,
respectively, Ks is a one-time session key).

The exchange of information is as follows:

1. User A sends a request to the KRC to obtain a session key to protect

communication with B. In this case, the sent request must include:

— information allowing to unambiguously determine A and B (ID,,
ID,):

— some identifier N1, unique for each request and called a case. The
occasion can be a time, a counter, a random number.

2. The KRC responds to the request of user A by encrypting the answer
with the key Ka (the master key of user A). The only user who can
read the answer is A (therefore, A is sure that the message came from
the KRC).

The KRC response message includes the following elements intended

for A:

— a one-time session key K_ (for communication between user A and
user B);

— request with opportunity N, so that user A can match the response
with the request.

Thus, user A can make sure that his request has not been changed on
the way to the KRC, and the opportunity does not allow confusing the
answer to this request with the answer to previous requests.
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The CRC response message includes the following elements intended
for B.

— one-time session key Ks;

— User ID, - ID,.

Both elements are encrypted using the K, key (master key of the KRC
and user B).

1. User A saves his session key and sends to user B information from
the KRC intended for B.

User B receives Ks and knows that the information received has come
from the CRC (since it is encrypted by the CW, which only B and the KRC
know).

Thus, both user A and B have a session key.But before exchanging data,
it is advisable to do the following:

2. Using the received session key Ks user B sends user A a new
opportunity N,.

3. User A uses Ks to return f (N2). This is to convince user B that the
message he originally received was not reproduced by the attacker.

Thus, not only key transfer is provided, but also authentication (steps 4
and 5).

/ Authoritative source of keys

(1)IDA] 1Dg| N, 3) e
\ (2) EKa/_\A
v (4) Ex
User A (initiator) < User 3 (Respondent)

(5) EK/

Figure 4.3 — Centralized scheme for the distribution of secret keys

It should be noted that it is not necessary to assign the key distribution
function to one KRC. It is more profitable to use some hierarchy of the
KRC. The more often the session keys change, the more reliable they are,
but the distribution of the session keys delays the start of the communication
session and increases the network load.
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The use of the KRC assumes that the KRC must inspire confidence and
be reliably protected from encroachment. These requirements can be waived
by using a decentralized (self-sufficient) key distribution scheme.

(1) Request/N, (opportunity)

(2) Emkml[Ks| [1Dg| CypaTbim|f(N1) | [No] ‘

Initiator A ¢ Respondent B |

\ (3) Exelf(N,)]

Figure 4.4 — Decentralized secret key distribution scheme

In a decentralized key distribution scheme, the session key can be
determined by the following sequence of actions:
— user A sends a request to receive Ks + opportunity N,;
— user B answers by encrypting the answer using a common master key
EMKm between A and B;
— user A returns f (N), encrypting with Ks.

4.3 Security Certificates

Security certificates or public keys are data structures designed to store,
distribute, or send public keys over insecure channels with a guarantee of
their integrity and authenticity (belonging to specific subjects).

The purpose of using certificates is to make the public keys of some
subjects (interacting parties) available to others so that their authenticity (ie
belonging to specific subjects) and validity can be reliably verified.

In the certificate, the identifying information about the object (party,
key owner) is reliably associated with its public key. Authenticity is ensured
by verifying the signature of the publisher — a certification authority or
certification authority that you trust.

A public key certificate is a digital document (data structure) consisting
of a data section and a signature section.

The data section contains public data including, at a minimum, the public
key and identifying information (object name and additional information).
Custom name in distinguished name (DN) format. The DN defines the name
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of the user, and any additional attributes required for a unique identifier for
the user (for example, the DN might contain the user’s employee number).
A public key is required so that users can implement information protection
services through the use of public keys in the certificate.

Additional information may include:

— the validity period of the public key;

— serial number or name identifying the certificate or key;

— additional information about the owner of the certificate (for example,

a regular or network address);

— additional information about the key (eg algorithm and intended use);

— special characteristics related to the identification of the represented

object, the generation of a key pair or other policy issues;

— information to facilitate signature verification;

— specific operations for which the public key should be used (data

encryption or digital signature).

When they talk about issuing a certificate, it means signing the data
section by a certification authority. By issuing a certificate, the publisher
authenticates (gives its guarantees of authenticity) the relationship between
the public key of the subject and the information identifying it.

One of the first protocols to use certificates was SSL. SSL (Secure Sockets
Layer) is a cryptographic protocol that implies more secure communication.
It uses asymmetric cryptography to authenticate exchange keys, symmetric
encryption to preserve confidentiality, message authentication codes for
message integrity.

SSL was originally developed by Netscape Communications to add
HTTPS to its Netscape Navigator web browser. Subsequently, on the basis
of the SSL 3.0 protocol, an RFC standard was developed and adopted, which
was named TLS. In 2014, the US government reported a vulnerability in the
current version of the SSL protocol. SSL should be dropped in favor of TLS.

Essentially, an SSL certificate is a digital signature of a site that confirms
its authenticity and security to the client. Using a certificate helps protect
both the site owner and his clients. An SSL certificate enables the owner
to apply SSL encryption technology to his site. Thus, the purpose of an
SSL certificate is to ensure a secure connection between the server and the
user’s browser, reliably protect data from interception and spoofing.

Certificates are usually purchased not directly from a certification
authority, but through partners. In Kazakhstan and Russia, many companies
sell certificates of well-known certification authorities, such as Comodo,
Geotrust, GoDaddy, GlobalSign, Symantec and others. The SSL root
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certificates of these authorities are preinstalled as trusted in all popular
browsers.

There are certificates of different levels of verification. To protect
personal data of users, they usually use a certificate with simplified
verification — DV (Domain validation).

The next level is the Organization validation (OV) certificate, which
is used to validate the relationship between the domain name, the domain
owner, and the company using the certificate. That is, such a certificate
certifies not only the domain name, but also that the site belongs to a really
existing organization.

For a better check of the company and its authority to purchase
certificates, so-called certificates with extended validation — EV (Extended
validation) are used.

There are also national safety certificates.

4.4 Anonymous Key Distribution

If users themselves cannot choose their own keys, then they must use
the services of a key distribution center. The problem is that keys have
to be distributed in such a way that no one can determine who got which
key. The key distribution procedure in this case is called «anonymous key
distribution» and may look like this:

— user A selects a pair «public key, secret key»;

— KRC generates a continuous stream of keys;

— KRC encrypts the keys, one by one, with its public key;

— KRC transmits encrypted keys, one by one, to the network;

— user A chooses a key at random;

— user A encrypts the selected key with his public key;

— user A waits for some time and sends the double-encrypted key back

to the KRC;

— KRC decrypts the twice encrypted key with its own private key,
leaving the key encrypted once with the public key of user A;

— KRC sends the encrypted key back to user A;

— user A decrypts the key with his private key. A completely anonymous
session can be established using, for example, SSL, the RSA or Diffie-
Hellman algorithm to generate exchange keys. In the case of RSA,
the client encrypts its private key (pre_master secret) with the public
key of an uncertified server. The client learns the public key from
the key exchange message from the server. The result is sent in a key
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exchange message from the client to the server. Since the interceptor
does not know the server’s private key, it will be impossible for him to
decrypt the secret (pre_master secret).

With the Diffie-Hellman algorithm, the server’s public parameters are
contained in the key exchange message from the server, and are sent to the
client in the key exchange message. An interceptor that does not know the
private values cannot find the secret (pre_master secret).

Questions for Self-Control

1. What is the key exchange problem?

2. How is the key exchange for symmetric encryption implemented?
3. Who came up with the idea of key exchange?

4. Which key exchange system is currently the most common?

5. What key distribution centers are there?

6. What are the problems of using key distribution centers?

7. What protocols use cryptographic key management mechanisms?
8. Why did the US recommend that you stop using SSL certificates?
9. What is a TSL certificate?

10. What safety certificates are used in the Republic of Kazakhstan?
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CHAPTER 5. BRIEF INFORMATION ABOUT
CRYPTO ANALYSIS

Keywords: cryptanalysis, cryptographic attack, brute force, dictionary
brute force, frequency analysis, differential analysis, linear analysis, side
channel attacks.

5.1 Brief History of Cryptanalysis

The term «cryptanalysis» was introduced into scientific terminology in
1920 by the American cryptographer William F. Friedman. And although
this term is less than a hundred years old, the very actions to decrypt secret
messages began to be taken from the moment the first ciphers appeared!.

In the VIII-XV centuries, Arab scientists made a significant contribution
to the development of cryptanalysis. At that time, the works of Khalil
al-Farahidi («The Book of the Secret Language»), Al-Kindi («Manuscript
on Deciphering Cryptographic Messages»?), Shihab al-Kalkasandi («Subh
al-Aasha»’) were written.

In the 15th-19th centuries, the development of mechanisms for
decrypting intercepted messages began to actively develop in Europe. The
works of such well-known European scientists of the modern time as Leon
Battista Alberti, Johann Triemus, Friedrich Kasiski, Auguste Kerkhoffs are
devoted to both the description of ciphers and issues of cryptanalysis.

Also during this period, the first state services began to stand out in
Europe, in which they dealt with the decryption of intercepted secret
messages. One of the first such services was the French «black cabinets»
(French Cabinet Noir) organized by the Minister of War Francois Lavoie.
The English Black Office appeared in 1655 under the Secret Service of the
Parliament (English Secret Office) to transcribe letters. During the reign of
Empress Maria Theresa, a decryption service (Geheime Kabinets-Kanzlei)
was established in Austria. At its peak in the years 1730-1760, Kabinets-
Kanzlei was considered the best organization of its kind in Europe. In
Russia, the date of the establishment of the first state encryption service
can be considered 1549 — the formation of an «ambassadorial order» with a
«digital department».

! An example is one of the first known decryption devices - «antiscitalu.

2 Al-Kindi’s book contains the first known mention of frequency-based crypto-analysis.

3 In the book of Shihab al-Kalkashandi, the first currently known tables of the frequency of
occurrence of letters in the Arabic language based on the text of the Koran are presented.
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After the First World War, formally closed in 1911, the «black offices»
came under the jurisdiction of military intelligence and counterintelligence.

During this period, electromechanical decryption devices were actively
introduced into cryptanalysis, the most famous of which was the «Bomb
machine» by Alan Turing.

The advent of electronic computers gave rise to new directions of
cryptanalysis.

Initially, cryptanalysis methods were based on the linguistic laws of
natural text and were implemented using manual calculations. Over time,
the role of purely mathematical methods of analysis in cryptanalysis
increased, the implementation of which is impossible without the use of
computer technology. At present, for cryptanalysis, as a rule, specialized
cryptanalytic computers are used.

5.2 Methods of Cryptanalysis

Currently, the term «cryptanalysis» is understood as a science that deals
with the assessment of the strengths and weaknesses of encryption methods,
as well as the development of methods to break cryptosystems.

An attempt to break a specific cipher using cryptanalysis methods is now
called a cryptographic attack on that cipher. A cryptographic attack in the
course of which it was possible to uncover the cipher is called «breaking»
or «breakingy the cipher.
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Figure 5.1 — «Objectives» of cryptanalysis methods
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One of the first types of cryptographic attacks was frequency analysis.
The method is based on the fact that the frequency of occurrence of a given
letter of the alphabet in sufficiently long texts is the same for different
texts of the same language. Moreover, in the case of mono-alphabetic
encryption, if the ciphertext contains a character with a similar probability
of occurrence, then we can assume that it is the specified encrypted letter.
Similar reasoning applies to N-grams in the case of polyalphabetic ciphers.
The frequency method gave rise to the requirement for a uniform distribution
of characters in the ciphertext. Today, the principles of frequency analysis
are widely used in password guessing programs and can reduce the search
time by several orders of magnitude.

The brute-force method is also sometimes called the «brute force
methody. The ability to break ciphers by brute-force attacks appeared with
the spread of high-performance computing technology for cryptanalysts.

When attempting a ciphertext-only attack, it is required to analyze
the output of the algorithm and check its «meaningfulness». The task of
highlighting a meaningful text, that is, determining the fact of correct
decryption, is solved with the help of a computer using the so-called
«Markov chains» or finite automata.

Key Attack. Most of the keys used by people have a phonetic similarity
to words in natural language, caused by the ease of remembering this kind
of information, as opposed to randomly generated keys. Therefore, the use
of specially generated dictionaries can significantly reduce the key selection
time.

Pseudo-random number generators are another source of threat to the
strength of the cryptosystem. If a weak cryptographic algorithm is used to
generate keys, then regardless of the cipher used, the entire system will be
unstable.

The greatest progress in the development of methods for uncovering
block ciphers was achieved at the very end of the twentieth century, and is
associated with the emergence of two methods — differential, or differential,
cryptanalysis and linear cryptanalysis.

Differential cryptanalysis method combines the idea of a general
linear structure with the use of probabilistic-statistical research methods.
It is based on the study of the differences between the encrypted values
at different rounds for a pair of matched open messages when they are
encrypted with the same key. The method was proposed in 1990 by Israeli
specialists Eli Biham and Adi Shamir. This is a statistical attack that offers
a list of the most likely encryption keys.
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The emergence of this method of cryptanalysis led to the emergence
of a requirement for the uniformity of the distribution of the difference of
ciphertexts, for compliance with which the ciphers were checked at well-
known competitions, such as AES and NESSIE. It should also be noted that
differential analysis is applicable to hacking hash functions.

Like differential analysis, linear analysis is a combined method
that combines the search for linear statistical analogs for encryption
equations and statistical analysis of available plain and cipher texts, also
using matching and brute force methods. This method examines the
statistical linear relationships between the individual coordinates of the
plaintext vectors, the corresponding ciphertext and the key, and uses these
relationships to statistically determine the individual coordinates of the key
vector.

The method of linear cryptanalysis made it possible to obtain the
strongest results in the disclosure of a number of iterative block encryption
systems, including the DES system. The method of linear cryptanalysis in
an implicit form was proposed in the work of Sean Murphy also in 1990,
where it was successfully used in the analysis of the FEAL block cipher
system. In 1992, Mitsubishi Electric Company senior researcher Mitsuru
Matsui formalized this approach, and later successfully applied it to the
analysis of the DES cryptoalgorithm.

Almost all asymmetric cryptography algorithms used are based on
factorization problems (for example, the RSA cryptosystem) and discrete
logarithm in various algebraic structures (El-Gamal digital signature
scheme). Therefore, for cryptanalysis of asymmetric cryptosystems,
universal methods can be used — for example, the «meeting in the middle»
method. Another approach is to solve the inverse mathematical problem
underlying the asymmetric cipher. In recent years, significant progress has
been observed in the study of the problem of factorization of integers and
discrete logarithms. This can be confirmed by the following fact: in 1977
it was believed that the factorization of a 125-bit number would take 40
quadrillion years, but already in 1994 a number consisting of 129 binary
digits was factorized.

The most efficient algorithms for factorization and discrete logarithms
today have not exponential, but subexponential time complexity. These
are algorithms that use a factor base. The first subexponential algorithm to
compute the discrete logarithm in a prime field Zp was proposed by Leonard
Adleman. In practice, Adleman’s algorithm was not efficient enough; Don
Coppersmith, Andrew Odlyzko and Richard C. Schroeppel proposed their
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version of the subexponential discrete logarithm algorithm — «COSy», and
the number field sieve algorithm proposed by Oliver Shirokauer works more
efficiently for p> 10100 and various modifications of the COS method.

A number of successful attacks on systems based on the complexity
of discrete logarithms in finite fields led to the fact that the American and
Russian standards for electronic digital signature, which were adopted in
the nineties and based on the El Gamal scheme, were updated in the 2000s
and translated into elliptic curves.

Side channel attacks use information that can be obtained from the
encryption device and is neither clear text nor ciphertext. Such attacks
are based on the correlation between the values of physical parameters
measured at different moments during computations and the internal state
of the computing device related to the secret key. This approach is less
generalized, but often more powerful than classical cryptanalysis.

Figure 5.2 — Mitsuru Matsui (1961), Andz;ew Michael Odlizko (1949),
Richard Schreppel (1948)

In recent years, the number of cryptographic attacks exploiting
weaknesses in the implementation and placement of cryptoalgorithm
mechanisms has increased dramatically. The adversary can measure the
time it takes to complete a cryptographic operation, or analyze the behavior
of the cryptographic device when certain computation errors occur. Another
approach involves tracking the energy consumed by the system during
operations with the secret key (for example, decrypting or generating a
signature). It is sometimes not difficult to collect side information - today
more than ten side channels have been identified, including electromagnetic
radiation, errors in the communication channel, cache memory and light
radiation.
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In 1994, Peter Shor discovered the so-called «bounded probabilistic»
factorization algorithm, which allows using a quantum computer to factor
a number in polynomial time in the dimension of the problem. Shor’s
algorithm for factoring numbers was a major advance in the field of quantum
computing algorithms. It was from this moment that increased funding for
work on the creation of quantum computers began.

It is important to note that Shor’s algorithm is extremely simple and is
content with much more modest hardware than that of a general-purpose
quantum computer. There are already concrete results in the field of
quantum cryptography. So, the IBM corporation in 2017 at the IEEE
Industry Summit on the Future of Computing announced the creation of
a prototype of a 50-qubit quantum computer, and from 2016 everyone can
work on a cloud 20-qubit quantum computer.

Figure 5.3 — IBM 50-qubit quantum computer (2017)

Questions for Self-Control

1. What is cryptanalysis?

2. What attacks are used against mono-alphabetic and polyalphabetic
ciphers?

3. What is the main vulnerability of a mono-alphabetic cipher?

4. Why is the brute force method not applied to semi-structured and

logically unrelated messages?

What attacks are used to break symmetric ciphers?

What is the meaning of differential cryptanalysis?

7. Why shouldn’t encryption keys contain logically interconnected
character strings?

8. What is linear cryptanalysis?

AN
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9. Which of the cryptosystems has the highest cryptographic strength
at the present time: the El-Gamal system or the system on elliptic
curves?

10. Why are quantum computers dangerous for cryptography?

Recommended Readings

. Rejewski, Marian. Summary of Our Methods for Reconstructing
ENIGMA and Reconstructing Daily Keys, and of German Efforts to
Frustrate Those Methods. Appendix C to Kozaczuk, 1984

. Panasenko, S. Modern methods of opening encryption algorithms. —
Chief Information Officer, 2006.

. Avdoshin S., Savelyeva A. Cryptanalysis: yesterday, today, tomorrow. —
Open systems, 2009

. Schneier B. Cryptanalysis // Applied Cryptography. Protocols, algorithms,
source texts in C language = Applied Cryptography. Protocols,
Algorithms and Source Code in C. — M.: Triumph, 2002.

. Pilidi V.S. Cryptography. Introductory chapters. — Rostov-on-Don:
SFedU, 2009.
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CONCLUSION

The history of cryptography goes back several millennia — from
primitive cryptography based on the simplest mono-alphabetic substitution
to post-quantum cryptography. The technical devices of cryptography also
changed, from papyrus and scytals, Jefferson cylinders, rotary encryption
machines, to modern quantum cryptographic computers and electronic data
storage and transmission systems.

The history of cryptography has seen many ups and downs. At some
points in science, methods of protection prevailed, at others — methods
of cryptanalysis. There were times when cryptography was equated with
forbidden knowledge. However, science is successfully developing and
serves as a tool for the development of human communications.

In many ways, cryptography is now central to software and hardware
security regulators. For example, for laptop computers, tablets or
smartphones, which are extremely difficult to physically protect, only
cryptography can guarantee the confidentiality of information even in the
event of theft.

The challenges of the XX century — the emergence of computing
technology — gave rise to the emergence of a new direction of symmetric
encryption — block encryption, Feistel networks, and permutation-
permutation networks.

Nowadays, knowledge of cryptographic methods of data protection,
identification and authentication of users in connection with the development
of cloud technologies and electronic document management is acquiring
a special role. The emergence of these technologies on a special role has
put forward such problems as the secure distribution of encryption keys
in a hostile environment, the possibility of parallelizing computations
during brute force attacks. These challenges of the time have given rise to
the emergence of solutions such as encryption with a public (public) key,
hashing, digital signature.

The development of information resources and global networks gave rise
to the emergence of security certificates and, in particular, made popular
SSL certificates /

The emergence of cryptocurrencies at the end of the XX century —
bitcoin, darkcoin, litecoin — gave rise to the emergence of blockchain
technologies.

The latest challenges — the emergence of quantum computers — required
cryptography to develop new encryption algorithms and standards built on

148



top of them that are protected from hacking on quantum computers. These
challenges spawned the emergence of elliptic curve encryption algorithms
and the emergence of the SHA3 hashing algorithm.

New challenges of the new time dictate the requirement for the
development of new directions of cryptography — quantum cryptography,
probabilistic, functional and honey encryption, DNA encryption and
much more.
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KPUIITOI PAOUYECKHUE
CUCTEMBbI




BBEJIEHUE

Bomnpocsr 6e3onacHoi nepenadn CeKpeTHOW MH(OPMAIMK CTAN aKTy-
QTBHBIMHU IS YEJOBEUSCTBA, HABEPHOE, CO BPEMCH IIOSBICHUS TEPBBIX
IJIEMEHHBIX O0BEAMHEHUH U rocyaapcTB. PazBuThe m maccoBoe BHeIpe-
Hue cpencts nepenaund uHpopmanuu B XVII-XIX Bekax mpuMEHUTEIBHO
K TOCYapCcTBY M OM3HECY TOJBKO OOOCTPUIM JAaHHYIO ImpobieMy obecre-
YeHUs TalHBI mepenayn BaxxHoW mHpopMmaiuu. [loserneHue xe B XX Beke
COIMANIBHBIX CETeH, MEXaHU3MOB AICKTPOHHOTO OM3HECa U TePPUTOPHAIB-
HOTO pacrpeesieHusi XpaHWIHI] ¥ ToTpeduTenell nHpopMauu caenao
3Ty IpoOIEMy CBEPXAKTYaJIbHOI IJIsI COBPEMEHHOTO IIU(POBOro odIecTsa
— ceifyac He TONBKO TOCYAAPCTBCHHBIC CTPYKTYPHI U OM3HEC, HO U YaCTHBIC
JIMIA BBIHYXKJCHBI pelaTh MmpooiemMbl oOecriedeHus cOOCTBeHHON MHDOp-
MAaITMOHHO# 0€30IIaCHOCTH W 3aIIUTHI CBOMX NAaHHBIX OT HECAaHKIMOHUPO-
BAaHHOT'O HCIIOJIb30BaHUS.

Yueonoe nocooue «Kpunmocpaguueckue cucmemory cnocoono npeo-
cmasumev YUmMamenio, 3AHUMAIOUWEMYCA peuleHuemM npoonem obecne-
uyeHus 0Oezonacnocmu nepeoauu U XpaHeHus UHPOPMAUUU KAK OCHOB
ROCIMPOEHUA COBPEMEHHBIX KPURMOZPAPUUECKUX cUCmeM, MAK U HOMOUb
6 UCNOb308AHUL KPURMOZPAPUUECKUX NPONOKOI068 RPU HOCMPOEHUU
cobcmeennbIx cucmem 3awumel ungopmayuu. B mocodbun mpenIoKeHBI
K PaCCMOTPEHUIO ABa OCHOBHBIX ITOIXO0/a K MOCTPOCHUIO KPUIITO3AIIHIICH-
HBIX CHCTEM: CUMMETPUYHOC IMU(PpPOBAHHE W MIH(PPOBAHUE C OTKPHITHIM
(myOnUYHBIM) KJIFOUOM. JI7i JaHHBIX IMOJXOIOB PACCMOTPEHBI OCHOBHBIC
MEXaHU3Mbl M aJITOPUTMbI pCajin3aliuu, IPUBCACH aHAJIU3 CUJIBHBIX U
cabbIx cTOpoH. [lysi oOecreueHuss CHCTEMHOTO IMOJIX0/a B OOCCIICUYCHHUH
0€30IaCHOCTH PACCMOTPEHBI BOIPOCH! YIIPaBICHUS Kiroyamu. Takxke pac-
CMOTpPEHBl KpUNTOrpauueckue MPOTOKOIBI, KOTOPBIE OTKPBUIM HOBYIO
BEXY B UCIIOJIB30BAHHUU MCTOOB 3alIUThI I/IH(I)OpMa]_II/II/I B pa3jIMYHbIX KOM-
MBIOTEPHBIX CETSX.

ABTOpBI BEIPAXKaIOT NIYOOKYIO OIAaroJapHOCTh peleH3eHTaM: [ enepais-
HOMY AupekTopy MexayHaponHoit Akagemun Undopmatuzauuu npoghec-
copy Iexoeomy Anekcero @Dununnosuuy, NOKTOPY TEXHUYECKUX HayK,
npocgeccopy Kocranafickoro conmnaabHO-TEXHHYECKOTO YHHBEPCHTETA
WMeHH akajaemuka 3. Amgamxap baimyxameoogy Manuky Daiizyniosuuy,
KaHJIUJATy TEXHUYECKUX Hayk, u.0. mpodeccopa Kocranalickoro mHxe-
HEPHO-3KOHOMUYECKOro yHHUBepcurera umenu M. J[lynatosa bazanosy
Hukonato Anamonveguuy, 3apenyomneMy Kapenpoil BEIYUCIUTEIBHON TeX-
HUKH ¥ TporpammHoro obecmedenuss Kocramaiickoro ['ocymapcTBeHHOTO
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Yuuepcutera umenn Axmeta balitypcerHoBa fouenty Cansikosoit Onvee
Cepeeesne 1 TOKTOPY TEXHUUECKUX HayK, podeccopy PynHeHckoro namy-
CTpUANILHOTO UHCTUTYTA Oneitnuky Anexcanopy Heanosuuy.

Asmopul eHuMamenvHo u ¢ 61a200apHOCMbIO PACCMOMPAN 6ce KPUMu-
yecKkue 3amMedaHusi U NpeonodAICeHUs, CEA3AHHbIe C OANbHeUWUM Yiyyuie-
HUuem OaHHo20 yuebHo2o nocodus. Bce zameuanus u npeonodicenus npouLy
omnpasasams no aopecy: 111500, Pecnyonuxa Kasaxcman, e. Pyonuiii, yi. 50
aem Oxmsabpsa, 38 unu no snekmpounol noume zarubin_mu@mail.ru uiu
galil7@mail.ru.
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I'VIABA 1. UCTOPUS KPUIITOI' PAOUHA

Knrouesvie cnoga: npuMuTHBHAS KpUITOTrpadus, popMaabHas KPUITO-
rpadus, HaydHast KpUnTorpagus, KOMIbIOTEpHAsT KpUNTOrpadus, moacTa-
HOBKa, IIEpECTaHOBKa, cluTana, kaapat Ilonubus, quck u nuHeilka DHed,
arbam, sany0a, «depHBIN» KaOWHET, mepriocTpamnus, mupp Beprawma,
poTopHas mHdpoBaibHas MamuHa, TUIUHAP Jxeddepcona, DHurMa,
Turing Bombe, Omounsiii mudp, mudposanne ¢ MyOTMUHBIM KIIOUOM,
MaHycKpuNnT BoitHuua, ¢ectckuil auck, Komexc Poxonuu, kumy, Bepo-
ATHOCTHOE IIN(pOBaHWE, KBaHTOBas Kpuntorpadus, kpumrorpadus Ha
perreTkax, MenoBoe ImudpoBanue, PYHKIIMOHAIBHOE MIM(PPOBAHUE, TOMO-
Mop¢Hoe mupposanue, JJHK-mudpoanue.

1.1 BBenenue B HCTOPHIO KpUNITOrpaduu

«Kmo enaoeem ungopmayueii, mom eiadeem mupom!y — 3HAMECHH-
tast ¢pasza Harana Pormmnpiga kak HUKOTZAa TOYHO OTpakaeT BaKHOCTh
nHbOpMAILIUK U €€ COXPAHHOCTH OT HECAaHKIIMOHWPOBAHHOTO HCIIOIb30Ba-
Hus. [loaToMy He ynMBHUTENEH MHTEPEC YeIOBEeUeCTBa K METO/AaM 3alllUThI
HH(POPMALIUU OT MIOCTOPOHHHUX.

OnHoit 3 Hanbolee TMHAMIYHO U YCIICITHO Pa3BUBAIOIINXCS HAyK, 00e-
CTICYMBAOIINX 3AIIUTY HHPOPMAIIMHK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
cTaja kpunmoepagus.

CnoBo «xpunrorpadus» MPOU3OLLIO OT COUYETAHMS JIPEBHEIPEUECKUX
CJIOB «KPVTTOG» (KCKPBITBIN») U «YPAQ®Y» (KITHILY).

B macrosmeM MOHMMaHUU «KPHUITOTpadus» — 3TO HayKa O METOAAx
oOecrieueHUsT KOH(PHUACHIIMAIBHOCTH (HEBO3MOKHOCTU MPOUYTCHHS HH(POP-
MalKKd TOCTOPOHHUM), LIEJIOCTHOCTH JAHHBIX (HEBO3MOXHOCTH HE3aMeT-
HOT'0 U3MCHEHUS HH(OpMAIIHH), ay TCHTH(GUKAINN (TPOBEPKH MOAIUHHOCTH
aBTOPCTBA HJIM WHBIX CBOWCTB OOBEKTA), a TAaK’KC HEBO3MOXKHOCTH OTKa3a
OT aBTOPCTBA.

MBI IpUBBIKJIM HCIIOIB30BATh METO/BI U CPEICTBA KPUITOrpaguu mpu
ayTEHTU(PHUKAIIMK ISl IEKTPOHHOU IMOYTHI, YaTOB, KOMIBIOTCPHBIX WD,
ANIEKTPOHHBIX IIIATEKHBIX CHCTEMaM, 3aIIUTE HAIIMX NAaHHBIX MPH Xpa-
HCHWH W TIepelade B JIMHUASX BBIYUCITUTECIBHBIX CHCTEM, ITOATBEPKICHUU
HalIUX JIEHCTBUH MOCPEACTBOM DIICKTPOHHO-ITU(POBOIi moanucu. M, 3ada-
CTYI0, MBI JIaXe HE 33 {yMbIBaeMCsl, KaK 3TO BCE PEATIU30BAHO.

B nanHoMm paszmene Oyaer mpeiacTaBieH MaTepuall, Kak MOSBUIIUCH U
Pa3BUBANCh KPHUIITOTPAPHUSCKUE CHCTEMBI OT IPEBHETO MHpa IO CBEPX-
COBPEMEHHBIX pEIeHUH.
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W3BecTHast mCTOpHsS KpHUNTOTpaguy HACUUTHIBACT TOPSIKAa 4 THICIT
net:

— nepeowtit nepuod (npubnuszutensHo ¢ IlI-ro TeicsyeneTus n0 H.3.).
DTOT Tepuoji TakXKe MONY4YWUT Ha3BaHWS HaueHou xpunmoepaguu. OH
XapaKTepU3yeTcs TOCHOACTBOM MPOCTEHIINX MOHOAI(aBUTHBIX MIH(POB;

— emopoit nepuod (c IX Bexa Ha bnmwxuaem Boctoke u ¢ XV Beka B

EBpone —
J0 Hadana XX BEKa) 03HAMEHOBAJICS BBEJICHHUEM B OOWXOJ| CUCTEM IOJIM-
angaBUTHBIX MUQPOB U MONYUYUIT HA3BAHUC (POPMATbHOU Kpunmozpaguu.
[epuon cBs3aH ¢ MOsABICHUEM (OPMATU30BAHHBIX M OTHOCHUTEIEHO CTOM-
KX K PYYHOMY KpHITOaHaIu3y mudpoB. B eBpomeiickux cTpaHax 3TO
MPOU30LILIO B 3M0XYy Bo3pokneHus, korma pa3BUTHE HAYKH M TOPTOBIH
BBI3BAJIO CIIPOC Ha HAJEKHBIC CIOCOOBI 3amUThl WHPopManuu. B 3ToT
nepuon B XIX Beke romnanaen Kepkrodde chopmynupoBan riraBHoe Tpe-
OoBaHME K KpUNITOrpahUIECKUM CHCTEMaM, KOTOPOE OCTACTCS aKTYyaIbHBIM
Y TIOHBIHE: CEKPETHOCTh MIU(POB J0JKHA ObITh OCHOBaHA Ha CEKPETHOCTH
KJII04a, a He CEeKPETHOCTH aJrOPUTMA;

— mpemuii nepuod (30-¢ 60-e romer XX BeEKa) XapaKTEPU3YETCS
HCIIONIE30BaHUEM CTPOTOr0 MaTEeMaTHYEeCKOro ammapara JJIsl MOCTPOSHUS
KPUIITOCUCTEM U BHEIPEHUEM 3JIEKTPOMEXaHMYECKUX YCTPOMCTB B paboTy
mudposansimukos. K Hauany 30-X rogoB OKOHYATENBHO C(HOPMHUPOBAIUCH
pas3aciibl MAaTEMATUKH, SIBJIATOIINCCA Hay‘IHOﬁ OCHOBOM KPHUIITOJIOTHUU: TECO-
PHS BEPOSTHOCTEH W MaTeMaTHUECKasl CTATHCTHKA, 00IIas aiaredpa, Teopus
qyces, HAJall aKTUBHO Pa3BUBATHCS TCOPHUS aJTOPUTMOB, TEOPHUsS HH(OP-
Manuu, kubepHetuka. CBoeoOpa3HBIM BojOpasieioM craia padora Kiona
[lennona «Teopust cBS3M B CEKPETHBIX CHCTEMAax», Ii¢ CHOPMYITHPOBAHEI
TEOPETUYECKNE TPUHIUIBl KPUITOTpapHIECKON 3aIMIUTHl HH()OPMAIIHH.
llleHHOH BBeN MOHSTHS «PACCEUBAaHUE» H «IIEPEMEIIMBAaHKE», 000CHOBAI
BO3MOXKHOCTh CO3JIaHUS CKOJIb YTOJHO CTOMKHUX KpUnTocucteM. B 60-x
rojiax BeAyllHe KpUNTOrpaduyecKue IKOIbl MOJONUIM K CO3JaHUI0 OJI0Y-
HBIX MHQPOB, emie Oojee CTOMKUX IO CPAaBHEHUIO C POTOPHBIMU KPHUIITO-
CHCTEMaMH, OIHAKO JIOMYCKAIOUIUE IMPAKTHUYECKYIO PEaH3aIiio TOJIBKO B
BUJIC H(POBBIX ICKTPOHHBIX YCTPOICTB;

— uemegépmotit nepuod Havaiucs c cepenunnl 70-x romoB XX Beka —
3TO MEPHOA Mepexoa K KOMIBIOTepHOH kpunTtorpaduu. [lepBeiM kitaccom
KPUOTOCUCTEM, MPAaKTHUYECKOE IPHUMEHEHHE KOTOPBIX CTajl0 BO3MOXKHO

! B KkauecTBe OCHOBHOTO KPUTEPHUs MEPHOAU3ALNU KPHIITOrpadiy COBPEMEHHBIC HCTOPUKU
HCTOJIB3YIOT TEXHOJIOTHYECKUE XapaKTePUCTHKHU UCIIOIB3YEMbIX METO/JI0B HIH(POBAHHUSL.
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W3-32 TOSBIICHUS BBHIYMCIUTEIBHBIX CPENCTB, CTAalu Ojounbie mudpsl. B
70-e rompl OB pa3paboTaH aMepHKaHCKWW cTaHaapT mudposanus DES.
Opnun u3 ero aBTOpoB, XopceT dDelicTenb, MPEaIokKNIT TOAXO0bI TOCTPOCHUS
0JI0YHBIX H(POB, HA OCHOBE KOTOPBIX B JMAJbHEHUINEM OBLIM IMOCTPOCHBI
IpyrHe, 6onee CTOHKHE CHMMETPHYHBIE KPUIITOCHCTEMEL.
C nosiBnenuem DES oOoraTwuiics v KpunTOaHAJIN3, JUISI aTaK Ha JTaHHBIN
KPUITOAJITOPUTM OBLIO CO3JaHO HECKOJIBKO HOBBIX BHJIOB KPHUIITOAHAIN3a
(maHeitHbIN, MU depeHITNaNbHBIA U T.11.), TPAKTUYECKas pealiu3aius KOTo-
PBIX OISTH ke OBbLTa BO3MOXKHA TOJIEKO C TOSBJICHHEM MOITHBIX BBIYHCIIH-
TEITBHBIX CHCTEM.
B cepennne 70-X TOIOB MPOM3OIMIEN HACTOSIIUN MPOPHIB B COBPEMEH-
HOU KpHNTOTrpaguu — MOSBICHUE KPUIITOCHCTEM, OCHOBAHHBIX Ha HCIIOJNb-
30BaHUH ITYOIUIHOTO KJI0Ya. 31€Ch OTIPABHOM TOYKOW MPHHITO CUUTATH
pabory, omyoiukoBaHHY0 Yuthungom dudpdu u MapturHoM XelaIMaHOM
B 1976 rony mon nazBanmem «HoBbIe HampaBiieHHWs B COBPEMEHHON KpHII-
torpadum». B Hell BrepBbie cHOpMYIHPOBAHBI MPUHITUIIBEI 0OMeHa IHd-
poBaHHON mH(pOpManmelr 0e3 oOMeHa CEKpEeTHBIM KiTFo4oM. HecKobKuMu
rogamu no3ke Pon Pusect, Anu lamup u Jleonapn AmiieMan npeaioxuiu
MHupy KpunrocucteMy RSA, oCHOBaHHYIO Ha MCHONB30BAHUU ITyOIMIHOTO
U CEKPETHOTrOo KIIoUeH. ACHMMETpPHYHAs KPHITOTpadus OTKPBUIA Cpasy
HECKOJIBKO HOBBIX TPUKJIATHBIX HANpaBICHUIH, B YaCTHOCTH: CHCTEMBI
anekTpoHHOU mudposoi moxmucu (ALIT) u 3MeKTPOHHBIX JCHET. AKTyallb-
HOU JJIS ATOTO TIEpPHOJa OCTAETCS M 3a/ada COBCPIICHCTBOBAHUS CHMMeE-
TpU4HBIX KpuntocucteM. B 80-90-x rogax paspadoransl [[OCT 28147-89,
Hedetictenesckre mudppbl (SAFER, RC6 u np.), a B 2000 roxy mocie
OTKPBITOTO MEXIyHAPOTHOTO KOHKYpCa MPHHST HOBBIH HAIlMOHAJIBHBIHN
crangapt mudposanus CILIA — AES.
B mocnennue roapl MOSBUIINCH COBEPIIIEHHO HOBBIC HANIPABICHUS KPHUII-
torpaduu. Hanpumep:
— BeposaTHocTHoe mudpposanue lladu [ongsaccepa;
— xBanToBas kpunrorpadus’ Ctusena Busnepa;
— Kkpuntorpadus Ha pemeTkax, chopmyinupoBannas Cenunuerd bounnuy;
— roMomopdHoe mudpoBanue, npeaiaoxkeHnoe B 1978 rogy Ponanbnaom
Pusectowm, Jleonapmom Annemanom u Maiikiom [epTy3ocom;

— MenoBoe muppoBaHue, MpeICcTaBlIeHHOe Ha KoHpepeHnuu Eurocrypt
B Komenrarene B 2015 rogy Apu [xyncom n Tomacom Pucrenmap-
TOM;

2 CoBpeMeHHbIe KpUITOrpadbl yxke MOAHHMAIOT BOIIPOCH CO3JAHUS OCTKBAHTOBOM KPHII-
Torpaduu.
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— ¢dyHkuroHanbHOE MH(pOBaHUE — CHOPMYITHUPOBaHHAS B Havase 90-x
rogoB XX Beka Yuthungom duddu nu Maprunom XeaiaMaHOM KOH-
[EeNIHsT KOTOPOTo CYMUTACTCS OAHOW M3 Hambolee MEepPCIeKTHBHBIX
TUTS IAGPOBAHUS C ITYOIUIHBIM KITFOUOM;

— JHK-mudposanue Jleonapna Aniemana.

Kak Obl (aHTacTHUECKHM HE 3By4YalW JaHHBIC HAIMPaBICHUS, CKO-
pee Bcero, oHH (a MOXET OBITh W COBEPIICHHO JPYTHE pemieHus) OyayT B
ocHoBe kpunrtorpadpun XXI Beka. Tak, B 1989 rony benner u bpaccap B
HUccnenosatenbckoMm meHTpe IBM nocTpounu nepByro paboTaronlyro KBaH-
TOBO-KpunTorpadguyeckyro cucremy. Oco3HaHHE MPAKTUYCCKOW IIEHHOCTHU
STUX HAYYHBIX W3BICKAaHUH, MBI IIPEIIONAracM, TO3BOINT BEIICIHUTD IISITHIN
9TaN Pa3BUTHS KPUIITOrpaduu.

1.2 HauBHas kpunrtorpagus

Uctopus kpunrtorpaduu HaCUUTHIBAET yxkKe Ooliee YeThIpeX ThICAY JIeT U
MOSIBUJIACh NIAapaJIJIENIBHO € MOABJIEHHEM UcbMeHHOCcTH. HaBepHoe, caMbiMu
JIPEBHUMH ILIEHTPAaMHU TOSABIEHUS KpUNTOrpaduuyeckux MpeoOpa3oBaHU
ob11n Meconoramust, Maaus, Kurait. 3nauntensHo OoJiee MO3THUM TIEPUO-
JIOM XapaKTEPU3YIOTCs JIyUllle U3yUYCHHBIE U OCBEILEHHBIE METOABI IU(PPO-
Banus Jpesneit ['perun.

[lepBbIM HM3BECTHBIM MPUMEHEHHEM KpUNTOrpaduu NPUHATO CUUTATh
HAYaJI0 MCIIOJIB30BaHMUsI CIICIIUATIBLHBIX HeporTudoB okono 4000 neT Ha3a B
Hpesuem Erunte. D1eMeHThl KpUOTOrpapuu 0OHAPYKEHBI YKE B HAAHCAX
Craporo u Cpeanero napcts (nmepuoabl 111-VI n XI-XII nuractuii dpapao-
HOB), TIOJTHOCTBIO KpUIITOrpaduyeckue TeKCThl U3BECTHHI ¢ nepuoaa X VIII
JTUHACTAN CTUIETCKUX (hapaoHoB. Mepormmduyueckoe MUCHMO MPOU3OIIIO0
OT MUKTOrpauu, B HEM HCIOIB3YIOTCS HIIEOrpaMMbl (MMUCbMEHHBINA 3HAK
UM YCIIOBHOE M300payKCHHE, PUCYHOK, COOTBETCTBYIOIINN OMpEACIEHHON
ujee aBTopa) U, B pe3ysibraTe OTCYTCTBHS OIVIACOBKH, JaJ0 BO3MOXKHOCTH
co3maBarh (hoHOrpaMMbl TI0 TpUHIHIY pedycoB. Kpunrorpadus eruntsH
HCIOJIb30Bajach, CKOpEE BCEro, HE C LETbI0 3aTPYAHUTh UTEHHUE, a BEPO-
ATHEE, CO CTPEMJIEHHEM IHCLOB NPEB30OWTHU IpYyr Apyra B OCTPOYMHUH U
M300peTaTeIbHOCTH, a TaKXKe, C TIOMOIIbI0 HEOOBIYHOCTH U 3araJlO4YHOCTH,
[IpUBJIEYb BHUMaHUE K CBOUM TekcTaM. OIHUM U3 NOKa3aTeIbHBIX IpUMe-
POB TaKHUX «KPUITOTPaAMM» SIBJISIOTCS TEKCTHI MPOCIABICHUS «HavyaIbHUKA
Bocrokay Xuymxoremna II (XIX B. 710 H. 3.), HaliJIcHHBIE B MECTHOCTH beHu-
Xacan.
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B npeBHEeMHIUICKUX PYKOMUCSIX MPHBOAUTCS OoJiee MECTUACCIATH CIIO-
co0OB TMHChMa, CPEU KOTOPBIX €CTh W TaKhe, KOTOPbIe MOXHO paccMma-
TpUBaTh Kak kpunrtorpaduueckue. MiMeercs omucaHue CHCTEMBI 3aMEHBI
IJIaCHBIX OYKB COTJIACHBIMH, H HA000POT.

Pucynox 1.1 — Meconomamckas enunsanas madauuka 300yoa u

mabauuxa ¢ ecunemcKumu uepoa}mqbamu

OmHuM U3 OPEBHEMHAWKUCKUAX JOKYMEHTOB II0 KPHITOTpA(pHH SBIIS-
ercs ... KamacyTrpa. CocraBieHHas: B UETBEPTOM BEKE JI0 HAIICH dpbI, OHA
COJIepXKUT B cebe omucanue 64 uckyccTB (MOTr), KOTOPHIMH JOJKHA OBJia-
JeTh Kakaas skeHmuHa. Cpequ HUX €CTh TaKue IMPUBBIYHBIC HAM yMEHUS,
KaK MPHUTOTOBJCHUE ONFOJ] W HAIIUTKOB, UCKYCCTBO BHIOOpa Hapsiga, MpH-
TOTOBJICHHSI apoOMaToB, a TAK)Ke HABBIK Jenarh mMaccaxx. Ho B ee riase 3
o HoMepoM 44 ykaszaHo ocoboe uckycctBo «Mlecchita vikalpay, koTopoe
OMMCBIBACTCA KaK «MCKYCCTBO INOHMMaHUA NHUCbMa B mI/I(bpe, 1 HAIIMCaHUC
CIIOB OCOOBIM CIIOCOOOMY.

B Mecomnortamun® HEU3BECTHBINA aBTOP TAOIUYKH C PELEITOM ISl H3T0-
TOBJICHUS TJIa3ypH JJIS TOHUAPHBIX M3AEIHH U3 HUCIONB30Bal perkue 000-
3HAYCHH S, TIPOITYCKal OyKBBI, & UMEHA 3aMEHsI Ha NHUMPBI, 9TOOBI CKPHITh
HaIHCaHHOE.

AHAJOTHYHBIC alNTOPUTMBI IH(GPOBAHUS MPHUMEHSIUCh H B JIpeBHEM
Kurae.

OnHako KIMHOMHUCH, PUCYHOYHOE W HEPOTTHU(PHUCCKOE MMHCHMO CaMo IO
cebe ObLIO KpaifHe CI0KHO M TPeOOBaJIO JUIUTEIHHOrO 00yYeHHs, TaK 4TO

3 TocynapcrBa B Mexaypeube Turpa u Edpara (Mecomoramust) HaMm Gosiee M3BECTHBI KaK
mymeps!, Basunon u Accupus (nepuoxn ¢ 3200 roxa Broth 1o 100 roxga 1o Hameit dpbr).
[lepBble MWKOJBI IS MOATOTOBKH MUCLOB B MeXaypeube HAa3bIBAIHUCH «JOMAMU TAOIHUYCK»
(mo-trymepeku «31y06a»). HasBanue um nanu TabIUYKy U3 TIIMHBI, HA KOTOPhIE HAHOCHIIACh
KJIHHOIHCh.
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BOIIPOC O MHU(PPOBAHUH COOOMICHNH YacTO MOMPOCTY HE MOAHUMAJCS, TaK
KaK KOJIMYECTBO TPAMOTHBIX JItoAell ObLI0 MUHUMAabHO. Hemb3s cyauts n
0 IIHMPOTE PACIPOCTPAHEHUS PA3NTUYHBIX KPUITOrpauYecKuXx CUCTEM H
TafHOMUCH TOTO MEPHOMA, TAK KaK YHCIO JOMICAIINX 0 HAC apTe(aKTOB U
3alMcel OYEeHb HEBEIIUKO.

C nosiBiieHueM (onetndeckoro nucbma B II-1 ThicsueneTrn no0 Haimei
9pBl NUCBMEHHOCTh CTajla 3HAYMTENBHO MpOIIe, YTO cleiano ee Ooiee
noctynHoi. COOTBETCTBEHHO, BO3POCIIO U 3HAUEHHE Kpunrorpaduu.

OnHMM M3 TakuxX LIEHTPOB CUMTAIOT rocynapcrBa ApeBHed I'penuu u
Puma. B »Tux rocymapcTBax NpUMEHSJIUCh OJHM U3 CaMbIX H3BECTHBIX
KpunTorpauyeckux mNpeoOpa3oBaHWU W YCTPOWCTB: CIHTaja, IUCK M
nuHeiika DHes, kBanpat [lonubus u, uyTh noz:xe, kox Onus Llesaps.

OnHMM U3 JApEeBHEHIIMX JOWMIEAIINX JO HAac KpUNTOrpadhuyecKum
YCTPOWCTBOM SIBIISIETCS cuuTajia (0T Tpedeckoro oKvtdAn «kesi»). Cru-
Tajla MpecTaBiseT co00il ke3n (WHIMHAP) U Y3KYIO HOJOCKY Mamupyca
WU TepraMeHTa (KOXKH), OOMaThIBaBIIYIOCS BOKPYT HETO MO CIHUPAJIH.
[oce »Toro Ha Hee HAHOCHIICS TeKCT coobmienus. [Ipu cMaTeBaHNM 1MOJI0-
CKH C jke371a OYKBBI COOOIICHUS TEPSITN CBOH TOPSIOK — IIPOUCXOAHIIA TIPO-
cTedmas mepecTaHOBKa. [lomydaTenb COOOIICHUS ISl pacIIU(pPOBAHHSI
JIOJKEH OBITh MMETh XKEe3J1 TAKOTO JKe AUaMETpa.

Pucynox 1.2 — Cyumana u ¢ppazmenm ¢pecku ee npumereHus Cnapmanyam

[lo-BuMMOMY, W3HAYAJIBHO CIHUTANy T'PEKH HCIOIB30BANIU JUISL yI00-
CTBa MUCHhMa (IOTOMY YTO B PAaHHUX YIIOMUHAHUSX HA HEH MHUCAIH, B TOM
4yucie, ¥ CTUXH), a TJe-To ¢ [V Beka /10 Halleil 3pbl CTalau HCIOJIb30BaTh
KaK MHCTPYMEHT JIJIsl TAHOIHCH.

4 TlepecTaHOBOYHBIN MIK(P, peanTnu3yeMblil TIOCPEICTBOM CLIUTAIbI, Takke HasbiBaroT Crap-
TaHCKUM LIU(PPOM.
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A¢uHsHaM, a TOYHee ApHUCTOTEN, TPHUITHCHIBAIOT H300pEeTCHHE
MeToAa pacmu(pOBKH TEKCTOB, 3alMMCAHHBIX C IIOMOIIBIO COUTAIBL. [lojo-
CKY MEepexXBauyeHHOI'o MEePraMeHTa C CEKPETHBIM COOOIIEHHWEM TOCTATOYHO
ObI0 00EPHYTH BOKPYT JOCTAaTOYHO AJIMHHOTO KOHYCa y €ro OCHOBAaHMS, a
3aTeM MOCTETIEHHO CABUTATh K BEpIINHE KOHYyca. TaM, rie AuaMeTp KoHyca
COBMAJAll C AMAMETPOM CITUTAJbI, OyKBHI Ha MEPraMeHTE COUCTANIHCH B
CJIOTH U CIIOBA.

C umenem Dues Takrtwka, monkoBoxana IV Beka 10 H. 3., CBSI3BIBAIOT
HECKOJIBKO TEXHHUK MH(POBAHUS M TAHHOMNCH. JTO IBA YCTPOHCTBA — TUCK
W TUHEelKka DHesl — U KHYDKHBIN mdp DHes.

Jluck DHest mpecTaBisia coO0W TepEeBSHHBIN MM MEJTHBIN JIUCK TUaMe-
TpoM 10-15 caHTUMETPOB ¢ OTBEPCTUSIMU IO 4yHcIay OykB andaButa. Kax-
JIOMy OTBEPCTHIO CTaBHJIaCh B COOTBETCTBHE KOHKpeTHas OykBa. B mentpe
JIMCKa HaxOAMJIach KaTylllKa ¢ HAMOTaHHOW Ha HeE OeueBoil. Jlns 3ammcu
cooOmieHust OedeBa MPOTATUBATACH YEpe3 OTBEPCTHUS B IHCKE, COOTBET-
CTBYIOIIMM OykBaM cooOueHus. [Ipy 4YTeHuH TNOoIyyaTelb BBITSATHBAI
OeueBy, W Toxydal OyKBBI, paBaa, B 0OpaTHOM Mopsiake. XOTs HeZoOpo-
JKeJlaTeNb MOT MPOYUTATh COOOIICHHE, €CITU MEPEXBATUT JHUCK, DHEH mpe-
YCMOTPEJT U CITOCO0 OBICTPOTO YHUYTOXECHHS COOOMICHHUS - ISl 3TOTO OBIIO0
JOCTaTOYHO BBIIEPHYTb HUTh.

[lepBbIM NEHCTBUTENBHO KPUMNTOTPAPUUECKUM HHCTPYMEHTOM MOXKHO
Ha3BaTh JIMHEHKY OHes, peanusyromell mudp 3ameHsl. BmecTo namcka
UCIIONB30Baach JHMHEHKA C OTBEPCTHUSAMH IO YHCTy OykB ajidaBwura,
KaTyLIKOM u mpopesbto. i mudpoBaHusa HUTh NPOTIATrUBajach yepes3 npo-
pe3b ¥ OTBEPCTHE, MMOCIIE Yero Ha HUTH 3aBsA3bIBAJICS ouepenHon y3en. s
JemndgpoBanns HEOOX0IUMO ObUIO UMETh CaMy HHUTbh U JIMHEHKY C aHaJo-
THYHBIM PACHONIOKCHHEM OTBepcTHil. TakuMm o0Opa3oM, maske 3Has ajro-
PUTM IH(PPOBAHKS, HO, HE UMes KIfo4a (JINHEHKH), IIPOYUTATH COOOIICHIEe
OBbLIO HEBO3MOXKHO.

Tax>xe ¢ umeHeM DHest TakTHKa CBSI3aHO MCIOIb30BAHUE MAJ03aMETHBIX
MMOMETOK B TEKCTE JJOKYMEHTa (HarpuMep, MPOKOJIOB UTJIOH, ITOCTABICHHBIX
psaom ¢ OykBoif). Takue TOMETKH MO3BOJSIOT BBIWICHUTH U3 OOIIETO TEK-
CTa 3HAYMMBIC CUMBOJBI — CKPBITBIA TEKCT. Takoe COKphITHE MH(DOpMAIIH
MOJYYHJIIO UMSI KHWOKHBIH mudp DHest’.

> IlepBoe ynOMHHAHKE O HCIIOJIb30BAHUU KHIXKHOTO MIH(pa BCTpeyaeTcst B COUMHEHHN DHes
TaxTtuka, «O mepeHeceHnuu 0caably, Te OH IpeyiaracT JaHHBIA METOJ AJis TaitHOmHCH. MHOTO
03Ke, aHAJIOTMYHBIN MIU(P KCHOIB30BAIM F'epMaHCKUE MIMHOHEI B [IepBoit MupOBOI BOITHE.
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Pucynox 1.3 — Juck u nunetixa Ones

OmHUM U3 AOIIENIINX 0 HAC IPEBHETPEUCCKUX ITOICTAHOBOYHBIX ITH(]-
pOB OBLT aJTOPUTM, MPEMIOKEHHBIH ¢unocodpom m nonkoBogauem Ilomu-
OueM, KUBIIUM BO BTOPOM BEKE N0 HAIlCH 3pbl, MOTYYUBIIMNA Ha3BaHUE
«xBanpat [lomubus». Kirrou anroputMa mpeacTaBisin U3 ceds KBaapat 5x5
KJIETOK, B KOTOPBIC B IIPONU3BOJIEHOM IOPSIIKE 3aIHCHIBAINCH OYKBEI I'pede-
ckoro ajidasura. B mmppocoodiieHnn, oObIYHO MEpeaaBaeMoM TrelIuorpa-
(oM, mepeaaBannuch MOCIECAOBATEIBLHO HOMEPA CTPOK M HOMEpa CTOJIOLOB
OykB. [Ipu momy4yeHHH COOOIIEHUS L €ro pacuupoBaHus TpeOoBascs
TOYHO TAKOM K€ KBaapaT — KITOU.

Pucynox 1.4 — Dueii Taxmux (IV 6ex 0o n.2.), [lonubuii (206-124 200wt 0o H.3.),
Taui FOnuit Lesapw (100-44 200v1 00 H.3.)

HaepHoe, caMbIM HM3BECTHBIM CTaJl KPUITOAJITOPUTM, UCIOIb3YyEMBbIH
PUMCKHM MATPUIIUEM U BeTUKUM NOHTUGUKOM ['aem FOnuewm Lezapem, nis
i poBaHUs CBOCH MEPEUCKU CO CBOMMH T'eHEpalaMy U ApY3bsMHu. FOmuit
Le3aps, cornacHo «XXu3Hu nBeHanuaTtu nesapeit» CBeTOHUs, UCIONb30BAI
ero co casurom 3. Xots llesaps Obl1 mepBeIM 3a()UKCHPOBAHHBIM UENIO-
BEKOM, MCHONB3YIONIUM 3Ty CXeMy, IpPyrue IMH(pbl MOACTAHOBKH, Kak
W3BECTHO, MCIIOJIE30BAJNCE M paHee. Takike COXpaHWIHCh JT0Ka3aTelbCTBA,
yT0 Lle3app ncrnonb3oBan u Oonee CIOKHbIE MIUDPBHIL.
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OT/eNnbHO CTOUT YNOMSHYTh M mupp «Atbanm. [Ipenmonaraercs, 9To
mudp Obl1 M300peTeH EccessMu, MyaeicKoil CeKTOW MOBCTAHIIEB, C LETbIO
3aIUTHl OT PACKPBITUS BIACTAMU CBOMX IIOCJIEIOBaTeNeid W M30eKaHUS
Ka3Hel. 3HaHHUS 3THX KOJOB U INMH(POB MOTOM HEpeHsu1 opAeH Tammmu-
HbepoB. Takum oOpazom, mudp ardair ObIJ KCIOIB30BaH HA MPOTSIKEHUU
MHOTHX cOTeH JieT (0T okosio 500 10 H.3. 1o 1300 rona H.3.).

VYike Torga mudpoBaHHAs MEepenucKa MCIOJIb30BaIach HE TOIBKO IOCy-
JAPCTBEHHBIMU JICATEISIMH U TOJIKOBOJLIAMHU, HO U IIEPKOBBIO, U YUCHBIMH.
Kperpr mudppoBann TEKCTH HpopUIATENCH, a Y4YCHbIE — CBOHM TPYIBL
Hampumep, y D.llope B kuure «Benukue TOCBSIICHHBIC» BCTpPEUYACTCS
¢dpasza 0 TOM, UTO «C BEIHKHUM TPYIOM M OOJBIION IeHoW NoObuT [lmaTton
OJIMH U3 MaHyckpuntoB ITudaropa, KOTOpI HUKOTIA HE 3aIIUCHIBAJl CBOE
Y4CHHEC MHA4YC, KaK TaMHBIMU 3HAKAMH U o pa3jiu4YHbIMU CUMBOJIAMU.

K coxaneHuro, MICPMEHHOCTh OOJBIIMHCTBA aMEPHUKAHCKUX M adpu-
KaHCKUX HapoJ0oB TOI'O0 BPEMEHM HE JOLUIa JI0 HAIMX JHEH, Mo3TOMYy
BOIPOCHI MCIOJIB30BAHUS KPUITOIPapUUECKUX METOIOB B ITHX CTpPaHax
ceifuac MO>KHO OTHECTH K 3arajikaM UCTOPHH.

HOJIBO}IH UTOI, MOXHO CKa3aTb, 4YTO AJid BCEX aJITOPUTMOB HaWBHOM
kpuntorpaduu (1o Hayasna X VI Beka) XapaKTepHO UCIOIB30BAHUE JTFOOBIX
(0OBIYHO NPUMUTHUBHBIX) CHOCOOOB 3aMyThIBAaHUS MPOTHUBHUKA OTHOCH-
TENIBHO COACpKaHMS MWH(pPyeMbIX TEeKCTOB. Ha HavanbHOM dTame s
3alIUThI I/IH(l)OpMa]_II/II/I HCIOJIBb30BAJIMCh METOAbI KOAUPOBAHUSA U CTCTAHO-
rpaduu, OOJBITUHCTBO K€ HUCIOIb3YEMbIX aJTOPUTMOB NIU(PPOBAHUS CBO-
IVIHCh K TIEPECTAHOBKE WM MOHOAN(aBUTHOH IOICTAHOBKE (CMOTpPHUTE
rIaBy 2).

1.3 ®opmasbHasi KpunrTorpagpus

dopMmanbHas KpUNTorpagus cBsi3aHa B OOJNbIIEH CTENEHU ¢ UCTOpUEH
EBpomnbl smoxu Bozpoxaenus®. B 3ToT meproj aKTHBHO pa3BUBAcTCs Kak
rocyapCTBEHHas, TaK U YyacTHas Nepenucka. ECTeCTBEHHO, 3TO MOPOKIAET
u OypHOE pa3BUTHE BCEBO3MOXKHBIX KPUITOIPA(YUIECKUX METOMOB 3AITUTHI
9TOM NMEPENUCKU OT NOCTOPOHHUX TIJjas.

Hambonee xapakTepHBIMH ISl TaHHOTO TIEPHOIA SIBISIFOTCS OIISITH JKE
MOHOaJI(paBUTHbIE MU(PHI MOACTAHOBKU U MU(DPHI NEpEeCTaHOBKU. B 3TOT
MIEPUOA MOSIBIISIIOTCS U TEPBbIE HAy4HbIC TPY/BI [0 KpUnrorpaduu.

¢ Jlo smoxu Bospoxkaenus B xpuctuaHckod EBporie xpunrorpadus cyuTanach «TeMHBIM»
HCKYCCTBOM U cMeruBaach ¢ Kab6anoii.
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[TepBoii W3BecTHOW B HACTOSINEE BpPEMs EBPOMEUCKON KHHUTOH, OIHCHI-
BaloLIel HMCIONIb30BaHUE Kpunrorpaduu, cuutaercs Tpya Pomxepa bokona
«ITocnanne monaxa Pomxkepa bakona o TalHBIX JEHUCTBUSIX HCKYyCCTBAa M
MPUPOJBI U HUYTOXKECTBE Maruuy», OMHUCHIBAIOIINN, B YHCIE MPOYEro, MpH-
MCHEHHE 7 METOIOB CKPBITHS TEKCTa. EMy e NMPHUITNCHIBAIOT aBTOPCTBO U
TaWHCTBEHHOI'0 MaHyCKpunTa BoitHuya.

B XIV Beke cOTpyaHUK TalWHOW KaHLEISIPUM TANCKOW Kypun YHKKO
CHUMOHETH MUIIET KHUTY O CUCTeMaX TalHomHcH, a B XV BeKe ceKkpeTapb
nanbl Knumentust XII Tabpuanes ne JleBuHna, 3akaHuynMBaeT paboOTy HaJ
«TpaxkTaToM 0 mIHPpPax».

OuepenHON M3BECTHBIN pPE3yNIbTAT MPUHAIICKUT TEPY TEPMAHCKOTO
ab0ata Moranna Tputemus (unu Tputemyca), KOTOPOro MHOTHE UCTOPUKH
CUMTAIOT BTOPBIM OTIIOM COBPEMEHHOU KPHITONIOTHH. OH CTaHOBUTCS aBTO-
pPOM MepBOi MeYaTHOM KHUTU Mo Kpuntorpaduu. B msaToil kHUTE cepuu
«Polygraphia», n3nannoii B 1518 roxy, on onucan mudp, B KOTOPOM Kax-
nas ciepyromas Oyksa mudpyercs CBOUM COOCTBEHHBIM IHU(POM CIBHTA.
Ero mogxon Owin ymyumieHn [IxxoBanom bartuctoit bennaco. Kpome atoro,
TputeMuii mepBbIM 3aMETHII, YTO MH(POBATH MOKHO M MO JBE OYKBHI 3a
pa3 — OurpamMmamu (CMOTPHUTE TIaBy 2).

Crnenyromuii mar B pa3BUTHUM Kpunrtorpaduu caenan J>koBaHHU
[Topta, U3BEeCTHBIM HTAJIBIHCKUM ecTecTBoucIbITaTedeM. B 1563 romy on
Hamnucan KHUTY «O TallHOW Tmepenucke», B KOTOPOH MPUBOIUTCS OMUCAHUE
BCEX M3BECTHBIX CUCTEM IMHU(POB. B Helt maercs u onucanue OUTpaMMHOTO
mudpa, B KOTOPOM oOcylIecTBiIseTcss 3aMeHa nap Oyks. [lopra mpenBoc-
XUTHJI TO, 9YTO HA3BIBAIOT «METOIOM BEPOSTHOTO CIIOBa» U IPUBOIUT MPH-
MepbI CITUCKOB BEPOSATHBIX CIIOB U3 PA3JIMYHBIX 00IacTel.

B aTOT %K€ mepuon MosSBISETCS TIepBasi OpraHU3aIlHs, TOCBITHUBRIIAS CeOsI
nenukoM kpunrtorpaduu. Ona Obia co3nana B Benenuu B 1452 roxy. Tpu
CeKpeTaps TOM OpraHU3aIlMN 3aHUMAJHICh B3JJOMOM U CO3aHUECM IIU(POB
0 3aJJaHUSIM IIPAaBUTEIbCTBA.

B 1626 rony, npu ocane ropoaa PeaasMoH BO BpeMs BOCCTaHUS T'yT€HO-
ToB Bo PpaHuuu, a noxxe u B 1628 roxy npu ocaae Jla-Pomenu, Autyan
Poccunpons (1600-1682) pacmudpoBai iepexBayeHHBIE COOOIICHUSI U TEM
caMbIM TIOMOT To0enuTh Kopodto. Ilocie nobensl mpaBUTEenbCTBO DpaHINH
HECKOJIBKO pa3 MpHUBJIEKAJO ero K pacmudposke mugppos. Ilocme cmeptn
Poccunbons ero ceiH, BoHaBeHTyp, a mo3ke U BHYK, AHTyaH-BoHaBeHTYp
Poccuuboib, MPOIOKUIN €ro Aei0, KOTOPOE B AANbHEHUIIEM BBUIHIIOCH
B CO3/IaHHE CIEUUATBHON CIyKObl MEPIIOCTpAllMd U KPUITOAHAIN3A BO
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@dpaHIUK — TaK HA3bIBACMbIX YEPHBIX KaOHMHETOB. B AHIIHH Takxe ObLI
CBOW «4epHBI kKabuHeT». B ero padore B XVII B. 3aMeTHOE MECTO 3aHU-
mais [[xoH Bannuc, n3BeCTHBIM KaK KPyMHEUIINI aHIVIMMCKUA MaTeMaTHK
1o Hcaaka HeioToHa. B I'epMaHny HauadbHMKOM HEPBOIO JEHIHU(PPOBAIIL-
Horo oTaeneHus Ovu1 rpad I'poHcdensn, co3maBmIMil OAMH M3 BapHAHTOB
yCcoBepIIeHCTBOBaHUs mudpa Brxenepa. B Poccuiickoit umnepun B 3T0O
BpeMs cO3JaeTcs JJIsl ATUX K€ Liesel uudupHas naaata.

Pucynox 1.5 — Pooacep Bokon (1220-1292), Aumyan Poccunvons (1600-1682),
JDicon Bannuc (1616-1703)

Bonee pa3BuToii u u3BeCTHOM 14 nepuoaa GopmanbHol kKpuntorpaduu
sIBJIsieTCS apaOckast Kpunrorpadusi. YpoBeHb pa3BUTUS MATEMaTUKH U APY-
IUX HayK B 3TOT [I€PUOJ 3HAUUTEIBHO OIepeXkas 3HaHUs Hapo1oB EBpomnsl.
[losTOMy mepmon pasBUTHS U CIOXKHOCTH IMU(PPOB apabCKOro Mupa mo
X-XII BekoB 3HauMTENbHO omnepexan Erpony. Jlaxke cioso mmudp — apad-
CKOT'O MPOUCXOXKACHHUSI.

Haubonee npesneli cuntaercs HaydHast pabdoTa apadbckoro ydeHoro Ady
Bakp Axmen OeH-Anu OeH-Baxmus an-HaGatm natmpyemast 855 romowm.
B Hell ynmoMuHaloTCs pa3iHyYHbIE CHUCTEMbI IU(PPOBAHUS OCHOBAaHHBIE Ha
CUMBOJIaX JPEBHUX HaponoB. JlaHHble MH(pPEl TPUMEHSUIUCH BIUIOTH [0
Hauaiga XIX Beka mis mm@poBaHUS CEKPETHOH MEPENNCKH, TOHECEHUI
LIIIMOHOB, TPAKTATOB 110 YEPHOH Maruu.

"B 1911 rony sHuukoneaus bpuraHHuka nucana, 4To «4€pHbIC KAOUHETH OOJIbIIC HE CY-
LIECTBYIOT, OJHAKO (paKTHUECKHU, B TON MIIM MHOU opme ciyxObl MepIrocTpaluy u aemud-
POBKH HEPEHHCKHU CYIMIECTBOBAIU U B TOT MOMEHT, H IO3KE, HECMOTPS Ha CyILECTBYIONIHE
3aKOHbI O TalfHE MePEIUCKU.
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[To3Hanus apaboB B obmactu kpunrorpaduu O6butH n3noxens! [llexabde-
xoM Kankamranam, aBTOpoM SHIUKIIONEWHU, HamucanHou B 1412 rony. On
BKJIFOUMJI TIENIBINA pa3fiell, TOCBSIIICHHBIM UCIOIb30BAaHUIO CUCTEM IIU(PO-
BaHMS, OCHOBAaHHBIX KaK Ha MEPECTaHOBKaxX, TaK U Ha 3aMeHE (B TOM YHCIIe
¥ MHOXKECTBEHHOI) CUMBOJIOB. Kpome Toro, 601biioe BHUMaHUE OBLIO ylie-
JICHO BCKPBITHIO 3alIM()POBAHHBIX MOCTAHUI®,

Pucynox 1.6 — Kabunem neprrocmpayuu npu noumogom omoenenuu 8 Poccutickou umne-
puu (XIX 6ex), ananoe ppanyy3cKux « 4epHvixX KaOUHemosy.

B EBporie 1 A3uu B 3TOT NepHOJ MOTYHaIOT MIHPOKOE PacIIpOCTPaHEHNE
muQpeI, Ha3bIBaeMbIe HomerKkaamopamu. OHU OOBEIHHSIOT B ceOe mupbl
MPOCTOM 3aMEHbl W KOJUPOBaHHE. B MpocTelInX HOMEHKIATOpax KOJ
COCTOSIIT M3 HECKOJBKUX IECATKOB CJIOB MU (hpa3 C COOTBETCTBYIOUIUMHU
UM JIBYyXOYKBEHHBIMU KOJOBBIMHU O003HAYCHUSIMH.

Takxe Ha cMeHy MOHOAJ(aBUTHBIM MIM(PPAM MOSBISIOTCS TOIUIPaM-
Mble U Nonuan(aBUTHBIC MOACTAHOBOUYHBIC IU(PHI (CMOTPUTE riiaBy 2),
KOTOpBIC BIIEPBBIC IPEMJIOKII HCHONb30BaTh Jleon Barrtmcra AnnOeprtw.
Takoke ANbOEpTH MPENTIOKHI YCTPOWCTBO U3 ABYX CKPEIUIEHHBIX B ICH-
Tpe JIMCKOB, KaXKIbIH U3 KOTOPBIX MMeI al(aBuT, HAITMCAHHBIH 110 KPato, U
MOT [TI0BOPaYMBATHCS OTHOCHTEIBHOIO APYroro aucka. [loka TUCKH He J1BU-
raroTCs, OHU IO3BOJISIOT MH(POBaTH ¢ Ucmosib3oBaHueM Immdpa Llesaps,
OJIHAKO Yepe3 HECKOJbKO CJIOB JUCKH IOBOPAYMBAIOTCS, M MEHSETCS KIIHOY
CIIBUTA.

8 HpCLUIO)KeHHBIC METO/bI OCHOBBIBAJIUCh HAa CTATUCTHUYECKHX W JIMHTBUCTUYECKUX CBOM-
CcTBax sA3blka. Ha ocHOBaHMM TeKCTa KopaHa B DHIMKJIONICIHUN OBLI MMpUBEACHA CTAaTUCTHKA
BCEX CUMBOJIOB apa6cr<oro A3bIKA U IPUMEP BCKPBITUSA TYIKOI'O COO6H.[CHI/I9[.
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B 1883 roay xpunronorus moaydusia HOBbIE UJEH, U3TI0KEHHBIE B TPY/IE
mox Ha3BaHueM «Boennas xpunrorpadus» Oriocta Kepkrogpdcea. Omupa-
sICb Ha CBOM 3HAHMS B 0OJAacTH JIMHTBUCTUKHM M MareMaTuku, Keproddce
MIPOBOJUT CPABHUTEIBHBIM aHAIU3 IIU(POB, HA OCHOBE KOTOpOro Gopmy-
nupyeT TpeOoBaHUS K mudpaM U JesacT BBIBO, YTO MPAKTUUCCKUH HHTE-
pec MPEACTABISAIOT TOIBKO T€ IU(PPHI, KOTOPHIE OCTAIOTCS CTOWKHMH J1aXKe
[P UHTEHCUBHOH MEPEnucKe.

Kepkroddc chopmynupoBan NpUHIUI CTaBIINH OCHOBOW COBpEMEHHOU
KPUOTOJOTUH — CTOWKOCTh KPHITOTPAHUCCKONH CHUCTEMBI JOJIKEH 3aBH-
CeTh HE OT CEKPETHOCTH alTOPUTMa MIU(PPOBAHUS, @ OT KPUITOCTOUKOCTH
U CEKPETHOCTH HUCIOJIB3yeMOro Kitoya. DTOT MPUHLMII HE MOTEPsl CBOEH
aKTYaJlbHOCTU U CETOJHS.

He menee nenna meicas Kepkroddca o Tom, 9T0 HamgeXHOCTH mIudpa
JIOJDKHBI OIIEHUBATH IeMUPPOBAIBIINKY. PasymeeTcs, 00 3ToM moraasia-
JIUCh U JIO HEro, HO MOCJe 3aKPBITUS «YEPHBIX KaOMHETOB» KakK-TO I03a-
O6buin. Bo BcskoMm ciyuae, u300peTaTenu HOBBIX IIH(POB, BMECTO TOrO
YTOOBI BBIHECTH UX Ha CY/ KPUIITOAHAJIUTHKOB, CTPEMUIIUCH OLECHHUTH HUX
CTOHKOCTH CaMOCTOSITENIEHO, MOACYHUTHIBAS UYHCIO BEKOB, HEOOXOIMMBIX
IUTSL TIOCTICIOBATENFHOTO Iepebopa BceX BO3MOXKHBIX KIIFOUCH, HIIU CTa-
pajuch J0Ka3aTh HEBO3MOXKHOCTb «IIPOOHUTH» KAKOM-THOO M3 3JIEMEHTOB

mudpa.

x ‘Vm—w

SCIENCES MILITAIRES. ‘

Comer 189,

LA CRYFTOGRAPHIE MILITAIRE.

Pucynox 1.7 — XKan Bunveenom I'voepm Bukxmop @parncya Anexcandp Oziocm
Kepreogppc pon Huysenzogp (1835-1903) u «Boennas kpunmonozus»

Kepxroddc mucam: «5 mopaxken TeM, 4To HAIIM yUeHBIE U Ipodeccopa
MPENOAAIOT U PEKOMEHAYIOT IJi1 MPUMEHEHHUs] B BOGHHOE BPEMsl CUCTEMBI,
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KJIIOYU K KOTOpPBIM, HECOMHEHHO, MEHEE Y€M 3a 4ac OTKPOET CaMblil HEO-
NBITHBIM KPUNTOAHATUTHUK.. MOXHO Tak)ke TNojiaraTh, YTO OTCYTCTBHUE
CepBE3HBIX PAa0OT MO WCKYCCTBY MPOUYTCHHS TaWHOIHCH CIIOCOOCTBOBAIIO
pacupoCTpaHEHHUIO CaMbIX OLIMOOYHBIX HJEH O CTOMKOCTH HAIIUX LIU(P-
CUCTEM.

Bnarogaps paboram Keproddca, Bo Bcex Beaymux rocyaapcTBax MUpa
yxe B 80-x romax XIX Beka kpunrorpaduro Npu3HalOT HAyKoH u B 00s13a-
TEJIBHOM MOPSAIKE HAUMHAIOT MPENolaBaTh B BOCHHBIX aKaJIeMHUSX.

Konenr XIX u mawanmo XX Beka XapaKTEpU3YETCS MAaCCOBBIM IOSIBIIC-
HUEM cHavaya Tenerpada, a 3aTeM W paauo Ui mepeaadd WH(OpMaluu.
EcrtecTBeHHO, BO3pOCIM M BO3MOXXHOCTH TepexBata mHpopmanmu. [Tos-
TOMY JAQHHBIM MEPUOA Pa3BUTHS XapaKTEPU3YETCs U MOSIBJICHUEM HIU(PPOB
U CHUCTEM, OPHCHTHPOBAHHBIX IS TEpeaaddl WHPOPMAIUU ITOCPEICTBOM
JNEKTPUUYECKON U PaIUOCBA3H.

Jns mudpoanus tenerpadHbIX COOONMICHHMI pa3padaThiBacTCs Iielias
niesiia KoJAoB U MHU(pPOAITOPUTMOB, arloreeM KOTOPBIX CTAHOBUTCS TMOSIB-
JieHue abCOTFOTHO HaJISKHOTO IMudpa — mudpa BepHama.

Kpome »storo, nns mmdpoBaHus TeneTaWNHbIX cooOmeHuil Bephnam
MPEUIOKNT 3apaHee TOTOBUTH «TraMMy» — HEpPQOJICHTY CO CIydYailHBIMHU
3HaKaMU — M 3aTeM DJEKTPOMEXaHHYECKH CKJIaJbIBaTh €€ HMIIYJIbCHl C
HMITyJbCaMHU 3HAKOB OTKPBITOro TekcTa. [lonyuyeHHass cymMMa HpencTaB-
nana cobot mudprexct. Ha mpueMHOM KOHIIE MMIYJIbCHI, TIOTYUYEHHBIE IO
KaHaJIy CBSI3U, CKJIAABIBAJIUCh C MMITYJIbCAMHM TOM K€ caMOM «raMMbl», B
pe3ysbTaTe 4ero BOCCTAHABIMBAIUCH UCXOAHBIE UMITYJIbCHI COOOLICHH. A
€CJIM COOOIIEHUE TIEPEXBAThIBAJIOCH, TO 0€3 «raMMBI» PacuIu(ppPOBATH €ro
OBIJI0 HEBO3MOKHO, MPOTUBHUK BUAET TOJIBKO HMYErO HE 3HAYAIIYIO Moce-
JIOBAaTEIFHOCTH «ILTIOCOB» M KMUHYCOBY.

Bo Bpewms [lepBoii MUpPOBO# BOIHBI INIaBHBIM (M 3a4acTyl0 €IMHCTBEH-
HBIM) cpenctBoM InudpoBanus OblIM Koubl. HecMoTps Ha TO, 4TO BCe
YYaCTHUKH OOEBBIX ACUCTBUN TOCTOSHHO pa3palaThiBall HOBBIE KOJbI
U yIyYIIagu CTapble, 00CCIICUNTh MX COXPAHHOCTH YIaBaJOCh JAJICKO HE
BCerza, MOATOMY MPOTHUBHUKHU 3a4aCTyIO0 OBIJIM MOJIHOCTBIO OCBEAOMIICHBI
000 BCEM, UTO COAEPKAIOCH B UYKOW ceKpeTHO# mepenucke. C mpuMeHe-
HUeM MH(POB CBsI3aH Psii TPArM4eCKUX COOBITUH, U3 KOTOPBIX YIOMSHEM
JIMIIb Pa3rpoM ABYX PYCCKHUX apMuil — renepaiioB Pannenkamma u Cawm-
conoBa B Boctounoii [Ipyccun B aBrycrte 1914 roga. Ilpuumnnoii pasrpoma
cTaja B TOM YMCJIE U IIJIOXasl OpraHM3alus 3aKpbITON CBS3M, B PE3yJbTaTe
Yero NmeperoBOphl MO paguo BEIHUCh BOOOIIEe 0e3 BCAKOTO MIU(pOBaHUS.
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Pucynoxk 1.8 — Konnas manas (nonesas) 6oennas paouocmanyis
¢ boesvim pacuemom Havana XX éexa

Bropas mupoBast BoifHa emie OoJbIIe MOAHSIIA TPEOOBAHUS K CKOPOCTH
MepefaYn U CeKPETHOCTH MHpopMmary. Pydrsie anroputmsl mpeodpa3oBa-
HUS U KOIBI, €lle KOe-KaK PelIasu MpoOJeMbl HeJleTalbHOW pa3BEeAKH, HO
a0CoNIOTHO ObUIM HEMPUMEHUMBI AJIS BOWOMOIUX apMuil u ¢nora. Tpedo-
BAJIMCh TIOBBIIICHUS KPUIITOCTOWKOCTH MIM(POB M aBTOMATH3AIUA (TOUHEE
MEXaHH3aIUs) POIECCOB MTUPPOBAHUS.

OnHoW W3 MepBBIX MOMOOHBIX CHUCTEM CTaya M300peTeHHas emie B 1790
rogy Tomacom Jlxeddepconom, Oynymum npesuaentom CLIA, mexanuue-
CKas MalluHa —
nunuaap xeddepcona.

Pucynox 1.9 — Tomac [[cephepcon (1743-1826) u yununop oceppepcona

Jxeddepcorn Ha3Ba CBOIO CHCTEMY MHU(PPOBAHUS <JIHCKOBBIM IH(D-
pom». OmHAKO caM OH He ObLT YBEPCH B HAJACKHOCTH CBOETO M300pPETCHUS,
[O3TOMY OTHOCHJICSL K HEMY C OCTOPOXKHOCTBIO M, OyIy4H MPE3UJACHTOM
CIIIA, He wucmonb30Bajl €ro, a MPOAOKHI MPUMEHSTh TPATUIHOHHBIE
KOJIBI U TITU(PBI.
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[Ipn ucrons3zoBanmm nuauHApa JKeddepcoHa T0CTaTOIHO TTOBEPHYTH
IUCKH TaK, YTOOBI Ha TPAHSAX AMCKOB B CTPOYKE TOSBHUIICS HYIKHBIH MCXO-
HBII TEKCT, a 3ammucaTh CTPOKY C J00oi aApyroi rpanu. [locne nomyyenus
mudpocoodieHns 1 Habopa ero Ha nunuuape xeddepcona Ha ogHON U3
rpaHed MOSBIISIJIICS MCXOAHBIN TeKCT. EcTecTBEHHO, IUIMHIAPHI OTIPABH-
TEJSI ¥ TIOJTY9aTeNsl TOJKHBI OBITh UACHTUIHBIMHU.

OnHako MPaKTUYECKOE PACHPOCTPAHCHHE MEXHUYECKHe MIH(PaToOphI
MOJYYUIH TOJbKO B Hadane XX Beka. OMHOH M3 MEPBBIX MPAKTHUCCKU
HCTIONB3YeMBIX MAaIllWH, CTaja POTOpHAas MallnHa, pa3dpaboranHas B 1917
roay OnsapnoMm XeOepHoM. A 23 deBpans 1918 roma HeMENKOMY HHKe-
Hepy Aptypy LllepOuycy ObLT BRIIaH MATCHT Ha MIH(POBAIBHYIO MAIIHHY
«DHHUTMY», KOTOpasi ¥ CTaJa JETCHI0W POTOPHBIX IU(PPOBATBHBIX MAIIHH.

«OHHMIMay BHauajie NPEACTAaBIsIAa cOOOH YEeTHIpE BPAIIAIOUIMXCS HA
ofHOW ocu Oapabana, 4To oOecneunBasio Ooyiee MHUJUIMOHA BapHAHTOB
mudpa mpocroi 3aMeHbl. Ha kaxmoit cTtopoHe OapabaHa IO OKPYXKHO-
CTH PACHONATAIHUCh 25 JIEKTPUUYECKUX KOHTAKTOB (0 KOJUYECTBY OYKB).
KontakTtsl ¢ o6enx cTOpoH OapabaHa COCAMHSUINCH MOMAPHO CIy4YaiHBIM
obOpazom 25 mpoBomamu, (OpMHPOBABIIMMH 3aMEHY CHMBOJIOB. Komeca
CKJIaIbIBAINCh BMECT€ M WX KOHTAKTHI, Kacasch APYT Ipyra, odecredu-
Balll MPOXOXKICHUE AIEKTPOUMITYIBLCOB CKBO3b Bech Habop koec. Ilepen
HavaJloM paboThl 6apabaHbl TOBOPAYMBAIUCH TaK, YTOOBI YCTAHABIMBAIOChH
3a/IaHHOE KOJIOBOE cJI0BO. [Ipy Ha)xxaTwy KJIABUIIN U KOAUPOBAHUU OYCPEIl-
HOT'O CHMBOJIA TIpaBbIi Oapa®aH moBopadnBaics Ha ofguH mar. [locie Toro,
Kak 0apabaH [ena MoJHbI 000pOT, Ha OMUH AT IOBOPAYHBAJICS CIEIYIO-
muit 0apabaH. Takum oOpas3oM, moyyyascs KIJII0Y 3aBeJI0MO ropas3uo Ooinee
JUTHHHBINA, Y€M TEKCT COOOIIEHNS.

Pucynox 1.10 — 206apo Xye Xebepn (1869-1952), Apmyp Llpebuyc (1878-1929) u
POMOPHASL WUDPOBATLHAS MAWUHA « DHULMAY
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Brieperie mupp «DHUTMBIY yAanoch AemudpoBaTh B MOILCKOM bropo
mudpoB B Aekadbpe 1932 roma. Mapuan Peesckuii, Exxu Pyxurkmii, ['eHpux
3eiranbckuii 1 Mapuan PeeBckuii, ¢ TOMOIIBIO TAHHBIX (PAHITY3CKOU pa3-
BEJIKH, MAaTEeMaTHYECKOW TEOPUU M METOJOB 0OpaTHON pa3pabOTKH CMOTIH
pa3paboTarh crieruaibHOe YCTPOUCTBO s Aen(POBKHU 3aKOTHPOBAHHBIX
COOOIIEHUH, KOTOpOe Ha3BaJM KPUNTOJOrH4eckoil 6omoOoii. [locie sToro
HEMEIIKHE MHIKEHEPbl YCIOKHHIM yCTPOUCTBO «DHUIMBI» U B 1938 rony
BBIITYCTUIIM OOHOBJICHHYIO BEPCHUIO, JJIsi Jemu(pOBKH KOTOPOH TpeboBa-
JIOCh TMOCTPOUTH 00JIee CIOKHBIE MEXaHU3MBI.

Pucynox 1.11 — Eowcu Pyosrcuyxuii (1909-1942), Mapuan Adam Peesckuii (1905-1980),
Tenpux 3vieanscxui (1908-1978)

Bo Bpemst BTopoit MupoBoit BOMHBI B AHIVINK JUIST PacIu(POBKH CO00-
meHUH «DHUTMay, ObLIa cOo3/laHa MallliHA ¢ KOJIOBBIM HaszBaHHeM «Turing
Bombey, oka3zaBiias 3HauMTEIBHYI TOMOIIb AHTUTHTICPOBCKON KOAJIH-
LY.

Pucynox 1.12 — Anan Toropune (1912-1954)
u anekmponnblll sbryucaumens « Turings Bomby
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PoTopHble MalIMHBI aKTUBHO MCIIOJIB30BAJIIUCH BO BPEMsI BTOPOH MHUPO-
BOW BOWHBI W JPyrUMHU rocyaapctBamMu. lloMMMO HeMeENKOW MallWHBI
HCIOJIb30BAJIUCh Takke ycTpoicTBa «Sigabay (CLIA), «Typex» (Benuko-
oputanus), «91-shiki ohbun-injiki» (SImonus) u Muorue apyrue. PotopHsle
CHCTEMBI CTaJH BEpPIINHON (hOpMasbHONH KPHUITOTrpaduu, TaK KaK OTHOCHU-
TEIHHO TPOCTO PEaTN30BBIBAH JIOCTATOYHO KPUITOCTOWKHE IIH(PHI.

Pucynox 1.13 — Amepuxanckue pomopHvle wugpposanvHvle MAuUHbl
SIGABA (ECM MARK II) u ee nacneonuya KL-7°

C 3apyOe)XHBIMH MaIlMHAMH, KOTOpBIE paboTanu 1Mo MPUHIUIY Mexa-
HUYECKH MPOTPaMMHUpPYEMBIX AHCKOBBIX Imm¢pparopoB, Texumka CCCP
uMena maino yero oOmiero. lludpoBanbHas mamuHa, pa3paboTaHHas B
1934 roxy, M-100 «CnexTp» u ee HOTOMKH pabOTaId MO MPUHIUITY Halo-
JKEHHSI TaMMbI Ha OTKPBITBIN TekcT. OHa 1Mo3BouIsiia MU(poBaTh O CKOPO-
cthio 1o 300 cuMBOJIOB B MUHYTY. Toibko mmmdpoBanbHas MamuHa K-37
«Kpucrann», paspadorannas B CCCP B 1939 rony, Obla mocTpoeHa o
aHaJIOTUU C APYTUMU POTOPHBIMU MaIIUHAMH.

[Ipu sTOoM ciryuaeB pacmuppoBKH cooOumeHUH, 3amudpoanubx M-100
u M-101, we 3aduxcupoBano'’. CoobuieHus sxe, 3ammuppoBanHbie K-37,

? KL-7 ocraBajnack B cTpoio 10 1970 romos. B HEKOTOpPBIX CTpaHaX B TEUCHHE MHOTHX JIET
mamuabl KL-7 cayunm B kadecTBe pe3epBHBIX yCTPOIMCTB, IOKA OKOHYATEIBHO HE OBLIH
U3BATHI U3 ciy k06l B 1983 roxy.

10 M3BecTHO, uTo B iepuoa ¢ 1941 no 1947 rox Ha 6a3e ypumckoro I'CITOU 56 u psina qpyrux
3aBOJIOB B 00m1Iel ciioxHOCTH BhimycTHIN 2024 mudparopa peun. 3a roabl BOHHBI BOCBMBIM
(tunpoBansubiM) yrnpasiaenuem [enmradba CCCH Obuto pazocnanHo okoio 3,2 MHJLTHOHA
KOMILIEKTOB mHdpoB. b0 nepesano B o0IIEH CI0KHOCTH CBBIIIE TOJYTOPAa MHIJUIMOHOB
mHr(POBAHHBIX TeJErpaMM M KoporpamMM. Kak mumier aBTop HECKOJIBKUX KHHT 110 KPHIITO-
rpadun mutpuii Jlapun, «Harpy3ka Ha KaHalbl CBs3U MOpoit qocturana 1500 tenerpamm
B CYTKU».
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CIIIA na perymnsipHOi OocHOBE «uuTanu» ¢ ampens 1946-ro mo 1947-i rog,
ABTOMATH3HPOBAB JTOT IPOIECC C MOMOIIBIO MAaIIMHBI aHaiora Sauterne
Mark 1.

Pucynox 1.14 — Cosemcras wugposansnas mawuna M-100 « Cnexmpy»
U ee NOMOMOK — KOOUpPo8oyHas mawuna « uanxa-125»

Pucynox 1.15 — Paboma wughposansuuyst ¢ CILLIA na pomoprou mawune Sigaba
U WUDPOBATLUUKOE 6EPMAXMA HA MAULUHE « DHUSMA» 8 OKONAX

1.4 Hayuynas kpunrorpadus

ITocne TlepBoit MUpOBOW BOWHBI MPABUTEIHCTBA MPAKTHYECKU BCEX
BEAYIINX CTpaH 3aCEKPEeTHSIN Bce paboThl B obmactu kpunrtorpadpuu. K
Havany 1930-X romoB OKOHYATENBHO C(HOPMHUPOBAIUCH Pa3Aeibl MaTeMa-
THKH, SIBJISIONIMECS OCHOBOHM I Oyayied Hayku: oOmias anrebpa, Teo-
pUs YUCelI, TEOPUS BEPOSTHOCTEH M MaTeMaThu4eckasi CTaTUCTUKA. K KOoHITy
1940-x TO0B MOCTPOEHBI MEPBBIE MPOTrpaMMHpPYEMbIe CUETHBIE MAIIWHEI,
3aJI0)KEHbl OCHOBBI TEOPHH aJITOPUTMOB, KuOepHeTuku. Tem He MeHee, B
nepuon nocine [lepBoit MuUpoBO# BOIHBI 1 10 KOHIIA 1940-X TOJIOB B OTKPHI-
TOH TeyaTu ObLIO OMYOJIMKOBAHO MUHUMYM paboT U MOHOTpaduil, HO Jaxe
OHHU OTpaKall JaJIeKo HE caMOe aKTyallbHOE COCTOSTHHE Nell. HanGompmmmii
rporpecc B Kpunrorpaduu J0CTUracs B BOGHHBIX BEIOMCTBaX.
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KirroueBoif Bexoif B pa3BUTHN HAyYHOH KpHUOTOTpaduul SBIACTCS (QyH-
nameHTanbHbIi Tpyn Knoxa lennona «Teopust cBA3M B CEKPETHBIX CHUCTE-
max» (anri. Communication Theory of Secrecy Systems) — cexpeTHbIi
JIOKJIaJl, MpEACTaBICHHBI aBTOpoM B 1945 1., u onmyOJIMKOBaHHBIA UM
B «Bell System Technical Journal» B 1949 r. B sroii paboTe, Mo MHEHHUIO
MHOTHX COBPEMEHHBIX KpHUITOrpadoB, OBLI BIEPBBIC MOKA3aH MOAXON K
Kpunrtorpaduu B 1IeJIOM KaK K MaTeMaTH4eCKOil HayKe.

Knon IlleHHOH BBen MOHSTHS «PAacCEHBAHUE» M «IIEPEMEIIUBAHUEY,
000CHOBAJI BO3MOXHOCTH CO3JaHUS MPAKTHUCCKU CKOJIb YTOTHO CTOMKHX
KPUIITOCUCTEM.

[[lenHoH moKa3zal, 4TO MpeMIoKeHHBbIM Beprnamom B 1917 romy meton
mudpoBaHusa — abCONIOTHO CToliKas cuctema mudpoBanus. EcTtecTBeHHO,
IpU yCJIOBHH, YTO JUIMHA KJIIOYa paBHSETCS MM OOJNBIIE JJIMHBI COOOIIe-
HUSL.

OTOT mepuoj; TakkKe XapaKTepU3yeTcs NOCTENEHHBIM BBIBOJIOM 3JIEK-
TPOMEXaHMYECKUX POTOPHBIX MMHU(POBAIbHBIX MAlIUH M3 HKCILTyaTalluu
MPaBUTEIHCTBEHHBIMU M apMEHCKUMHU CTPYKTYpaMu U TEPEeXojd Ha dJIeK-
TPOHHBIC MHN(POBATBGHEIE MAITUHBI, HAIpUMEp, Takue kak KW-26, KW-37,
KL-51 (RACE) u Aroflex B CIIA u crpanax 61oka HATO.

Pucynox 1.16 — Dnexmponnas wiugposanvnas mawuna Aroflex (CLLA)

u nopmamuenas anexkmponnas wugpomawuna HG-530/535 cemeticmea
CRIPTOMATIC 500 bopuca Xaecenuna (Llsetiyapus)

B 1960-x romax Hayalu TOSBIATHCS paszluyHble ONOYHBIC MIH(PHI,
KOTOpbIE 00Ja1anu O0oibIIe KPUITOCTOMKOCTRIO IO CPAaBHEHHUIO C PE3yJib-
TaTOM padOTHI POTOPHBIX MamnH. OJHAKO OHU MpPEANONaraiu 00s3aTeb-
HO€ HCIOJIb30BaHUE IH(PPOBEIX ANEKTPOHHBIX YCTPOUCTB — pPYYHBIC HIU
MOJTYyMEXaHUYEeCKHe CIOCOOB! H(POBAHUS yKE HE UCIIOIb30BAIHCE.
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1.5 KomnbiotepHasi kpunrtorpadust

[IpakTrHyecku Bce COBpEMEHHBbIE MPUMEHSAEMbIE KPUIITOCUCTEMBI SBJIS-
IOTCSl Pa3yMHO CTOMKHMH, TO €CTh CTOMKOCTh 3TOH KpPUIITOCHCTEMBI
CerOJHS OLEHUBACTCS OOBEMaMH BBIYHCICHUH, KOTOpPBIE TPEOYIOTCS IS
ee BCKpbITHUs. CUWTaeTcs, YTO KU HIUPPOBAHUS JOCTATOYHO CTOCK,
€CJIM BCE M3BECTHBIE CHOCOOBI €ro MoucKa HAaCTONBKO CJIOXKHBI, YTO Tpe-
Oy1oT OO0JbIIe BPEMEHH, YeM MPOCTOH Mepedop BceX BO3MOXKHBIX KITIOUCH.
A TIeproJ ero HaXOXICHUS MPEBBIIIACT CPOK HKH3HH 3aIIHIIaeMOi HH(OP-
Manuy (MM 3aTpaThl OOJbIIE CTOMMOCTH MONYUYCHUS TaHHOH HH(pOpMAaIu
JPYTUMU MY TAMH).

[lepBbIM KJIACCOM KOMITBIOTEPHBIX KPUITOCHCTEM, MPAKTHYECKOE IMPH-
MEHEHHE KOTOPBIX CTaJl0 BO3MOXHO C MOSIBJICHUEM KOMIIAKTHBIX BBIYMCIIH-
TEIBHBIX CPENICTB, CTAIN OJOYHBIC MHU(PHL

B 70-e roger XX Beka cieaaHO MHOXKECTBO pabOT MO CTaHIAPTH3AIUN
nmdpos. HaBepHOe, OHIMU W3 TIEPBBIX B 3TOM HAMpPaBJICHUH ObUIH KPUII-
torpadger CLIA. Corpynaukamu ¢upmber INTEL pazpaboran anroputm,
CTaBIIMI BIIOCIEACTBUM aMEpPUKaHCKHM cTaHmaptoMm mudposanus DES.
OmuH n3 ero aBTOpoB, XopcT DeiicTenb, omucal MOAETbh OJOYHBIX IIU(-
POB, Ha OCHOBE KOTOPOI B JajbHEiIIeM ObUIM NMOCTPOEHBI ApyTrHe, Oojee
CTOWKHE CUMMETPUYHbIE KPUIITOCUCTEMBI, B TOM YHUCJIE COBETCKMH U poc-
cuiickuii crangapt mmdpoanus [OCT 28147-89 u coBpeMeHHBIN CTaH-
nmapt AES.

C nosiBnennem DES oOoraTmiicst u KpUNTOaHAIN3, A aTak Ha aMepH-
KaHCKHU aJTOPUTM OBLT CO3aHO HECKOJIBKO HOBBIX BHIOB KPHIITOAHAIN3a
(maueitHbId, TuddepeHInanbHbIA U T.11.), TPAKTUUYECKas pealiu3aius KOTo-
PBIX OISITH K€ OBbLIIa BO3MOYKHA TOJIEKO C TOSIBIICHHEM MOIIHBIX BBIYHCIIH-
TENbHBIX CUCTEM.

Taxxe 0co0o ciemyeT OTMETUTh, 4TO B cepenune 70-x romoB XX cTo-
JIETUS TPOU3ONICT HACTOSUIUN MPOPHIB B COBPEMEHHON KpunTorpapuu —
MIOSIBIICHUE KPUTITOCUCTEM C IBYMS KIIFOYaMH — CEKPETHBIM U Iy OITHYHBIM.
C ux NOSBICHHEM CTaja MEHEe 3HAYMMOM MpobieMa pacHpoCTpaHCHHS
Kirouerd mudpoBanus. Takue CUCTEMBI TaK)Ke MONYUYWIH Ha3BaHHUE dCUM-
MEMPUUHBIX KPURTOCUCTEM.

OTnpaBHOU TOYKOH B ACCHMETPHYHON KPUITOTIpadUH IIPUHSATO CIUTATH
pabory, onyoiukoBaHHy0 Yuthungom Hupdu u Mapturom XelaMaHOM
B 1976 rony nox na3zBanueM «HoBble HampaBieHHS B COBPEMEHHOW KpHUII-
Torpadgumn». B Hell Bmepsble chOpMYITHPOBAHBI MPUHIUIBI 0OMeHa ITHd-
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poBaHHON WH(popMaIueil 6e3 oOMeHa CeKpeTHBIM KiIF4oM. HezaBucumo k
ujee aCHMMETPUIHBIX KPUIITOCHCTEM Tonomren Pamsd Mepkiu.

Heckonpkumu romamu mnozxe Pon Puect, Anu lamup u Jleonapn
Anneman paspaboranu aaroput™ RSA, mepBylo NpakTHYECKyIO acHM-
METPUYHYIO KPHIITOCHCTEMY, CTOHKOCTH KOTOpOil OblTa OCHOBaHa Ha
npobieMe (akTopH3aluu OONBIIAX TPOCTHIX YHCENI. ACHMMETpUYHAS
KpunTorpadus OTKpbLIa Cpa3y HECKOJIbKO HOBBIX MPHKIIATHBIX HalpaBiie-
HU, B YaCTHOCTH, cucmemvl 91eKmporHou yugposot noonucu (DUIT) u
INEKMPOHHBIX OeHez.

Pucynox 1.17 — Panogh Mepxau u Yunghpuo Jupgpu ¢ Mapmunom Xenimanom nocie

spyuenus npemuu Tolopunea 3a YyHOaMenmanbHulil 6K1a0 8 pazsumue
kpunmoepaguu ¢ 2015 200y

Pucynox 1.18 — Paspebomuuxu aneopumma RSA

Pon Pusecm, Aou Hlamup u Jleonapo Aoneman"

! UnTepecHpiii GakT: kpunrorpapuueckuii anroputm RSA, cosmanubiii Ponanbiom Puse-
crom, Anu [llamupom u JleoHapaom AJsieMaHOM, KaK y»e OTMEYalioch, Oa3upyeTcs Ha pa-
6ote Yurdunna Judpdu u Mapruna Xemimana «HoBble HanpaBIeHHs B KPHITOTPA(HM.
IIpu stom npemuto Triopunra Pusect, Lllamup u Angeman 3a anroputMm RSA monyunnu B
2002 rony, a Aupdu n Xennman — tonbko B 2015 roay.
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AXTyanbpHOH 3a/1aueil 3TOro Mepuojia OCTAeTCs U 3a/1a4a COBEPIIEHCTBO-
BaHUS CHMMETPHYHBIX KPHUOTOCHCTEM. B 3TOT ke mepmox pa3paboTaHbl
yxe HedeilicTeneBckue mudpsl (SAFER, RC6 u np.), a B 2000 rogy mocine
OTKPBITOTO MEXJIYyHAPOJHOIO0 KOHKYypCa MPHUHSAT HOBBIM HAIMOHAJBHBIN
crarmapt mudposanus CILIA — AES.

1.6 HensBecTHasi kpunrorpapus

Hecmorpst Ha ¢daHTacTHYECKUE YCIIEXW B KpUNTOrpaduu W KpUITOaHa-
JIM3€, OCHOBaHHbIE HA NMPUMEHEHUU BBIYMCIUTENBHON TEXHHUKH U CHCTEM
HCKYCCTBEHHOTO HWHTEIUICKTA, YEJIOBEUCCTBY H3BECTEH PSJ apTe(axToB,
KOTOpBIE JIOMAIOT BCE aKCMOMBI M BPOZAE Obl YCIEUIHO JOKa3aHHBbIC THIIO-
TE3BL.

[lo mameMy MHEHHIO, TIOBECTBOBAHHE O JOCTIDKCHHH KPHITOTpPapHH
U KpHIITOaHaln3a OyayT HEMONHBIMEH 0e3 HH(OpMAIMH O TaWHCTBEHHBIX
3arajJikax MpoIJIOro U Hepacu(poBaHHBIX KPUIITOTPaMMax.

Hasepnoe, camoii u3BeCTHOW M3 TaKuX 3arafiok spisietcs «Many-
ckpunt BoiiHnua» — UITIOCTpUPOBAaHHAS PYKOMHUCH AaTHpoBaHa XV BEKOM
U Ha3BaHA TaK 110 UMEHHU ITOJIBCKO-INTOBCKOTO OMONMMOGMIIa U aHTHKBapa
Muxauna Jleonapaosuua BoitHuva. HeoObrunyto 240-cTpaHMYHYIO KHUTY
OH Kynui Ha Buiiie Monaparone 6i1u3 Puma B 1912 rony Bo BpeMs cexpeT-
HOM pactpopaku apxuBa OMOIMOTEKH HE3YUTCKOTO KOJUISIKA.

Pucynox 1.19 — Cmpanuya «manyckpunma Botinuuay u
cam Bunvghpeo Boiinuy (1865-1930)

Kunra nmanmcana Ha HEHU3BECTHOM SI3BIKC HCHU3BECTHBIMU CHMBOJIAMH
(andaut comepxkut Oonee 50 YHUKAJIBHBIX CHMBOJIOB) U COJCPIKHT JHa-
rpaMMbl U PHCYHKH HEU3BECTHBIX JXMBOTHBIX M pacTeHuil. IIpoBeseH-
HBI B APU30HCKOM YHHBEPCUTETE PaIUOyTICPOIHBIN aHAIU3 MO3BOJSET
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YTBEPK/IaTh, YTO MAHYCKPUIIT HaNMCaH Ha niepramente Mmexay 1404 u 1438
rojlamMu, a aHaJlu3 ee YepHuUJI, BeIMOIHeHHBIH B McCrone Research Institute
B Yukaro, noarBepaunsl JaTUpoBKY. CeMaHTHUECKUM M YaCTOTHBIM aHaIu3
MO3BOJIIET TOBOPUTH O TOM, YTO fA3BIK, HA KOTOPOM HAIMCaH MaHYCKPHIIT,
WMEET CXOJHBIC XapaKTCPUCTUKH C JATBIHBIO U EBPONCHCKUMH S3bIKAMH.
HeonHokpaTHO nmpoBeeHHbIE HCCIEOBAHUS MO3BOJISIOT YTBEPXkKIAaTh U TO,
YTO KHHUTa COACPIKUT OCMBICICHHYIO HH(POPMALIUIO.

OO1ee BrieyaTiaeHne, KOTOPOE CO3AI0T CTPAHUIIBI MAaHYCKPHUIITa, II03BO-
JISIET MCCJeIoBaTeNsIM Ipernoiararb, 4To OH IpeJHa3HadaJICs JJisl TOTO,
9TOOBI CIYKUTH (PapMaKOJIOTHUSCKUM WM MEAWIIMHCKAM CIIPAaBOYHHKOM
Wiy SHIMKIoneaned. OnHako cOMBAIOIIME C TOJIKY JAETalld WILTIOCTpalui
MUTAIOT MHOXXECTBO TEOPUH O MPOUCXOXKJIECHUU KHHUTH, COIACPKAHUU e€
TEKCTa | 1IeJH, JJIsl KOTOPOW OHa Oblila HamucaHa.

C OonblION JT0NICl YBEpEHHOCTH MOYKHO CKa3aTh, YTO IIepBas 4acTh
KHHTH TTOCBSAIICHA TPaBaM, HO TIONBITKHA CPABHUTH UX C PEaJIbHBIMH 00pa3-
LIaMU TPaB U CO CTUIIM30BAHHBIMHU PUCYHKAMH TPaB TOI'O BPEMEHH B LIEJIOM
npoBaJimIHCh'?. OcTanbHble pa3feibl YCJIOBHO HA3bIBAIOT aCTPOHOMHYE-
CKUM, OHOJIOTHYECKHM, KOCMOJIOTHUECKUM, (papMareBTHUECKUM H PEIIeIT-
HBIM.

CyuiecTByeT MHOXKECTBO THUIIOTE€3 O MPOMCXOXKACHUU MaHYCKpHUIITa —
OT TOTO, YTO KHUTA HaNUCaHa Ha YKPAMHCKOM SI3bIKE KaK CIIPABOYHHK I10
aJXUMHUH, 10 TOrO, YTO KHHUIA SBJISIETCS KONMEH AOKyMEHTa U3 JIpYyroro
MHUpa.

[IpakTruuecku Becb XX BEK yUCHbIE Pa3IUYHBIX HAMPaBICHUN (HaUMHas
C JIMHTBUCTOB M WUCTOPUKOB M 3aKaHYWBas (PU3MKAMU M KPHUIITOAHATIUTH-
KaMH) IBITAJIMCh Pa3rajaTh 3arajlky MaHycKpunTa. boapminHCcTBO Hccieno-
BaTeNleH IpeAroIaraet, 4To OH MPEACTABISIET COOOH HEKYIO MHU(POBKY, U
CETOJIHs JECATKU HAy4YHBIX T'PYII MBITAIOTCS pacliugpoBaTh €ro, UCHOIb-
3ysl KaK CHCTEMbI MCKYCCTBEHHOT'O MHTEIJICKTA, TAaK U METOJbI UCTOpHYE-
CKUX HayK'".

C 1969 roga MaHyCKpHUIIT XpaHUTCS B OMOJIMOTEKE peKkuX KHUT beiineke
Menbckoro yausepeutera. KHUTa MONTHOCTBIO OLU(pPOBAHA, OITOMY JIHOGOI

12K 2014 roxy y4eHble CMOIJIH MPEAIONOKUTEIbHO HaeHTHGUIMpoBaTh 37 u3 303 n3obpa-
JKEHHBIX B PYKOIIMCH PACTEHUH.

B Tlo nanubiM Ha siuBapb 2018 roga yuensiM u3 AnbbeprTckoro yuuBepcuteTa B Kanaae npu
UCIIOJIB30BAHUHN MCKYCCTBEHHBIX HEHpONOROOHBIX ceTeil yaanoch paciudpoBaTh OAHY U3
¢pa3 kauru. Mccnenosarenn oOHAPYKHUIH, YTO aBTOP PYKOIHUCH AJIs CBOECTO HMIM(pa H3Me-
HUJI IOPAZOK OyKB B Ka)KIOM CJIOBE, a rIacHble oTopocui. ®dpasa 3ByduT kak «OHa Jana co-
BETHI CBALICHHHKY, XO3IUHY JI0Ma, MHE U JIIOASIM», XOTs CeH4ac 3TOT NE€PEBOJ OCIAPUBACTCS.
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JKETAKOIUKA MOXKET MOIPOoOOBaTh paciiudpoBaTh 3arajovHble TpaduvecKue
3NIEMEHTHI ¥ OYKBBI.

MeHnee H3BECTHBI, 4eM MaHYCKpHUINT BoitHnYa, HO He MeHee TaMHCTBEHHBI
Takue JOKyMEHTHl Kak, Hampumep, Komexc Poxoniu u BommeOHbIE cKpH-
xanu u3 Kaccens.

Konmexc Poxonu mpezcraBnsieT co00if KHIDKKY «KapMaHHOTO (opmaray,
cozepxkamyio 448 cTpaHHWI], UCNEIIPEHHBIX HEKHMMH IHChbMEHAMHU-CHMBO-
namu. KonnuecTBo yHUKanbHBIX 3HAKOB, MCHONb3yeMbIX B Kopekce, mpu-
MEpHO B JICCSITh pa3 OoibIle, 4eM B JI000M m3BecTHOM andasute. Koe-rne
Ha CTpaHHWIAX MUMEIOTCS WILTIOCTPAINH, COAEPIKAIINE HE TOIBKO PEIIUTHO3-
HBIE, HO U BIIOJIHE OBITOBBIE CIOXKETHI.

Wzyuenne Oymaru Kopekca PoxoHIu mokasajio, 4TO OHA, BEpOsITHEE
BCero, Oblta m3rorosieHa B Benennn B Hauane XVI Beka. Pacmmgpposats
Kozmekc moka HIKOMY HE yJalloCh, €CTh TOJIBKO HEKOTOPBIE BEPCHH.
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Pucynox 1.20 — [lapa cmpanuy Kooexca Poxonyu

CrnenyiommuMm KJIAacCOM HEpasraJlaHHbIX JIpeBHEHIIUX Imudporpamm
siBIsieTCsl PECTCKUM JIUCK, JIMHEHHOE TMChMO U POHTO-POHTO.

B 1908 romy wurambsHCckui apxeonor Jlymmxu IlepHbe 0oOHapysxuil
HEOOIBIION TMTUHSHBIA TUCK IIPU PACKOMKax Ha MecTe qpeBHero Kpurckoro
ropoga ®ect. Ha nucke nzodpaxens! 242 cumBoia. CrienuaiucTbl CyMenu
pa3nuuuTh 45 BUIOB CUMBOJIOB, HO U3 HUX JIUIIb HECKOJBKO OMO3HAHBI KaK
nepornu@bl, KOTOPbIE MCIOJIB30BAIKMCH B JIOABOPIIOBOM IEPHONE JPCBHEH
ncropun Kpura.

Ha nanHHBIII MOMEHT, HECMOTpPSI Ha MHOXECTBO IOIBITOK, HUKOMY HE
yIaJ0Ch pasraaarh TaiiHy decTckoro amcka's.

14 HekoTOpBIC yUYCHBIC MOJATAIOT, YTO (PECTCKUN THCK SBISETCS ACTPOHOMHUYCCKUM KaJIeH-
JapeM, JIpyrue CYUTAIOT, YTO OH POJIOM M3 JIETEHIapHOT0 3aTOHYBIIEr0 roposia ATIaHTH/IbL.
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Jluneiinoe nuchbMo® Takke ObIIO HaiizeHo Ha KpuTe W Ha3BaHO B YeCTh
OpuTtaHckoro apxeoyiora Aptypa DBanca. B 1952 roxy Maiikin BenTtpuc
YaCTUYHO paclIu(poBaj JUHEHHOE MUCHMO, KOTOPOE HCIOIb30BaNIOCh IS
(G POBKH MUKEHCKOTO S3BIKA.

Pucynox 1.21 — @ecmcxuii Ouck u auHetiHoe NUCbMo

POHro-poHT0 — cHCTeMa TaWMHCTBEHHBIX 3aIUCei, KOTOpbie OOHapy-
kunu Ha ocTpose [Tacxu B XIX Beke. Cunrtaercs, yto Ponro-ponro npen-
CTaBJsieT COOOW yTpayeHHYI0 CHCTEMY NPOTONHChMa. MHOrOYMCIIEHHbIE
MOMBITKY paciudpoBanuss POHro-poHro oxasanuch Oe3ycnemHbiMu. Bos-
MOXHO, 3TO JaJI0 ObI OTBET Ha INIABHYIO 3arajKy OCTpPOBa — MpeAHA3HAUe-
HUE TUTaHTCKUX CTaTyi octpoBa [lacxw.

TanHCTBEHHBIM H TOJBKO (pparMeHTapHO pacmnpoBaHHBIM SBISCTCS U
Y3€JIKOBOE MHUCHMO HHKOB!'®,

> Ucnonb3oBanock B [Ipesueit I'pennn B XIX — XV Bekax 70 H.3.
© B ApeBHOCTH BO MHOTHX PErHOHaX 3eMJIH MPOLBETANIO TaK HA3bIBAEMOE y3€JIKOBOE MUCh-
MO, KOTOPOE I10 JIeTeH1aM IIPHHECH Ha 3emMitto Oernbie boru. Y3enkoBoe muchbMo ObLIO pacpo-
CTPaHEHO y Pa3HbIX HAPOJOB: B FOCYAapCcTBaX MHKOB H Maiist, B Kurae, ABctpanuu, Tubere,
Kanudopuun, 3anaguoii u LenrpansHoit Appuke, Ha ocTpoBax Prokto, [Tanay, XaliHaHb.
Kwuraiickast y3enkoBasi HTUCBMEHHOCTh yIIOMHHaeTcs B Tpakrarte Jlao 13 m3un («Kaure
MyTH U JOCTOWHCTBA»), HATUCAHHOM JpeBHEeKuTaiickum ¢unocopom Jlao-1[3e1 B VI-V BB.
10 H.3. B kauecTBe HOcHTENsT HH(POPMALIMK BBICTYIIAIOT CBS3aHHBIE MEXAY CO00 MIHYPHI, a
camy HH(OPMALIMIO HECYT Y3€JKHU U L[BETA LIHYPKOB.
Taxke y3elKOBOE MUCHbMO MM Y3elKoBas Bsi3b siBIseTCs 0TOOpakeHHEM CIIaBSHCKOTO
angaBUTa «TIIATOIHIAY.
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NmeeTcst psim nereHl O TPOMAJHBIX 30J0THIX KIaJaX «CHIHOBEH
ConHmay, KOTOpbIe WHKH CIPSTAald OT MCHAHCKMX KOHKHCTaaopoB', a
uapopmanusi 00 MX MECTOHAXOXKJEHUM COXPAHWIACh B IEPEXBAYCHHBIX
KHUITYy UHKOB.

Takke K JpeBHUM Hepacmu(pOBaHHBIM KPUIITOrpaMMaM MOXKHO OTHE-
ctu Haamuch Illar6opo. Bymopaxxut kpunrorpadoB W JIMHTBHCTOB, Mepe-
XBAUEHHBIN M3 KOCMOCA PaJUOCUTHAJ, MOTYy4YUBIINN Ha3zBaHue «Wowy. [lo
CUX IOp HE PACKPBITHI YTOJOBHBIE JIeNa, TJ€ C TeJIaMH yMEpIINX HaCUJIb-
CTBEHHOW CMEPTHIO JII0JIe HalIeHbl Kpuntorpammsl — faeno «Taman Hlym»
U 3anucku Pukkn Makkopmuka.

K coxanenuto, ¢popmar yuyeOHOro mocoOus He TMO3BOJSACT JaKe OCBe-
TUTH HanboJiee M3BECTHBIC M3 TAKUX KpunTorpaduueckux 3zaraaok. Mcro-
pHs OCTaBIsET OYAyIIUM KPUITOAHATIUTUKAM MHOXKECTBO MHTEPECHEHIIINX
3aJ1a4, OTBETHI HAa KOTOPBIC MPUOTKPOIOT TAHY Ha TAMHCTBEHHBIC COOBITHS
TIPOIILIOTO.

Pucynox 1.22 — Kuny unxos u ee ygenuuennulii ppacmenm

17" Hanpumep, B 1533 rogy oTpsia KOHKHCTaZOpoB Hox mpeasoguteabctBoM dpanko ITucap-

po BTOpres B uMrneputo Bennkoro Muku. 3axBaTHB OAHOTO U3 HaciIeAHUKOB Bennkoro Vukn
— Arayanbny — [lucappo moTpeboBa BbIKYI — 3aMOJHUTH OTPOMHYI0 KOMHATY 30J0TOM JI0
YPOBHSI HOIHSATOW PYKH. 30JI0TO BE3JIU CO BCEH MMIIEPUU HHKOB, OJTHAKO OTOBOPEHHOM BBHICOTHI
JI0 OKOHYAHHUSI YCTAHOBJICHHOTO CPOKa IOCTUTHYTH HE YCIIelI. MIHKa OIpOCHII OO0k AaTh eIie
HEMHOTO0, HO BedepoM 26 aBrycta 1553 romga Ha muromiaau B Kycko ATayasbia ObLT MMOBEILICH.
Iepen cmepThio MHKa mepenan BepHBIM JHOAsM Kuily. Ha Hem ObLIO 3aBS3aHO TpHHAIIAThH
Y3EJIKOB, KpOME HHX, K IIHYPY ATrayaliblia IpuBs3aji Opycodek 30510ta. CYUTAIOT, YTO HMEHHO
B 3TOM MOCJAHUH ObLIO 3ain(POBAHO PACHOPSIKEHUE CIIPSATATH COKPOBHIA WHKOB B KAKOM-
TO TaifHOM MecTe. B TOT ke IeHb M3 XpaMOB HCUE3JIM BCE COKPOBHUINA, B TOM YHCIIE 30JI0Tas
uens JUIMHHON B 350 11aroB, CO 3BEHbSIMU TOJIMHON B PYKY, BECHBILAS CTOJIBKO, YTO MOJHSTH
ee moriu Toapko 200 uenosek. [Iponanu u oMMHHAAIATH THICAY JIaM, IPY)KEHHBIX 30JI0TOM U
LISAIINX B CTOJINILY UMIICPUH HHKOB C BBIKYIIOM ISl ATayaJIbIIbl.
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Bonpocs! 1j1s1 CAMOKOHTPOJIA

1. Ha xakue ucTOpHYECKUE IEPHOIBI MOXKHO Pa3eIUTh HCTOPHIO KPHUII-
torpapun?

2. Kaxkoe ycTpoicTBO OTHOCAT K MEPBBIM €BPONCHCKHM yCTPOHCTBAM

s kpuntorpaduu?

Kaxkoii anroput™ mudposanus npemioxuia [ait FOnmii Lezaps?

Yro Takoe «arbarmm?

Kewm Ob1H TIpeII0sKeHBI TPUHITUIIBL TOTATPAMMHOM ITOICTAHOBKHU?

Uro Takoe «4epHbIi KaOuHeT»?

Ha kakux mnpuHOMIax mocTpoeHa mmHQpoBaibHAs MallMHA

«EBHurmax»?

8. Jlust wero ucnonp3oBanock ycrpoiictBo M100 «Kpucrtanm»?

9. Korna 0b11u 3aJ105K€HBI IPUHIUIIBI aCCUMETPUYHON Kpunrtorpaduu?

10. O uem manyckpunt Boitnuua?

No v s W

Pexomennyemas sureparypa

. AmupoB A.K., CynranoBa b.K., Illaxanos J{.K. Hcropus pas3Butus
KpunTojioruu. JTamsl. — Monoaoi yuyensiit. 2016. — Nel.

. AmupoB A.K., CynranoBa b.K., IllaxanoB [1.0K. Vctopus passutus
KpHUNTOJIOTHH. DTarmbl. — Monojoi yueHsri. 2016.

. CnuBak C.H., BunpaanoB A.H., 3apunoBa JL.U. [locTuxkeHUs U MPUIIO-
JKEHHSI COBpEMEHHOW MH(DOPMATHKHU, MATEMATUKU U (PU3MKH: MaTepHa-
ner 111 Beepocceniickoit Hay9HO-TPaKTHYECKOH 3a09HON KOH(pepeHITHH (T.
Hedrexamck, 20-22 okTs10ps 2014 1.). — Ya: PULL bamI'V, 2014.

. Luciano D., Prichett G. Cryptology: From Caesar Ciphers to Public-Key
Cryptosystems. — The College Mathematics Journal. — Mathematical
Association of America, 1987. — Vol. 18, Iss. 1.

. Cunrx C., Kaura mugpos. TaiiHast ucTopusi IIUPPOB U UX paciudpos-
ku. — M.: Actpeinb, 2007. — 448 c.

. Cob6onesa T.A. Ucropus mudposanbHoro aena B Poccuu. — M.: OJIMA-
[TPECC O6pa3osanue, 2002.

. badam A.B., llankun [I1. Kpunrtorpadus (acrextsl 3amuTtel). — M .
COJIOH-ITPECC, 2007. — 512 c.

. Umopa A. JI. CoBpemenHas npukiaanas kpunrorpadpus. — M.: «[enuroc
APB», 2001.

. Gardner M. A new kind of cipher that would take millions of years to
break. — Mathematical Games, Scientific American, 1978. — 237(2).
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10.Rivest R.L., Shamir A., Adleman L. A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems. — Comm. ACM, 1978. — 21(2).

186



IVTIABA 2. CUMMETPHYHBIE KPUIITOCUCTEMBI

Kniwouegvie cnoga: cuMMeTpUYHAs KPHIITOCHCTEMa, IIOJCTAHOBKA,
NEPeCcTaHOBKA, I'AMMMPOBAHUE, AJNTOPUTM IIU(PPOBAHUSA, KIIOYU, payHT,
JABUHHBIN 3(QQEKT, KI0Y MPOroHa, paclHucaHue KIroueH, cets DeicTens,
KpHunrorpadudeckast CTOMKOCTb, OJOYHBII MU}p, MOTOKOBIN MIHQD.

2.1 OcHOBHBIE KJIACCHI CUMMETPUHYHBIX KPUIITOCUCTEM

CUMMETpUYHBIE KPUITOCHCTEMBI' — CI0CcO0 MIU(POBAHUS, B KOTO-
poM s muppOBaHUS W PACIIN(POBBIBAHUS IPUMEHSETCS OAWH M TOT
e Kpunrorpaduueckuii kiaod. Kirtod anropurma I0KEH COXPAHATHCS B
cekpeTe 00EMMHU CTOPOHAMHU. AJITOPUTM IH(POBAHUS BBIOMpPAETCS CTOPO-
HaMHM 10 Hadajila 0OMeHa COOOIEHUSIMH.

K 3aKpBITBI K
KaHal
B%o;;A____‘;__I r—'____A—SoEB'
OTIIp ABHTEIE, TIOITy3ATeND,
|( = ) 3anmpposarme OTrpeITBIE Pacumpposarme| M (Romg )I
" B et nap [T
| x | K I

| | |
L i

Pucynok 2.1 — Obwas cxema pabomvi CuMMEMPUUHBIX KPUNIMOCUCTEM

B HacTosimee BpeMsi COBpEMECHHBIC CHMMETPUYHBIC MIU(PPHI OEIAT Ha
OsouHble WHGPBI U TOTOKOBBIE:

— 0nounble wugpor — oOpadarpiBalOT WHPOpPMAIUIO OJIOKaMH Orpe-
JeNIEHHON JUTHHBI (00bIYHO 32, 64, 128 nnu 256 OUT), IpUMEHSSA K
0JIOKY KJTI0Y B YCTAaHOBJICHHOM TOPSIAKE, KaK MPaBUIIO, HECKOJIbKUMHU
[UKJIAMH TIEPEMEITUBaHUSI U TIOACTAHOBKHU, HA3bIBAEMBIMH PayHOd-
mu. Pe3ynpraToM MOBTOPEHUS PayHIOB SIBIISICTCS JTAaBUHHBIN (et
— HapacTamplas MoTeps COOTBETCTBHS OMTOB MEXay OJIOKaMu OT-
KPBITHIX U 3aTH(POBAHHBIX JAHHBIX;

— nomoKogvle unu nomounvie wiugpsr — MHUGPOBAHUE ITPOBOIUTCS
HaJ KaXAbIM OMTOM JIMOO 0AaTOM HMCXOMHOTO (OTKPBITOrO) TEKCTA C
UCTIONF30BaHNEM TaMMHPOBAHUSL.

! Takue CHCTEMBI TaK)Ke MOTYT Ha3bIBATHCS «CHMMETPHUYHOE IIH(POBAHUE», KCHMMETPHI-
HbIe IU(PB WIK HA aHTIIMHCKOM «symmetric-key algorithmp».
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B ocHOBE CHMMETPUYIHBIX KPUIITOCUCTEM JICKAT TPH 0a30BBIC OICPAITIH
npeoOpazoBaHus COOOIMICHHS MIIH OTKPBITOTO TEKCTA!

— TIOICTaHOBKU;

— TIEPECTAHOBKH;

— TaMMHPOBaHHE.

BoNbmIMHCTBO COBPEMEHHBIX CHMMETPUYHBIX IMTU(PPOB HCHOIB3YIOT
CIIOKHYI0 KOMOWHAIIMIO OOJBIIOrO KOJIHYECTBA IOACTAHOBOK H IIepe-
CTaHOBOK. MHOrHe Takue Iu(pbl UCTIOTHIIOTCS B HECKOJIBKO (MHOTAA JI0
80) mpoxo0B, UCTIONB3YS HAa Ka)KJIOM IPOXOAE «KJII0U Mpoxoma». MHOxe-
CTBO «KJIOUCH MPOXOoma» IS BCEX IMPOXOIOB HA3BIBACTCS «PacHUCAHUCM
kmrouei» (key schedule). Kak mpaBuiio, oHO co3maeTcs W3 0OLIEro KIroua
BBITIOJIHCHHEM HaJl HUM HEKHX ONEpaluil, B TOM YHCIC NEPECTAHOBOK U
MOZICTAHOBOK.

TunuuHeIME  crTOcOOAaMU  TOCTPOCHHS AJITOPUTMOB CHMMETPHUIHOTO
mu(ppOBaHUsS SBISIFOTCSA MOICTAHOBOYHO-IIEPECTAHOBOYHAS CETh” U CETh
Deiicrens.

Hludp HA OCHOBE NOOCMAHOBOUHO-NEPECMAHOBOYHOU Ccemy TIOIydaeT
Ha BXOI OJIOK M KJIIOY U COBEPIIACT HECKONBKO YePENYIOMIUXCS PayHIOB,
COCTOSIIUX W3 YCPEAYIOUIMXCS CTaauil MOACTAHOBKHU (aHINI. substitution
stage) U cTaJauil MepecTaHOBKH (aHTJ. permutation stage).

Jns mocTrokeHusl 0€30MaCHOCTH JIOCTATOYHO OJTHOTO S-0J10Ka, HO TaKou
0110k OyneT TpeboBaTh OOIBIIOr0 00bEMA MaMsTH. [103TOMY HCIIONB3YIOTCS
MaJIeHbKHe S-0JI0KH, CMelIaHHble ¢ P-Onokamu.

Henuueiinass crajgusi NOACTAHOBKM MEPEMEIIUBACT OUTHI KIIOYa C
OMTaMH OTKPBITOTO TEKCTa, co3naBasi KoH(py3uto [llennona. JluneitHas cra-
ISl TICPECTAHOBKHU PaCIpeAessieT H30BITOUHOCT MO BCEH CTPYKType IaH-
HBIX, Mopokaas 1uddysuro.

S-6mok (aHri. substitution box or S-box) 3ameriaer MaJeHbKHI OJOK
BXOJIHBIX OMT Ha JAPYTOH OJIOK BBIXOJHBIX OUT. DTa 3aMeHa JIOJHKHA ObITh
B3aMMHO OJHO3HAYHOH, UTOOBI TapaHTHPOBaTh oOpaTtuMocTs. Ha3zHaueHne
S-0oka 3aKiTrouacTcsl B HETMHEHHOM IPeoOpa30BaHMM, UTO MPEISITCTBYET
MPOBEICHUIO JIMHEHHOro KpumnroaHaiu3a. OZHHM W3 CBOWCTB S-0i0ka
SIBJISIETCSL JIABUHHBIA 3(eKT, TO ecTh M3MEHEHHE OJHOro OuTa Ha BXOAE
MPUBOAUT K M3MEHCHHIO BCEX OUT Ha BBIXOJIE.

P-61ok (anri1. permutation box or P-box) — nmepectaHoBka Bcex OUT: 010K
MOJTydYaeT HA BXOX BBIBOI S-0JI0OKa, MCHSET MECTaMHU Bce OUTBHI M MOAACT

2 TlomcTaHOBOYHO-TIEPECTAHOBOYHASL CETh WJM SP-ceTh TakKe SBIsETCS pa3pabOTKOM

XopcTa Deiicrens.
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pe3ynbraT S-0JIOKY Ciefyromero paysaa. BakxabpiM kadecTBOM P-0roka
SIBJISIETCST BOBMOKHOCTD PAacIpeIeTUTh BBIBOJ OIHOTO S-0JI0Ka MEKIY BXO-
aMHU KaK MOXKHO OOJIBIIHNX S-O0JIOKOB.

Jns Kaxxzoro payHJa HCIOJIB3YETCSl CBOM, MOJYyYaeMbll M3 MEpPBOHA-
qayipHOTO, Kifo4. [lomoOHBIN Kit0W HasbIBaeTCS payHOoosvim. OH MOXET
OBITH TIOJIYYeH KaK JIeJEHHEM MePBOHAYAIBFHOTO KIF0Ya Ha paBHBIC YaCTH,
TaK U KaKUM-TH00 NpeoOdpa30BaHUEM BCEro KI0Ya.

B cemu ®eticmens anropuT™ MWNU(GPOBAHUSI CTPOUT CXEMY MU(DPOBAHUS
Ha ocHoBe ¢yukiuu F(D, K), rie D — moprus 1aHHBIX pa3MepoM BABOE
MeHbIIe 0J0ka mudposanus, a K — «xiIrou mpoxoma» Iis TaHHOTO IMPO-
xoma. OT ¢yHKOHU He TpedyeTcs 0OpaTUMOCTh — oOpaTHas el (YHKITUS
MOXeT ObITh Heu3BecTHa. JlocTouHcTBa cetu DelcTens — MOYTH MOJIHOE
COBMaJIeHUE JCUPPOBKH ¢ MmU(pOBaHHEM (SAUHCTBEHHOE OTIMYHE —
00paTHBIN MOPSIIOK «KIIIOYEH MPOXOJa» B PACIHCAHUH), YTO 3HAUUTEIHHO
o0JIeryaeT amnmapaTHyio pean3annio.

Omnepanys nepecTaHOBKU MEPEMELINBACT OUTHI COOOIEHUS TI0 HEKOEMY
3aKOHy. B ammapaTHbIX peanu3alUsx OHa TPHUBHAIBHO pEANU3yeTCs Kak
MepenyThIBaHHEe MPOBOAHHUKOB. VIMEHHO omepamuu MepecTaHOBKH IAIOT
BO3MOXKHOCTbB JOCTHXEHUS «3((dexTa maBuHby’. Onepaius nepecTaHOBKH
nuHeitHa — f(a) xor f(b) == f(a xor b).

Omnepanuy MOJCTAHOBKH BBIMTOJTHSIOTCS KaK 3aMeHa 3HAYCHHS HEKOCH
4acTu cooOmieHus (4acto B 4, 6 wiam 8 OWT) Ha CTaHJAPTHOE, JKECTKO
BCTPOECHHOE B aJIFOPUTM HHOE YHCIO MyTEM OOpaIleHHs K KOHCTAaHTHOMY
MaccuBy. Onepanust MOJCTAHOBKU MPUBHOCUT B aJITOPUTM HEJIMHEHHOCTD.

Ilonnas yTpara BceX CTaTUCTHMYECKMX 3aKOHOMEPHOCTEH HCXOLHOI0
COOOIIEHUS SBJISICTCSI BAXXHBIM TPEOOBAHMEM K CHMMETPHUYHOMY MIUQPY.
Kak oTmewanochk panee, s 3TOro mudp I0KeH UMETh «d(P(EKT JTaBUHBIY.

3 JlaBunuslii o3¢ dexr wian 3¢pdexr nasuusr (anrr. Avalanche effect) - monstie B Kpun-

Torpaduu, OOBIYHO MpPUMEHsIeMOe K OJOYHBIM MmUppaM U KPUOTOrpadUIecKHM XO3II-
¢byukuusM. BaxkHoe kpunrorpapuueckoe CBOUCTBO Ui MH(POBaHUs, KOTOPOE O3HAYACT,
YTO U3MEHEHHE 3HAYCHUS MAJIOr0 KOJMUYSCTBa OUTOB BO BXOJHOM TEKCTE HJIM B KJIIOYE BEJCT
K «JJABUHHOMY» M3MEHEHHIO 3HaUCHHH BBIXOJHBIX OMTOB MmK(poTeKcTa. J{pyrumMu ciosamu,
9TO 3aBUCHMOCTH BCEX BBIXOJHBIX OMTOB OT KaX<JI0Or0 BXOJAHOTO OUTA.

Tepmun «aBuHHBINA 3¢ GekT» Brepsbie BBenéH deiictenem B crarbe Cryptography and
Computer Privacy, ony0iaukoBaHHO# B )xypHase Scientific American B mae 1973 rozaa, xots
KOHLENTyaJbHOE MOHSATHE UCIOJb30Banock emé [llenHoOHOM.

Ipumep naBunHoro 3¢ dexra 1s aaropur™a mudposanus Ek(K,M):

—  Ek(xirou = «aaaa», OTKPBITBIN TEKCT = «aaaay) = «5188y;

—  Ek(xirou = «aaaa», OTKpBITBIN TEKCT = «aaca») = «f7e5».
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Takke BaXHBIM TpeOOBaHHMEM SIBISIETCS OTCYTCTBHC JIMHEHHOCTH (TO
ecth ycnous f(a) xor f(b) == f(a xor b)).

3a4acTyl0 CTOHMKOCTH alrOpUTMa, OCOOCHHO K Iu(epeHInaIbHOMY
KPUITOAHAIH3Y, 3aBUCHT OT BBIOOpa 3HAUCHHUI B TAOIUIAX IOICTAHOBKHU
(S—06mokax). Kak MUHMMYM, CUMTAETCS HEXKEIATEIbHBIM HAJIWYWE HETOMI-
BIDKHBIX DJIEMEHTOB S(X) = X, @ TAK)KE OTCYTCTBHUE BIUSHUS KAKOTO—TO OWTa
BXOJIHOTO OaiiTa Ha KaKOW-TO OUT pe3ynbTaTa — TO €CTh CIy4au, Koraa out
pesysbraTa OJJUHAKOB JJIsl BCEX Map BXOAHBIX CJIOB, OTIMYAIOIUXCSA TOIBKO
B JJAHHOM OuTe.

B HacTosiee BpeMs CymIeCTBYeT MHOXECTBO (KaK MHUHUMYM HE MEHee
JBYX JICCATKOB) HCIOJIB3YEMBIX aJTOPUTMOB CHMMETPHUYHBIX HIH(POB,
CYHECTBEHHBIMU MapaMEeTPaMUu KOTOPBIX SABJIAIOTCA:

— Kpunrorpaduyeckas cCTOHKOCTB;

— JJIMHA KITI0Ya;

— YHCIO PayHJIOB;

— JJuHa oOpabaTeiBaeMOro 0JIOKa;

— CIJIOXHOCTh almnapaTHOM/MporpaMMHON pean3anuu;

— CIIOXHOCTb IPeoOpa3oBaHUsL.

Jlocmouncmeamu cummempuunolxX KPURMOCUCIEM AGNAIOMCIA:

— CKOpOCTH HHu(poBaHus/pactinpoBbIBaHUS;

— TMpocTOTa peanu3anuu (3a cu€Tt 6osee MPOCTHIX Oneparuii);

— MeHbluas Tpedyemas JJuHA KJIo4Ya ISl COMOCTaBUMOW CTOMKOCTH

(10 CpaBHEHHIO C CHCTEMaMU ¢ MyOIHIHBIM KITFOYOM);

— JIyYmmas W3y4YeHHOCTH (3a CU€T OONBIIEr0 BO3pAcTa) OMATH XKE IO
CpPaBHCHHUIO C CUCTEMaMU C HY6J'[I/ILIHLIM KJIFOYOM.

Heoocmamkamu cumMmempuyHslX KPURMOCUCIEM AGNAIONCA:

— CJOXXHOCTb YIPaBJICHU KJI0YaMU B OOJIBIION CeTH;

— CIIOXXHOCTH OOMeHa Kirouamu. sl MpUMEHEHHs aJIrOPHTMOB HE00-
XOIMMO DEIIUTH TMPoOIeMy HAZEKHOH Mepemadyn KIoUeH KakIoMy
A0OHEHTY, TaK KaK HY>KCH CEKPETHBIH KaHAJ JUIS Mepeiadun KaXkJ[0ro
KJII0Ya 00€UM CTOPOHAM.

Jns  KoMmMIeHcaluu HEIOCTATKOB CHUMMETPUYHOrO MHU(PPOBAaHUS B
HACTOSIIee BpeMsl IIHPOKO MPHMEHSETCS KOMOMHUpOBaHHAS (THOpHIHAS)
KpunTorpadudeckas cxema, Ije ¢ MOMOIIBI0O aCHMMETPHYHOTO MIH(poBa-
HUS TepeaaéTcs CEaHCOBBIM KITI0Y, UCIONB3YEMBIH CTOpOHAMHU sl OOMEHa
JAHHBIMU C TIOMOILBI0 CHMMETPUYHOr0 MU(BPOBAHUSL.

BaxHBIM HEZOCTaTKOM CHMMETPHYHBIX MIH(POB SIBISCTCS W HEBO3-
MOXXHOCTh WX HCIIONIb30BAaHUS B MEXaHU3MaX (OPMUPOBAHUS DJICKTPOH-
HOH 1IN(POBOI MOATHCH U CEPTUHHUKATOB, TAK KaK KIIOY U3BECTEH KaXKI0H
CTOpPOHE.
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2.2 TloncTaHOBKH, MEPECTAHOBKH U TAMMHPOBaHHE
2.2.1 llInppoBanue ¢ MOMOIIBIO MEPECTAHOBOK

[Indp mepecTaHOBKH — 3TO METOJ CHMMETPHYHOrO IMHU(POBAHUS, B
KOTOPOM CHMBOJIBI IIU(PYEMOr0 OTKPBITOTO TEKCTA MEHSIIOTCS MECTaMH.
B xauectBe snmemenTa mudpyeMoro Tekcra, Kak MpaBHIIO, BHIOMPAIOT OIWH
CHMBOJI, OTHAKO HCTIONB3YIOTCS U 00Jee KPyMHBIC KOHCTPYKIIHH — TPYIIIIEI
CHMBOJIOB.

Kiaccuueckum npuMepoM MepecTaHOBOK SBISIIOTCS dHHOZPAMMb®.

HcTropruyecky MepecTaHOBKH SIBISIOTCS OAHMMM M3 MEPBBIX JApPEBHEN-
IINX METOJOB TaiHomucH. HewsBecTHO, Koraa MOSIBUJINCH HEPBBIC IeEpe-
CTaHOBKU. B0O3MOXHO, MHCLbl APEBHOCTU MCIONb30BAIU AHAPAMMBI UIH
MEPEeCTaHOBKM OYKB B MMEHH CBOETO Liaps paju TOTO, YTOOBI CKPHITH €ro
MOAJINHHOE UM$ MU B PUTYaJIbHBIX LENSX.

[lepBBIe ycTpoiicTBa M aNrOpUTMBL, padoTalONe Ha MPUHIUIAX Iepe-
CTaHOBOK, U3BECTHBbI ¢ V Beka 10 Hamel 3pbl. K HUM MOMXHO OTHecCTH,
HaIlpUMep Ty XK€ CLUTAIy.

B xmaccuueckoil kpunTorpaduu NepecTaHOBKH pasZeisioTcs Ha JBa
KpYTMHBIX KJacca:

— mudpsl oxuHApHOW (TPOCTOH) MEpPecTaHOBKH — MpU MIH(PPOBAHUU

CHMBOJIBI OTKPBITOI'O TEKCTAa MEPEMEIIAIOTCS ¢ UCXOIHBIX MO3UINI B
HOBBIE OJJUH pa3;

4 Amarpamma (Iped. 0.vo. — «CHOBa» M YPGLLO — «3alUCh») — JINTEPATyPHBIA NPUEM, CO-

CTOAIMI B IIepecTaHOBKe OYKB MJIM 3BYKOB CJI0Ba (MM CJIOBOCOYETaHMS), UTO B PE3yJIbTaTe
IaéT Opyroe CIOBO MM CIOBOcodeTaHHe. Hampumep: anenbCUH — CIIAHUEIb, IIOJIKOBHUK —
KJIOTIOBHHK, TOPHJIKA — POTAJIUK, JEHECTOK — TEIECKOIL.

IIpaponuTteneM aHarpaMMBbl CUMTAIOT JPEBHETPEYECKOro Mo3Ta U rpamMMaruka JIukod-
pona, >xuBmiero B III Beke 1o H. 2. Ilo coxpanuBumnmes 3anucsam Busantuiina Moanna Lena,
n3 umenn uapst Ilronomes JIMKOQpOH coCTaBMiI MEPBYIO M3 M3BECTHBIX HAM aHArpaMM:
Ptolemaios — Apo Melitos, 4To B IepeBoae 03HA4YACT «HU3 MEIAY, a U3 MMCHU LAPUIBl APCH-
Hou: Arsinoe — lon Eras («duanka [epbi»).

B XVII — XIX BB. cpeau eCTEeCTBOUCIBITATENCH OBLIO MPUHSTO 3alI(pPOBBIBATH CBOH
OTKPBITHA B BHJIE aHAPAMM, UTO CIYXKHJIO JBYM Hy’KJaM: CKPBITh THIIOTE3Yy 10 €& OKOHYa-
TEeJIbHON NPOBEPKU M YyTBEPAUTh aBTOPCTBO HA OTKPBITHE, KOI/Ia OHO OyJET MOATBEPIKACHO.
Hanpuwmep, B 1610 r. I'anuneo lanuineit 11 3aKperuieHust aBTOPCTBA Ha OTKPLITHE CITYTHH-
xoB CarypHa 3ammu@poBall JaTHHCKYIO ppa3y «Altissimun planetam tergeminum observavi»
(«BpIcowalimryro mIaHeTy TPOHHYIO HaOIIOOal») CleqyromuM oopa3oM: «Smaismrmilmepo
etaleumibunenugttauiras» (OyKBbI «V» M «U» B JIATHHCKUX TEKCTaX 4YacTO CUYMTAINCH B3a-
uMo3aMeHseMbIMH). JlanpHelee pa3BUTHE U TOMYJISPH3alUsl aHATpaMM Obla CBs3aHA C
Pa3sBUTHEM XPUCTHAHCTBA U JIATHIHH.
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—  MIUQpPbl MHOKECTBEHHOU (CJIOKHOM) MEPECTAaHOBKH — MPH MTUPpPOBa-
HUU CUMBOIIBI OTKPBITOTO TEKCTa MEPEMEIIAIOTCsI ¢ UCXOIHBIX TT03H-
LU B HOBBIE HECKOJIBKO Pas3.

Iuppel ¢ TPOCTON TEPECTAHOBKOW HAIIM CBOE IPHUMEHEHHUE, Kak
MPaBHJIO, TONBKO B PYYHBIX METOAAX IMU(ppOBaHHs. B HUX YacTO MCHONb-
3YIOTCS TaOIUIBI, KOTOPBIE AA0T MPOCThIC MUGPYIONIKE MPOLEAYPHI TIepe-
CTAaHOBKHU OyKB B c000mmeHnn. KiIrouoM B HHUX CIIyXaT pa3Mep TaOJIHIIbI,
¢bpasa, 3aaron1asi IEPECTAHOBKY MU CIICIUATBHAS OCOOCHHOCTh TAOIUIIBI.

[IpocTast mepecTanoBka 6€3 KII04a — OJMH U3 CAMBIX MPOCTBIX METO/IOB
MUQppPOBaHUS, POJICTBEHHBIN MmHUdpy crutana. Jus mmdpoBaHus ucxom-
HBIA OTKPBITHIA TEKCT 3aMUCHIBACTCS B TAOJHILY, HAIPUMED, MO CTOIOIAM.
C‘H/ITI)IBaHI/IC JJIs1T TOJTy4YCHU A 3aHlI/I(1)pOBaHHOFO TCEKCTa MPOU3BOAUTCA IO
CTPOKaM.

Hanpumep, coobumenne «HESICHOE CTAHOBUTCSA EIE BOJIEE
HEIIOHSITHEIM» BamnmchBaeTcss B Tabaumumy no cronabuam. [HOius
Tabauusl M3 5 cTpok M 7 CTONGLIOB STO BHIVIAAUT Tak:

Tabmmuuma 2.1 — Tabauia nepecTaHOBKM
H|O|H|C|B|H|4A
E|E|O O|E|T
A|C|B|E|JX|IO0|H
C|T|MW |l E|O|H
H/A|T| E|E|H|M

llocnme TOro, Kak OTKPHTHEM TEKCT SanMcaH KOJIOHKaMM, MAJIs
ob6pasoBaHusa UMOPOBKM OH CUMTHBAETCs NO CcTpokaM. Eciam ero
sanmuciBaTh TrpynnamMm no 5 6ykB, To nonyuurcsi: «HOHCE HSEEO
SOETA CBEJII HCTHUI, EOBIHA TEEHM>».

KiouoM sIBIsteTCsT pasMep Tabiauis ¥ aJTOPMTME Banucu/ure-
Huss. O6meamMHeHMe OyKB B TI'PYNNE He BXOOUT B Kiod umbpa u
MCIHONBBYEeTCHa JMUIBL LIS yAo6CTBa BanmMCyM HECMBICJIOBOI'O TeK-
cra.

Bonee mnpakTuuHbl MeToA MM(POBAaHUS, HA3BIBAEMBIN OIMHOYHOM
TEPEeCTaHOBKOM MO KJII0YY OYEeHb MOX0X Ha npeApaymuil. OH oTiaudaeTcs
JIULIb TeM, YTO KOJIOHKU TaOJIUIbl MEPECTABISIOTCA MO KIIIOYEBOMY CIIOBY,
(bpaze unu HabOPy YKCEN AJTUHOW B CTPOKY TaOIHIIBL.
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HanpuMep, MCIHONBBYysI B KadeCTBe KJoda CJoBO «JIYHATUK»,
NONydYMM TaKyKo Tabamuiy:

Tabnmua 2.2 — PeSynbTaTH OAMHOYHOM NEePEeCTaHOBKM

OO IepecTaHOBKMU nocne nepecTaHOBKU
n1|y|H|A|T|u|K Alr|x|alr|T|Y
sl7]s]1]6]2]3 1(2]3|a]|5]s8]|2
H|O|H|C|B|H| A C|H|A|H|H|B|O
E|E|O|A|O0|E|T AlE|T|E|O]|O|E
A(C|B|E|J|I]|H E|lO|[H|A|B|J|C
C|T ||l |E|O|H m|{o|H|C|WMW|E|T
H|A|T|E|E|H|M E|IH|M|H|T|E|A

B BepxHeM CTpPOKe ee BammMcaH KIKodY, a HoOMepa 05 KJIo-
YOM ONpPEeMeNIeHHEM I[I0 EeCTEeCTBEHHOMY IMOPSAKYy COOTBETCTBYI—
mux OykB kioda B andaBmrTe. Eciam B KkiINYe BCTPEeTMNIMCE O
onmMHakKoBHEe OYyKBH, OHM OB HyMepOBaJNMCh CJjleBa HamIpaso.

Nonyuaercss mmppoBka: «CHSHH BOAET EOOEE IIHABJ CI[OBIC
UETEH MHTEA».

Takske MHUPOKOE PacIpPOCTPaHCHHE IOy I METOI MapIIPYTHOU TIepe-
CTaHOBKHU. B HUX KJIIOYOM sBJISIeTCSl HEKas reomerpuueckas ¢urypa. Ilpe-
00pa3oBaHUE OCYIIECTBISETCS 3a CUET TOTO, YTO 3AMHCh TEKCTa HJET IO
OIHOHM TPaeKTOpHH, a YTECHHE — MO Apyroil. OmaTh ke, HanboIee U3BECT-
HBIM IPUMEPOM MOXHO CUMTATh CIIUTAIY.

OnuH U3 cnoco00B MapUIPyTHOM MepecTaHOBKH HOCHT HAa3BAHUE «IIEpe-
KpeCTOK». B mpHBeOIeHHOM HWXKE IpPUMEpPEe PHUCYIOT KpPecTooOpa3HbIe
(GUrypsl B KOIUYECTBE, JOCTATOUHOM, YTOOBI Pa3MECTUTh B HUX BCE OYKBBI
coobmeHus. OTKPHITHII TEKCT 3alHCHIBAIOT BOKPYT 3THUX (UTYyp 3apaHee
OTOBOPEHHBIM CIOCOOOM — B HAIIeM CIydae IO YacOBOH CTpenke. ByKBEI
OepyTcsi mocTpouHo. BHauane OepeTcst oroBopeHHOe KonudecTBO OyKB (N)
W3 TIEPBOM CTPOKH, 3aT€M YABOCHHOE KoJu4ecTBO OykB (2N) u3 BTOpOH U
cHoBa N OyKB U3 TPETbel CTPOKHU.

Hanpumep, coobumenmne «IPUE3XAKN WECTOI'O» MOXeT BHIVISIETH
crenynuMM obpasoM:
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Pucynox 2.2 — Ilpumep pazmewenus omxpwvimozo mekcma
6 wiughpe «Ilepexpecmor»

Hanpmmep, nmpum N = 2 ummpporpamma O6ymeT BHINAZeT: «HUA
PEXI0 II3 EI' 1COO _T>>5.

Takske I MapIIpyTHBIX MEPECTAHOBOK MOTYT OBITH HCIIONB30BaHBI U
IpyTue reoMeTpudeckne (UTyphl, HAIPUMEDP, TPEYTOIbHUKH U TPaIelnu.
OTKpBITBIH TEKCT BIMCBIBACTCS B ATH (PUIYpPhbl B COOTBETCTBUU C KOIHUE-
CTBOM CJIOB M (hOPMOH BBIOPAHHOM (PUTYpBI, KOTOpask MOXKET OBITH pacTs-
HyTa WIN CXKaTa, YTOOBI B HEil IIOMECTHUIIOCH COOOIIEHME.

Junst mepBoil GuUrypel, TpeyrosbHUKA, OTKPBITBIN TEKCT 3aMUCBIBAETCS
MOC-TPOYHO OT BEPIUIMHBI IO OCHOBaHUs. Huke 3amuCBIBAETCSl KIIIOUEBOE
CIIOBO.

Ecnu ocHOBaHME TpeyroiabHNKA MIMPOKOE W OOJBIIE JUTHHBI KIFOYEBOTO
CIJIOBA, TO KJIIOYEBOE CIIOBO MOBTOpPSAETCA. ByKBBI CTPOKH C KITIOUEBBIM CIIO-
BOM HYMEpPYIOTCS MOCJEOBATEIBHO COITACHO UX an()aBUTHOMY HOPSIKY.
3amm¢ppoBaHHOE COOOIIEHNUE BBIMHCBIBAETCA IO CTOIOIAM COIJIACHO
BBITIOJTHEHHOW HyMepanuHu.

OTKPHITEI TEKCT n
P n E
3 X A b0 _

il E Cc T o r o
Komrou J 4 H A T n K
ANTOpPUTM 4 7 5 1 6 2 3
NepecTaHOBKM
cTonbLoB

Pucynox 2.3 — Ipumep ucnonv3osanus wugpa nepecmaHo8ru
npu NUCHIGAHUU 6 MPEY2OTbHUK

* IIpoGernsl B 3a1IU(pOBaHHEINA TEKCT BCTABJICHBI IS HIDTIOCTPAlUU HOHUMAHUS PaOOTHI all-
TOPUTMA U IIPH HOJyYSHUH 3alU(QPOBAHHOrO TEKCTa. B peanpHOM mudpoBaHum OHU, ecTe-
CTBEHHO, IIPHUCYTCTBOBATH HE OYyIyT.
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Hanpumep, nmnst OTKpPHTOTO TekcTa «IPUE3XAIN WECTOI'O»
M KJOYeBOTr'O cJoBa «JIYHATUK» ummbpporpamMma mnoJsiyueHHasT Ha
OCHOBaHMM TpeyronabHMkKa OymeT BmIUIsieTs Kak «IMAT _ I'OUIBE-
EIOO3E>».

B 1550 r. uranesnckuit marematuk Jlxeponamo Kapnano mpensmoxxui
HOBYIO TeXHUKY IudpoBanus — pemérky KapmaHo.

Sic John cegacds you el and epefies again thak
aﬂmdﬂ?yﬂﬂ,‘m&?\maww,ana«»m.

Moy, be ‘tone for past 3 laya nith many, hasme.

(3 B

Iy L2 2
Pucynok 2.4 — Pewemra Kapoano® u ee cozoamerns,
Jowceponamo Kapoano (1501-1576)

W3navyansHo pemetka KapaaHo mpeacrtasisina coboi TpadapeT ¢ mpo-
pe3aHHBIMH B HEM OTBEPCTHSAMH. B 3TmxX oTBepcTHsAX Ha jucTe Oymarw,
KOTOPBIM KAl TOJA PEHICTKY, 3alliChIBAIINCh OYKBBI, CIOTH M CIOBA
cooOmenus. Jlamee Ttpadaper cHHMayci, M CBOOOJHOE MPOCTPAHCTBO
3aIONTHANIOCH 0OJee MJIM MEHEEC OCMBICICHHBIM TCKCTOM JJISI MAacKHMPOBKH
CEKpETHOTro mocnanus. Takoit MeToJ COKPHITHS MH(GOPMAIMH OTHOCUTCS K
cTeraHorpagum.

Pucynox 2.5 — Ilosopommnas pewemra

¢ Tekct 3anucku: «Cap J[»KOH BBICOKO LIEHMT Bac ¥ CHOBa MOBTOpPSIET, YTO BCE, YTO JIO-

CTYIIHO €My, TEeNeph Balle, HaBcera. MoKeT JIM OH 3aCITy’KUTh IPOILEHHUE 3a CBOM ITPEKHNE
MIPOMEJIEHUs IOCPEICTBOM CBOEr0 00assHUs».
Iudposannoe nocnanue: «B mae Mcrnanust HanpaBUT CBOU KOPaOiIu Ha BOMHY».
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[o3zmuee ObIT mpeasoxkeH MHUDP «ITOBOPOTHAS PEIICTKA» WM, KaK €ro
eIl HA3BIBAIOT, «PEIIeTKa ISl BBIOMIMXCS PACTCHHIT», IOCKONBKY OHa
HAIIOMUHAJIa OTBEPCTHA B JICPEBSIHHBIX PEIIeTKaX CaA0BbIX CTPOSHHH. DTOT
mudp CIUTAIOT MEPBBIM TPAHCIOZUIIUOHHBIM (T€OMETPHUCCKUM) IUPPOM.
EcrecTBeHHO, /I IOBOPOTHOW PEIIETKU yJIO0OHEE M MPOIINE HUCIOIh30BaTh
HE MPSMOYTOJBHHK, a KBanpar. [lpumep KBampaTHOW peImIeTKH MPUBEACH
Ha pUCyHKe 2.5.

HecMotpst Ha TO, UTO MEXAYy H3HAuaJIbHBIM HpemioxkeHueM Kapmano
U MUPPOM «IIOBOPOTHASI pEmIeTKay OOJNbIIasi pa3sHHUIA, METOIBI COKPHI-
T TH(QOpPMAIIH, OCHOBaHHBIC Ha HCIIOIB30BAHUH TpadapeToB, MPHHITO
Ha3bIBaTh «pemieTkamu Kapmanoy'.

Jnst mudpoBanus U JemupoBaHUsl ¢ IIOMOIIBI0 JAHHOTO HIH(pa u3ro-
TOBJISIETCSl TIPSMOYTONBHBIA TpadapeT ¢ YeTHBIM KOJTHYECTBOM CTPOK H
cToNOOB. B Tpadapere BbIpe3aroTcs KICTKH TaKUM 00pa3oM, 4TOOBI MPH
HAJIOKEHUH ero Ha TaOIHIly TOTO K€ pa3Mepa 4YeThIPhMS BO3MOXXHBIMH
CIOCO0aMHM, €ro BBIPE3bl NMOJHOCTBIO MOKPBIBAIU BCE SYCHKH TAOJIUIIBI
POBHO IO OTHOMY pasy.

[Ipu mmdpoBanuu TpadapeT HakJIagbBacTCs Ha Tabmuiy. B Bumu-
MBbIe STYCHKH TAONHIIBI BBITHCHIBAIOTCS OYKBBI MCXOJHOTO TEKCTa ClieBa —
HaInpaBo cBepxy — BHU3. Jlanee TpadapeT NOBOpauUBACTCS U BIIUCHIBACTCS
crenyromas 4acth OykB. JTa omepamus MoBTopsieTcs eme aBa pasza. Lludg-
pOrpaMMy BEITIHCHIBAIOT W3 UTOTOBOW TAOJMIIEI IO OMPEICICHHOMY MapIil-
pyTy.

Takum o06pazoM, KIIIOYOM TIpH MIH(PPOBAHUM sABJIseTCs TpadapeT, nops-
JIOK €r0 MOBOPOTOB M MApIIPYT BHIMUCHIBAHHUSL.

Eme onHo# pa3HOBHIHOCTHIO IEPECTAHOBOK SIBISIOTCS MAaTMIECKUE KBa-
IpaTel. MarndeckuMH KBaJpaTaMH HA3bIBAIOTCS KBaIpaTHBIC TaONHIBI CO
BIIMCAHHBIMHU B UX KICTKHU IMOCICIOBATCIBHBIMU HATYPAJIbHBIMH YUCIAMU
HauuHas ¢ 1, KOTOpblE B CyMME IO KaXXIOMY CTOJIOLY, KaXKJOH CTpOKEe U
KaKJIOH AMaroHaIH JAIOT OJHO U TO K€ YHCIIO.

7 HW3BecTHO, 4TO KapauHan Pumiensé Obul npuBepikeHieM pemérku Kapaano u akTHBHO
HCIIONIb30BaJ €€ B IMYHON U ACTIOBOU MEPEIUCKe.

Takxe MeTOZ MU(PPOBAHUS OCHOBAHHOH Ha MOBOPOTHOI pEIIETKE MPHMEHSIICS HUACP-
JIAaH/CKAMU TIPAaBUTEISIMU JUUISl CEKPETHBIX mociaHuil B 1740-x rr. OH TakXke UCIOIb30BaJICS B
apmuu Kaiizepa Bunbrensma B [lepByto MupoByto BoiHy. J{iist mudypoBaHust HEMIIbI HCIIOTH30-
BaJIM PEILIETKU PA3HBIX PA3MEPOB, KOTOPBIM (paHIy3CKHE KPUIITOAHAIUTUKH JaJId COOCTBEH-
HBIC KOJZIOBbIe HMeHa: AHHa (25 OykB), bepta (36 Oyks), Jlopa (64 OykBbl) 1 DMmub (81 OykBa).
OJ1HaKO MCHOJIb30BAINCH PEIIETKH OYEHb HEJIONTO (BCETO YETHIPE MECs1a) K OrPOMHOMY Pa3o-
4apoBaHUIO (PpPaHIy30B, KOTOPBIE TOJIBKO-TOIBKO HAaYaIM NOAOMPATh K HUM KIIFOYH.
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BriepBbie 3TH KBagpaThl mosBUANCH B KuTae, riae uM u ObLIa MpHITHCaHa
HEKOTOpasi «Marndeckas cuia»®.

Pucynox 2.6 — Mazuuecxuii keaopam Jlo LIy u macuueckuii keaopam
Ha epasiope Anvoepma [lopepa « Menanxonusy

Maruueckue KBaJapaTbl HIMPOKO NMPUMEHSJIUCH A Mepelaud CeKpeT-
Holt uHpopmanuu. [Ipu mudpoBaHUN HCXOJHOE COOOIIEHUE BIUCHIBAIOCH
B KBaJIpaT 10 NMPHUBEICHHON B HUX HyMEpaIluy, MOCJIe Y4ero mudporpaMmma
BBIIIMCBIBAJIACH 110 CTpOKaM. KoinuyecTBO BO3MOMKHBIX Marmyeckux KBa-
IpaToB (KJroueil) OBICTpO BO3pacTacT C yBEIHMYEHHEM HX pa3Mmepa. Tak,
CYILECTBYET JIMIIb OJUH Marn4eckuil Kkpajapar pasmepom 3x3, eciu He Npu-
HUMaTb BO BHHUMAaHME €ro MOBOPOThI. Maruueckux kBaaparoB 4x4 Hacuu-
ThIBaeTcs yxke 880, a uMcio MarudeckKux KBajapaTroB pa3MepoM S5X5 0KoJo
250000. TTosToMy Marumdeckue KBaJpaTbl OOJBITUX Pa3MEPOB MOTIH OBITh
XOpOIIeH OCHOBOH JUIsl HAaJC)KHOW CHCTEMBI IHU(MPOBAHHS TOTO BPEMCHHU,
MOTOMY 4YTO PY4YHOH mepeOop BCeX BapHAHTOB KJIOuUa AJs 3TOro mudpa
OBIT MPAKTUYCCKU HCBLIITOJIHUM.

Hns mpumepa, paccMoTpuM KBanpaTr pasmepoMm 4x4. B Hero BmmchIBa-
1ored yncia ot 1 go 16. Ero Marus cocTout B TOM, YTO CyMMa YHUCEJ I10

8 Tlo npenaHuio, ONMMCAHHOMY B OJHOW M3 ISATH KAHOHWYECKUX KHUT J[peBHero Kurtas —

ly-13un (Kuure 3anucanubix npenanuii), B 2200 roxy 10 H.3. u3 pexu JIo BbIILIa OrpoM-
Has yepenaxa (10 APyroil BEpCUM — APaKoH), cCMMBOJI BedyHocTu. Ha ee nanuupe Obuiu BuJ-
HBI [5ITHA, 00Pa30BLIBABIINE YAMBUTEIBHBIN PHCYHOK.

Korna yepenaxa BbIIIIa U3 BOJBI, BHICHIXAIH JIYXKH HOCIE HEJaBHEro JUBHs. Bemukunit
IOt B3s1 5Ty uepenaxy M paccMOTpel CTpaHHBIH y30p Ha ee maHIupe. DTOT y30p BIOXHO-
BHJI €r0 Ha CO3JIaHUE TpaKTaTa 1oJ| Ha3BaHueM «XyH Danby» («Benukwuii mian»), B KOTOPOM
TOBOPUIIOCH O (pU3UKE, aCTPOJIOTHUH, PEIACKA3aHUAX, MOPAJIH, TOJTUTHKE U PEIUTHU.
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CTPOKaM, CTOJIOIAM ¥ TOJHBIM JHATOHAJSIM PaBHICTCS OIXHOMY U TOMY JKe
qucny — 34.

IudpoBanue nmo MaruuyeckoMy KBaJpary MPOU3BOAMIOCH CIEAYIOIIUM
o0Opazom. BykBbl 3TOl (pa3bl BIIUCHIBAIOTCS MOCIEAOBATEIBHO B KBaJIpaT
COIIACHO 3allMCAaHHBIM B HUX YHCIaM: MO3UIUs OyKBBI B MPEIJIOKCHHUH
COOTBETCTBYET MOPSAKOBOMY YHCTy. B IIyCTBIE KIETKH CTaBHTCS TOYKA
uiy Jirobast OykBa.

Hanpumep, Tpebyercs: saumnpposars ppasy: «[IPUESXKAKN  WECTOI'O»
C IOMOWBI MarMyYecKoro ksagpara 4x4.

l6 | 3 | 2 |13
5|10 (11| 8
6 | 7|12
15|14 | 1

Pucynox 2.7 — Ooun uz sozmooicnvix 880 eapuanmos —
Maeuveckuil keaopam 4x4

16 0| 3 K 2 P |13 T

583 |10wW|11 E| 8 0

9 6 X 7 A |12 C

4 E|15T|14 0|11

Pucynox 2.8 — Ilpumep wugposanus ¢ ROMOWbIO MA2ULECKO20 K8AOPAmda

SaumbpoBaHHEN TEKCT SanMCHBaeTCsE B CTPOKY (cumTeBa-
HMYEe MNPOMBBOAMUTCS CJIeBa—HanpaBO CBEPXYy—BHMS3, MNOCTPOYHO) -—
«OBPT3IUEI _ XACET'OIl».

HIudpsr ciioxHOH MepecTaHOBKH OCHOBAaHBI HAa WJE€ MOBTOPHOTO ITH(]-
POBaHUS METOJAMHU NEPECTAHOBOK YyiKe 3alIU(POBAHHOIO C TEKCTa, TO €CTh
MHOIOKPaTHOHI NEPECTAHOBKH.

Hambonee w3BECTHBIM METOAOM CIIOXHON TEPECTAHOBKH SIBIISCTCS
METOJl JBOWHOW MepecTaHOBKU. IIpy 3TOM mepecTaHOBKH ONPEAENSIOTCA
OT/ENBHO JJIsi CTOJIOLOB M OTJENBHO JUIsl CTPOK. B Tabmumy BnmchBaeTcs
OTKPBITHIN TekcT. [locne 3Toro mepecTaBiasiOT CTOIOIBI, @ TOTOM CTPOKHU.
[Tpu pacmmdpoBke MOPsIIOK MEPECTAHOBOK OOPATHBIMH.
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Hanpmmep, mnpomseBemem umbpoBaume coobuwenmst «IPUESXAI
MECTOI'O». Knrou «2413» m «4123».

Tabauua 2.3 — PeSynpTaTH OBOMHOM NEepPeCTaHOBKM
MCXOJHas nepecTaHOBKa nepecTaHOBKa
Taénuia CcTON6LIOB CTPOK
24|13 1(2|3|4 1(2(3]|4
4 | I|P|U|E 4 U |0|E|P 4 A |3 |0|X
1({3|X|A|D 1/A|3|10|X 1| E C |l
2 IwiE|C 2 | E C|I 2|r|T|O|O
3(T|Oo|T|O 3|Tr|{T|O|O 3| U|0|E|P

Monyuaercst mmppoBka «ABIXKE CUT'TOOUIIEP».

Unucno BapMaHTOB [OBOMHOM II€PEeCTaHOBKM TOXE BEJIMKO: IS
rabanue 3x3 mx 36, nus 4x4 ux 576, a pns 5x5 mx yxe 14400.
OmHakKO JABOMHAasI NepecTaHOBKa OYeHB Ccjabmi Bum mmbppa, Jserko
4yMTaeMEl npu J060oM pasMepe Tabnuub mMbopoBaHMS.

2.2.2 llludposanue ¢ NIOMOUILIO NOJCTAHOBOK

IloncTanoBka — 3TO METO CHMMETPHYHOTO MIH(PPOBAHUS, OCHOBAHHBIH
Ha 3aMEHe CHMBOJIOB MCXOJHOTO ajipaBUTa Ha APYTHe CUMBOJIBI 110 OIpe-
AOCJICHHOMY IIpaBuUITy. Taxske kKak u IIpu NOJICTAHOBKAX B Ka4€CTBEC CMMBOJIA
OTKPBITOTO TEKCTa MOXKET OBITH MCIIOIB30BaHa OJUHOYHASI OYKBa, IMapa UiTH
rpynna OyKB Wiu udp.

B knaccuueckoil kpunrorpaduu pasinyaloT YeThipe THIa mudpa moj-
CTaHOBKH:

— onHOAN(AaBUTHBIA MUQP MOJCTAHOBKU (IIU(Pp MPOCTONH 3aMEHBI) —

mHdp, TP KOTOPOM KaXKIBI CHMBOJI OTKPBITOTO TEKCTa 3aMEHSICTCS
Ha HEKOTOPBIW, (PUKCHPOBAHHBIA MPU JAHHOM KIIFOYE CHMBOJ TOTO
xe andasuta. [Tpumepsr: kox FOmus Lesaps, kBaapar [lonubus, AT-
Oamr;

— OIHO3BYYHBIH K] MOICTAHOBKHU MOX0XK HA OTHOAI(DABUTHBIN, HO B
HEM CHMBOJI OTKPBITOT'O TEKCTA MOXKET OBLITH 3aMEHEH OJHHUM U3 HE-
CKOJBKUX BO3MOXXHBIX CHMBOJIOB;

— TOJHUTPaMMHBIN MU(p MOICTAHOBKU 3aMEHSET HE OJMH CHUMBOJ, a
nenyio rpynmy. Hpumepsr: mmdp Ilneitdepa, mudp Xumna;
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— monuanpaBUTHBIN MTUQPP MOACTAHOBKHA COCTOUT U3 HECKOJIBKUX MU ]-
poB mpocToii 3ameHbl. [Tpumepsl: mudp Buxenepa, mupp bodopa,
OJTHOPA30BBIH OJOKHOT.

[Ipn mMHOTOAN(paBUTHON MOACTAHOBKE 3aKOH IPEOOPA30BAHUS MEHSICTCS

OT CHMBOJIa K CHMBOIY.

OnnoandaBuTHbIN mHQP’ — ITO KJIACC METOAOB IU(PPOBAHUS, KOTOPbIE
CBOZSTCS K CO3/IaHUIO IO OTIPENeNIEHHOMY MPAaBHITy TaOMHUIII MIH(POBAHUS,
B KOTOPOW JJIsI KaXKIOW OyKBBI OTKPBITOTO TEKCTa CYMIECTBYET CIUHCTBECH-
Has COMOCTaBJIeHHasl eil OykBa (CMMBOI) 3amu(ppoBaHHOr0 Tekcta. Camo
mUQppoBaHUe 3aKI0YaeTCs B 3aMeHe OYKB COTJIACHO JaHHOW Taduwmie. s
pacmu(poBaHus HCIOIB3YIOT TY KE TaOIUILy.

K mu¢ppam mpocToil 3aMeHBI OTHOCATCS MHOTHE CIIOCOOBI MH(pOBa-
HUSI, BO3HHUKININE B IPESBHOCTH WU CPEIHEBEKOBEE, KaK, HaIpuUMep, Aroar,
umdp esaps, kBaapat [onubus, METON MIISALIYIIAX YETOBEUYKOB'’ 1 MHO-
rue Jpyrue.

[ J

IO
b EX3MU
RLLRILLLS
H ONPCTYXb3A
IR RESRRG SOy
Pucynox 2.9 — Tabnuya wugpposanus ons oonoanghasummnozo wuppa «Ilisuywue ueno-
BeUKUY U OOHA U3 WUppoepamm u3 npoussedenus «Bozepawenue Llepnoxka Xonmcay
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Kpunrocroiikoii gaHHoro Merojga MmHU(pPOBaHUS OMpPENENsIeTcs EeMKO-
CTBIO HCIIOIB3yEMOro aj(aBuTa.

Cuctema KpuUNTOrpaguuecKOil 3aIIuThl HA OCHOBE OJHOATI(PABUTHOTO
mudpa Jerko ys3puma. Eciii IpoTUBHUK UMeeT IU(PPOBAHHBIN U COOTBET-
CTBYIOIIMI MCXOJHBIM TEKCT WM IMIM(PPOBAHHBIM TEKCT BHIOPAHHOTO MpO-
THBHUKOM HCXOJHOTO TEKCTa, TO OMpeAelieHHe Kito4ya U JemudpoBaHue
HCXOJHOTO TEKCTa — TPUBHAJIbHAA 3ajaya.

° JIpyrue pacrnpoCTpaHEHHbIE HA3BAHUS — «IIU(P MPOCTON 3aMEHBI», KIIPOCTOM MOACTAHO-
BOUHBIN MHU(pP», «MOHOANDABUTHBIH MIHPPY.

10 «(Insimrymue 4enoBeYKuy - OMH U3 56 paccka3oB aHIJIHiicKoro nucarens Aprypa Konana
Hoiinst o ceinruke lepnoke Xonmce u qoktope Batcone, BKIIOUEHHBIN mucaTesneM B cOop-
HUK 13 pacckazoB «Bo3spamenue Illepnoka Xonmcay.
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B nanHOM mmmdpe mpuMeHSIOTCS YHciia, 3aMeHstolue OykBbl. Hukakoin
JIOTUKH B ATUX uuciax HeT. Takoii mpocToil mudp MOXHO paciindpoBath,
nMest TabuuIy mupos.

B nacrosmee BpeMsa mudpbl TPOCTONH 3aMEHBI JIETKO B3JIaMbIBAIOTCA U
MIPU HAJUYHH TOJNBKO 3alIi(poBaHHOrO TEKCTa. B mroOoM s3pIKe pa3immd-
Hble OYKBBI 1 KOMOMHAIIMU U3 ABYX, TPEX WM OOJIbIIEro KOJIM4ecTBa OyKB
UMEIOT XapaKTepPHBIC YaCTOTHI TIOBTOPCHUH B TEKCTaX.

HanpmMmep, mOis1 PyCCKOr'O sIBklKa (Ja, kKak M J060ro IOpyroro
SI3BKA) MMEKNTCS TabJIMIE YacTOT CHMMBOJIOB.

Tabnuua 2.4 — YacTOTe CMMBOJIOB B PYCCKOSIBHYHOM TEKCTe
BykBa YacToTa BykBa YacToTa BykBa YacToTa
a 0,075 K 0,034 @ 0,002
6 0,017 0,042 X 0,011
B 0,046 M 0,031 1 0,005
T 0,016 n 0,065 g 0,015
bt 0,030 o 0,110 m 0,007
e, & 0,087 II 0,028 g, 0,004
x 0,009 P 0,048 B, ™ 0,017

0,018 c 0,055 Bl 0,019

73 0,075 T 0,065 3 0,003
173 0,012 y 0,025 0,022
s 0,022

Hanpumep, 4acTOTBI CHMBOJIOB [UIsSl XY/IOXKECTBEHHOIO IPOU3BElIe-
HUs, HAYYHOW CTaThH OO TEXHUUYCCKON MOKYMEHTAIINH, HAMCAHHBIX Ha
OJIHOM $I3bIKE OYIIyT MPAKTHYSCKH OJMHAKOBBIMH.

COOTBETCTBEHHO, €CJIM IPOU3BECTH YaCTOTHBINA aHANM3 3amu(poBaH-
HOTO METOJIOM IPOCTOW 3aMEHbI TEKCTa, OMPEACNIUTh YaCTOThl CHMBOJIOB,
TO TPOU3BECTH 3aMeHY IMH(POCHMBOJIOB HAa COOTBETCTBYIOIIUEC OYKBBI
sSI3bIKA TMPOOJIEM HE MPE/ICTABIISIET.

CremyeT OTMETHTD, 4TO MH(P MPOCTON 3aMEHBI HE BCETAa MOApazyMe-
BaeT 3aMeHy OyKBbl Ha KaKyl-TO ApPYryio OykBy. Jlomyckaercst MCIOJb-
30BaTh 3aMeHy OyKBBI Ha uuciio. Hampumep, B kBanpare [lonubus 3amena
OYKB ITPOUCXONIUT Ha HEKWH mmdp-andasur.
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OnHo3By4HBIE MH(QPHI MOACTAHOBKH ITOJHOCTBIO CXOXKH C OTHOAJ-
(daBUTHBIME IMH(PpPaMHU, 32 HCKIIOYEHHEM TOro (akra, 4To B IIpOIEcCe
3amU(pPOBAHUS CUMBOJ OTKPBITOIO TEKCTa MOXKET OBITh 3aMEHEH OJHUM H3
HECKOJIBKMX BapHAHTOB, KAXK/bI M3 KOTOPHIX OJHO3HAYHO COOTBETCTBYET
ucxogaomy. OmHO3BYYIHBIN MU MOACTAHOBKH, B OTIMYNE OT OgHOAs(a-
BUTHOTO IH(ppa, HE MOXKET OBITH B3JIOMaH C IMOMOIIBIO YACTOTHOTO KPHII-
TOAHAJHN3a, TAK KaK OH MAaCKHPYeT YaCTOTHYIO XapaKTCPUCTHKY TEKCTa,
XOTSI M HE CKPBIBAIOT BCEX CTATUCTUYECKUX CBOMHCTB.

[MpumMepaMu TakuX OIHO3BYYHBIX IIH(POB SIBISIOTCS HOMEHKJIATOP,
BenUKUH 1udp PoCCHHBOISA M KHUKHBIN I dp.

[oxurpammusie (P OCHOBAHBI HA TOM, YTO JJISI TIOBBIIIICHUS KPHUII-
TOCTOMKOCTH Inudpa 3aMeHa CHMBOJIOB IMPOU3BOAUTCS HE IO OJHOMY
CHMBOJIy, @ 10 HECKOJBbKMM Cpa3y (3aMeHa HpPOM3BOJUTCS TpamMMamiu)'.
[Ipumepamu Takux mWH@POB MOryT ObITH OWrpamMmHbIe IHOPEl [TopTel U
[neiidepa, mudp Xwina u gpyrue nogoOHbIE.

Hludp [MopTel ABIAsAETCS, HABEPHOE, MEPBBIM U3BECTHBIM OUTIPAMMHBIM
mdpom. Ero anroputm B 1563 rogy Obin omyOnmkoBaH B KHHTE J[KO-
Banuu [Topter «O TaiiHON nepernucke» 2.

[opTa mpeniokuia HUCIOIB30BaTh KBAJPaTHYIO TaONHIy C TEepHOIU-
YECKHM CABUTAEMBIM CMEIIaHHBIM andaBuToM M maponeM. OH coBeTOBal
BBIOMpATh JUIMHHBIA KITt04. BriepBele UM OB NpemsioxkeH mmdp mpoctoi
OWrpaMMHOW 3aMEHBI, B KOTOPOM Iapbl OYKB MPEICTaBISINCH OIHUM
CIICUATBHBIM TpadudecKkuM cuMBoiIOM. OHH 3amlONHSIIA KBaAPaTHYIO
Ttabnuiy pasmepon 20x20 (B Hem He Ob110 OykB J, K, U, W, X u Z), ctpoku
1 CTOJOIBI KOTOPOH 3aHyMEpOBaHbI OyKBaMHU aj(aBuTa.

B syeiikax TaOIUIBI B MPUHITAIIE MOTIIM OBIThH 3alTUCAHbBI JIIOOBIC YUCIIA,
OyKBBI HJIU CHMBOJEI — caMm JI>koBanHU [lopTa momp30Baics CHMBOJIAME —
IIPH YCIOBUH, YTO COACPIKUMOE HU OJHOM U3 SUCEK HE IMOBTOPSIOCH.

Hecmotpst Ha To, uTo 3a 3TOT tdp [lopThl mO3aHEE CTAalu HA3BIBATH
OTIIOM COBPEMEHHOW KpumTorpaduu, B TO BpeMsl €ro cucTeMa He Oblia
MpPHU3HAHA UTAJIBSHCKAMU KPHUITOrpadamMy W HE HAILIA IIHPOKOTO MPHMe-

"' Cynraercs, 94TO «OTEI OMIpaMMHBIX MIH(PPOB — 3TO HeMeukuii abdar Horanu Tpucemyc,
koTopsrit emié B 1508 1. B cBoeit pabote «Ilonurpadusy, BepBbie OTMETHI BO3MOKHOCTD HIH(]-
poBaHUs OUrpaMMaMH, TO €CTh, 1By XOYKBEHHBIMU COYETAaHUAMHU. X yCTOWYNBOCTB K BCKPBI-
THUIO 0Ka3aJach HAMHOIO BBIIIE, YEM Y APYTUX HPEINICCTBCHHUKOB, IO3TOMY HEKOTOpPBIC OH-
rpaMMHBIE MU(PBI COXPAHUIIHA CBOK aKTYaJIbHOCTh BILUIOTH 10 BTOpOH MUPOBOI BOWHBI.

12 TIopTa MOXHO CKa3aThb, YTO MPEABOCXUTHII TO, YTO HA3BIBAIOT «METOZOM BEPOSITHOTO CJIO-
Ba» ¥ HPUBOJUT IPUMEPHI CHICKOB BEPOSTHBIX CIOB M3 Pa3IHYHEIX obnacreil. 1o cyTh, sta
KHHTa SIBJISUIACH YUeOHUKOM IO KpUNTOrpaduu, coaepKaliuM Kpuntorpaduyeckue mo3Ha-
HUSI TOTO BPEMCHH.
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HeHus. [IpuanHOM 3TOro OBLIH CIIOXKHOCTH IMH(POBAHUS U HEOOXOIIUMOCTh
MOCTOSIHHO UMETH MpH cebe BCIO TabmuIly mudpa.
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Pucynox 2.10 — Ipumep mabruyvl wiugpozamen ons wiugpa Iopmol
(pycckuii angpasum)

OmauM U3 HambOoyiee W3BECTHBIX TONHTPAMMHEIX ITHU(PPOB SBISACTCS
mudp Ineidepa. JaHHBIM pydyHOU anTOPUTM OUTPAMMHOHN IOJICTAHOBKHU
n3zobperer B 1854 rony anrnumiickum ¢usukoM Yapiab3oM YHUTCTOHOM, HO
Ha3BaH uMmeHeMm Jopaa Jlaliona Ilneiidepa. Ero mepBoe omwmcanue ObLIO
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3apETUCTPUPOBAHO B JOKYMEHTE, OAMUCAHHOM YUTCTOHOM 26 Mmapta 1854
13
romal.

ef*\‘“ Wi ) — 4 =

Pucynox 2.11 — Yapnwvs Yumcmon k1802—1875)
u n1opo Jlation Inetigpep (1818-1898)

burpammusnii mudp [lneiideitpa paspabarsiBaics nias mudpoBaHus

co00IIeHuH napamMu OyKB (OMTpaMMaMu).

OcHoBo#i sToro mudpa sBiaseTcs TabNIHNA, KIIOYOM CIYKHUT UYHUCIIO

CTPOK U CTOJOIOB (pa3mep TaOIHUIIBI) U KIIOYEBOE CIIOBO.
[Iponiecc mmdpoBaHUss HaYMHAECTCS C dTana MOATOTOBKH OTKPBITOTO
TEKCTa, KOTOPBIN TOJDKEH COOTBETCTBOBATH CIICAYIOIINM TPEOOBAHUSIM:

— WMeTh YeTHOE YHCIO0 OyKB, B CIydae MCXOTHOTO COOOIICHUS HeJeT-
HOH JUIMHBI HEOOXOAMMO H00ABIATH HE3HAYMMBIH CHMBOJ (HaIpH-
Mep, poOeT WIIM TOYKY) B KOHEIl COOOIICHHUS;

— Tmoclie pa30ueHus Ha Tapbl OYKB HE JIOJDKHO OBITH OMUTpamM, conuep-
JKaIIUX JIBE OMMHAKOBEIE OyKBEL. [loBTOpSIONIIECS TOAPST 1B Oy KBEI
BCTPEYAIOTCS JI0BOJIBHO YacTO B JIIOOOM SI3BIKE, TI03TOMY HEOOXOAHMO
ClIenaTh TaK, YTOObI OHM HAXOAMIIUCH B Pa3HBIX OMIpaMMax, HampH-

3 Iudp uCrmoNb30BaCs B TAKTHYECKUX LEISAX OPUTAHCKUMH BOOPY)KEHHBIMH CHIIAMH

BO BTopoii Anurno-bypckoii BoitHe u B [lepBoif MUPOBOIi BOWHE, a TaAK)KE aBCTPANTHIIIAMU U
HeMLaMH Bo BpeMst Bropoit MupoBoii BoitHbl. [Ipuunnoit ucrons3oBanus mudpa [lneiidepa
ObL1a €ro J0CTAaTOYHAsl IPOCTOTA B NPUMEHEHHH U OTCYTCTBHE HEOOXOAMMOCTH B JOMNOJ-
HUTEIBHOM CIIELHATIBHOM 000pynoBaHHH. OCHOBHOMN LIENIBIO UCIIOIB30BAHMS ATOH CHCTEMBI
muppoBaHus ObUIA 3aIMTa BAKHON, HO HECEKPETHOH MHpOPMALMU BO BpeMsl BeICHUS 00sl.
K Tomy BpemeHH, KOrJia BpaXkeCKHe KPUIITOAHAIUTUKH B3JIaMbIBAJIHM COOOIICHNE, HHPOpMa-
uus yxe Oblia Oecrosie3Ha i HUX.

Hcnonb3oBanue mudpa Ilneiidepa B HacTosIIee BpeMsl SABISETCS HELENECOO0pa3HbIM,
MOCKOJIbKY COBPEMEHHBIE KOMITBIOTEPHI MOTYT JIET'KO B3JIOMATh IIU(P B TEUCHUE HECKOIBKUX
cekyHn. [lepBeiit u3nanubiii anroput™ B3noma mudpa [lneiidepa Obin onucan B 1914 roay
Jlxo3epom O. MoyOGopHOM.
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Mmep, B ciioBe «JJUATPAMMAY nipu pasnesneHun Ha OUrpaMMbl 4eT-
BepTas OMrpaMMa COCTOMT M3 JIBYX OJIMHAKOBBIX OYKB « MM» («J11
AT PA MM A_»). YToOBI HCITPaBUTh AAHHYIO CUTYALMIO JTyYIlle BCe-
ro 100aBUTH MpobOen B Havaso cioBa. Toraa uaymue noaps OyKBbI
nmomaxyT B pa3Hble ourpamMmser: «_J{ A I'P AM MA».

Ha 3axmrounTensHOM dTane MupPOBaHUS Pa3AeIsIOT OTKPBITEIH TEKCT
Ha mapbl OyKB, KOTOpPbIE IOCIJIEIOBATENBHO MPEOOpa3yrTCs € MOMOLILIO
mudpyromeit TabauIbl B OUrpaMMbl MUGPTEKCTa MO CISAYIOIUM MPaBU-

J1aM:

ecin 00e OyKBBI OMTpaMMBI MCXOJHOTO TEKCTa HE JIS)KAT B OJHOM
CTPOKE WJIM B OJHOM CTOJOIIE, TOrNa HaXOASAT OyKBHI B yriax Ips-
MOYTOJIbHUKA, ONpENeIsieMoro AaHHoi napoi Oyks. IlepBoil OykBoii
OourpaMMbl MUMPTEKCTa CTAHOBUTCS OyKBa, PAcIONOXKEHHAs B TOU
K€ CTpPOKE, UTO M TepBasi OyKBa MCXOTHOH OWTpaMMEI, H B TOM e
cToilIe, 4To U BTOpast OyKBa OTKPBITOIO TEKCT, BTOpast OykBa OH-
rpaMMbl IH(PTEKCTA HAXOJUTCS HA IIEPECEUCHUN CTPOKHU, COACPIKa-
e BTOpyto OyKBy, U CTOJIOIA, COAEPIKAIIETO MEPBYIO OYKBY OTKPHI-
TOTr'O TEKCTa,;

eci 00e OyKBBI OMTPaMMBbI OTKPBITOTO TEKCTA TPUHAJJICIKAT OJHOM
CTpOKE TAONHIIBI, TO MEPBOW U BTOPOH OyKBaMHU OUTpaMMBbl MHPP-
TEKCTa CYMTAIOTCS OYKBBI, JIeXKAlHe CIpaBa, COOTBETCTBEHHO, OT
MepBOi U BTOpoi OYKB OUTPaMMBI OTKPBITOTO TEKCTA;

eciti 00e OyKBBI OUTPaMMBbI OTKPBITOTO TEKCTA IPHHAIICIKAT OTHOMY
cTOJNOIy TaONHIBI, TO IEPBOH M BTOPOH OyKBamMH OUTPaMMEI IHAPP-
TEKCTa CUNTAIOTCS OyKBBI, JISKAIUe, COOTBETCTBEHHO, MO MIEPBOM U
MOZT BTOPOM OyKBaMH OUTPaMMBI OTKPBITOI'O TEKCTA;

CUMTACTCS, YTO TAOIHIIA UKINIECKH 3aMKHYTa M0 CTPOKaM, TO €CTh
KOHEII JII000H CTPOKH CBSI3aH C €€ HavyaJioM, [I09TOMY eCITH OYKBEI OH-
rpaMMBI PACIIONIOKEHBI B OTHOW CTPOKE M OJHA W3 HUX HAXOIUTCS B
MOCIIEAHEM CTOIONE TaONUIbl, TO A mudpTekcTa 6epeTcs OykBa u3
MIEPBOTO CTONOIA ATOW CTPOKH IIM €CIIA €CTh KOHEIl JIFo0oro CToJo-
I1a 3aMBIKaeTcs Ha ero Hadaje. [loaroMmy eciu OyKBBI OUTpaMMEI pac-
MOJIOXKEHB! B OJIHOM CTOJOIe M OHAa M3 HUX HAXOTUTCSA B HOCIHE[-
HEH cTpoke TabauIsl, TO s mudpTekcta oepercs OykBa U3 NepBOH
CTPOKH 3TOTO CTOJIOIA.

Hampmmep, BammppyeM coobmenme «BO BPEMsI IIEPBOM MMPOBOM
BOMHH JCIOJIE3OBAJIMCH BUT'PAMMHHEE UM&PH» GMIPaMMHEIM wmbpoOM
Mnendperipa.
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Ha »Tane nNoOroOTOBKM TEeKCTa YYMUMTHBAEM, YTO B MCXOZHOM
coobmennn 61 cmMBON (HeUeETHOE UMCJIO) M OJgHA u3 6uIpaMM
(51 m 52 cuMBOIME) COAEPXMT OOMHAKOBEHE OYKBE «MM».

YTO6BE YBEIMUMUTE UMCIO CHMBOJIOB COOBWEHMS [HO UYEeTHOI'O
uycya M pasSienuTh IIOBTOpSNMecs OyKBH IO pPaBSHEM 6GurpaM-—
mMaM, po6aBmM oamH npob6en mnepen ciyoBoM «MCIIOJIBE3OBAIJIMCE».
Jo6aBnenme npobema nepen cnosoM «BUI'PAMMHHE» npmeBeno Os
K CuTyaumuyu, KOI'ja B ORHOM 6mMI'paMMe HAaxXOASTCHA nBa NOpPo-
Gena.

Paspenue TeKCT Ha Ourpammsl, nonyumm: «BO», « _B», «PE»,
«Mf», « _II», «EP», «BO», «ﬁ_», «MU», «PO», «BO», «ﬁ_»,
«BO», «MH», «Bl _», «_WM», «CIll», «Ol», «b3», «OB», «All»,
«MC», «b _», «BWU», «I'P», «AM», «MH», «BE», « _IlI», «Ud»,
«=PBI».

I v H A T " K
B B if:3-Doof-- .- E E X
3 M 4o n [ip C )
X il u mo [ T H
b JJR A /o N N = A O ,

Pucyrnox 2.12 — [Ipumep peanuzayuu wughpa [neiigheripa

Ina nepBom OGurpamMmMel «BO» mMcnoaps3yeM IepBOe NIPaBMUIIO
mmppoBanmsi. OHa BaMeHseTcCsT Ha Ourpammy umbprekcrTa «I'M».
Hanee, mo TOMy Xe IHpaBmiy « _ B» BaMeHsieM Ha «3E».

AHAJIOTUYHO, IPUMEHSsT aJT'OpMTM, NPOMUBBOAATCS SBaMeHB!
OCTaJIBHEIX BUIPaMM.

B pesynbTaTe ummMbOpoBaHMSI MCXOGHOT'O COOOWEHMS METOROM
nendperipa c wucnonbsoBaHMEM Kiakua «JYHATUK» nonyumMm crue-
nyomue OmrpaMMel mmbpTexcTa:

«I'M», «3E», «lP», «I3», «iIP», «Pl», «IM», «T.», «CV¥»,
«CIl», «IM», «T.», «I'M», «KA», «lI,», «.T», «®P», «H3», «JX»,
«MI'», «TYV», «EB», «3.», <«BEJI», «EO», «II¥», «0¥», «lIX», «Sl»,
«KC», «®l».

Hludp Xunma" sBisercs NEpBBIM MOTHOCTHIO HMOJUTPAMMHBIM HIH(D-
POM TOJCTAHOBKH, KOTOPBIA MO3BOJIMJI HA MPAKTUKE (XOTS U C TPYLOM)

14 Briepsbie mmudpp Xuuta 6611 onucad B ctathe «Cryptography in an Algebraic Alphabety,
omy6nukoBaHHOK B xxypHane «The American Mathematical Monthly» B utone-utone 1929
roxa. B aBrycre Toro e roga Xui1 pacIIupiil TeMYy U BEICTYIIHII C PEUbI0 O KPUITOrpadguu
nepes AMEpUKaHCKUM MaTeMaTHYCCKUM OOIIECTBOM.
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OJTHOBPEMEHHO OINEPHPOBATh 0oJiee YeM ¢ TpeMsi CHMBOJIAMH (TpaMMaMu).
[Iudp ocHOBaH Ha JIMHEHHOM airedpe U MONYJIBHOU apudmeTuke. M300pe-
TEH aMepUKaHCKUM MaTemMaTukoM Jlectepom Xuimom B 1929 rony.

[pu mmppoBanum OyKBe, BO-TIEPBBIX, COMOCTABISACTCS YHCHO. Jlist
JATHHCKOrO andaBuUTa 4acTO HCIONB3YyeTCs mpocTeimas cxema: A = 0,
B =1, .., Z = 25. bnok u3 n 6yKB pacCMaTpUBAETCs KaK N-MEPHBIH BEK-
TOp U YMHOXKAETCSl HA N X N MaTPHUIly 10 MOayJito 26°. Marpuiia Heankom
ABJseTcs KitodoM 1mudpa. Marpuna nomxHa ObITh 00paTuMa B Z,, 4TOOBI
OblJ1a BOBMOXKHA ONepanus pacmnppoBaHus.

Jnst n =3 mudp Xuma MoKeT ObITh ONTUCAH B MATPUYHOH opme:

O k, ky, ks)(p
C, |=| ky ky Ky || p, [(mod26)

C,) \ky ks, ki )\ps Q.1
WIu
C = KP (mod 26) (2.2)
raue P u C — BeKTOpPBI-CTOJOIBI BBICOTHI 3, MPEACTABISIONINE OTKPHI-

THIA U 3aIIU(PPOBAHHBIN TEKCT COOTBETCTBEHHO;

K — marpuna 3 x 3, npeacrasisiomias kirou mudposanus. Onepauuu
BBITIOJIHSIIOTCS 110 MOJLYJIO 26.

Hnst Toro, utoObl pacmmdpoBarh cooOlieHne, TPeOyeTcs IMOIyYUTh
obpaTtHyto MaTpuiry'® kiaroua K.

Hns toro, uroObl pacmudpoBarh cooOlIeHHE, HEOOXOAMMO O00paTUTh
MHU(POTEKCT 0OPATHO B BEKTOP M 3aT€M MPOCTO YMHOXKHUTH Ha OOpaTHYIO
MaTpHITy KJII0Ya:

P = K''C (mod 26) = K''[KP (mod 26)] (mod 26) =P mod 26  (2.3)

npu P mMenbmiem 26.

15 Eciin B KauecTBEe OCHOBAHUSI MOJLYJISl HCIIOJIB3YETCsl YMCII0 Oouibliee 26, TO MOYKHO UCIIOJb-
30BaTh JPYryl0 YUCIOBYIO CXEMY JJIsi COMOCTABJICHHs OyKBaM 4HceN U J100aBUTh MPOOEIIbI
1 3HAKU MyHKTYAaI[HH.

1o Cy1ecTByIOT CTaHIaPTHBIE METO/Ibl BHIYMUCICHUSI OOPaTHBIX MAaTPHIL, OJHAKO HE BCE Ma-
TPHIIBI UMEIOT O0paTHYIO MaTpully. MaTpuna OyneT uMeTb 0OpaTHYIO B TOM U TOJIBKO B TOM
cirydae, Koraa e€ IeTepMHUHAHT He PABCH HYJIIO M HE HMEET OOLINX ACIUTENCH C OCHOBaHHEM
Moayiist. Ecliu ieTepMUHAHT MaTpUIbl PaBEH HYJII0 MJIH UMEET OOIIHEe JEeTUTEIH ¢ OCHO-
BaHUEM MOAYJIs, TO TaKas MaTpHUla HE MOXKET HCIOJIb30BaThCs B mudpe Xuiuia, U I0JDKHA
OBITH BbIOpaHa pyras MaTpuiia (B MPOTUBHOM cliy4ae Hu(POTEKCT OYIeT HEBO3MOKHO pac-
muppoBaTh).
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[Ipu pabote ¢ AByMsi cuMBoJIaMu 3a pa3 mudpp Xuuia He TPeaoCcTaB-
JSeT HUKAKUX KOHKPETHBIX MpenMyIecTB repen mmdpom [Imdiidepa u
Jake yCcTymaeT eMy [0 KPUITOCTOMKOCTH M MPOCTOTE BBIUYUCICHHUH Ha
Oymare. [lo Mepe yBenHUYeHHsI pa3MEpHOCTH Kioda Mudp OBICTPO CTaHO-
BUTCS HEJOCTYITHBIM I pacyéToB Ha Oymare yenoBekoM. lludp Xwima
pasmepHOCTH 6 (IECTUTPaMMHBIN) ObLT peau30BaH MEXaHUYCCKH. XHILI C
NapTHEPOM MOJIYYMIIM MATEHT HA YCTPOWCTBO, KOTOPOE BBIMOJHSIIO YMHO-
JKEHUE MaTpUIlBl 6X6 110 MOy IO 26 MPU MOMOIIU CUCTEMBI HIECTEPEHOK U
nenei. Pacronoxxenue mectepéHOK (a 3HAYMT, U KITKOY) HEJIb3sl ObLIO U3Me-
HSATH JJIs1 KOHKPETHOT'O YCTPOUCTBA, MO3TOMY B LIETIAX 0€30MaCHOCTH PEKO-
MEHJIOBAJIOCH TpoiHOe mu¢ppoBanue. Takas koMOMHANMs 00Janaga O4eHb
BBICOKOW KPUTITOCTONMKOCTHIO tst 1929 rona.

Pucyrnok 2.13 — Jlecmep Xunn (1890-1961) u e2o wugpposanvras mawuna

udp Xunna, XOTA U SBISUICS HOTUTPAMMHBIM ITH(PPOM, HO HE HAIIEN
MPAKTHYECKOT0 MPHUMEHEHUS B KpunrTorpadguu m3-3a ciaboil ycToH4YmBO-
cTu'’ KO B3JIOMY U OTCYTCTBHUS ONMUCAHHSI aJITOPUTMOB I'CHEPALMH TPSIMBIX
M 00paTHBIX MaTPHIl GONBIIOrO pa3Mepals.

17" CranmapTHblil mmep Xuiia ysa3BUM K aTake M0 BEIOPaHHOMY OTKPBITOMY TEKCTY, IMO-

TOMY 4YTO B HEM HCIIONB3YIOTCS JIMHEHHBIE onepanny. KpunroaHaluTHK, KOTOPBIN MepexBa-
THUT N2 Tap CUMBOJIOB COOOLICHHSI/CUMBOJIOB IIH(YPOTEKCTA CMOXKET COCTABUTH CHCTEMY JIU-
HEHHBIX YpaBHEHHIT, KOTOPYIO OOBIYHO HECJIOKHO pernTh. Eciu okaxeTcs, 4To cuctemMa He
pemaemMa, TO HEOOXOAMMO J00AaBUTH €lI¢ HECKOJBKO IMap CHMBOJIOB COOOIICHMUS/CHMBOJIOB
MHPPOTEKCTA.

Takoro poma pac4€Tbl cpeficTBaMU OOBIYHBIX aJTOPUTMOB JTHHEHHOW ainreOpbl He Tpe-
OYIOT 3HAUMTEIBHBIX 3aTpaT BpeMEHU. B CBSI3U ¢ 3THM IS yBEJIMYCHHS KPUIITOCTOMKOCTH
B mndp Xuiia JOKHBL ObITh 100aBICHBl Kakue-1100 HeluHeiHble onepannd. KoMmOuHu-
poBaHMe JTUHEWHBIX OMepaluii, Kak B mudpe Xusia, i HeIMHEHHBIX IAroB MPUBENIO K CO3-
JAaHUIO TI0/ICTAHOBOYHO-IIEPECTAaHOBOYHON ceTH (Harmpumep, ceTb Deiicrens). [loatomy co-
BpPEMEHHBIE 0J0UHBIC MTH(PHI MOXKHO pPacCMaTPUBAThH KaK BHJI IOJUTPAMMHBIX IIH(POB.

8 Bo Bropoii MUpOBOii BOifHE MAIIUHbI, peanusyoniue mudp Xuia, ObIH UCIOTh30Ba-
HBI TOJIBKO /I LIM(POBAaHUS TPEXCHMBOJIBHOTO KOAA PaJIMOCUTHAJIOB.
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C passutreM «HepHbix kabunetoB»’ B crpanax Espomnbsr B X VIII Beke
Bce MU(PH MOHOAN(DABUTHOH W TOJUTPAMMHOW 3aMEH IOTEPSsUIH BCS-
KYI0 HaJIe)KHOCTb. DTOT (haKT CIIOCOOCTBOBAJ BBIHYXKJIEHHOMY TEPEX0y K
UCTIONIb30BAaHUIO MONMHAN(paBUTHBIX MIU(PPOB. pyroil mpuuMHON MOIyns-
puzanuu 6oJiee CIOKHOTO BHJIa MUGPOBAHUS CTANIO pa3BUTHE Tenerpada u
BO3HHUKIIIAsI HEOOXOJIUMOCTh B 3aIllUTE COOOIICHUH OT IepexBara.

[onmandaBUTHBIA MUPP MOICTAHOBKU COCTOUT U3 HECKOJIBKHX IIU]-
poB mpocToit 3aMensl. [Ipumepsr: mudp Buxenepa, mugpp bodopa, oxHo-
Pa30BbIil OJIOKHOT.

[NonmmandaBuTHBIE TOACTAHOBOYHBIC IMH(PHI ObUTH HM300peTeHbl JIno-
HoM bartuctoit (Lean Battista) B 1568 rogy. OcHoBHas uaess MHOTOAI(a-
BUTHBIX CHUCTEM COCTOMT B TOM, YTO Ha MPOTSIKEHHMH BCEr0 TEKCTa OJHA
U Ta )xe OykBa MOXKeT ObITh 3ammudpoBana mo—pasHomy. To ecTh 3aMEHBI
JU1s OYKBBI BRIOMPAIOTCS M3 MHOTHX aJI(DaBUTOB B 3aBUCHMOCTH OT TTOJIOXKE-
HUS OYKBBI B TEKCTE. DTO SIBISIETCS XOPOIIEH 3almIUTOH OT MPOCTOrO MOA-
cdeTa 4acToT, TaK KaK HE CyIIECTBYEeT €IMHOM (3aMEHbI) MACKUPOBKH JJIS
KaXJI0M OyKBBI B KPUIITOTEKCTE. B AaHHBIX MU(pax HUCHOIB3YIOTCSI MHO-
JKECTBEHHBIC OJIHOOYKBEHHbBIE KIJIFOUM, KAXKIBIH U3 KOTOPBIX HCIOIb3YETCS
IUTsT ITU(POBAHUS OTHOTO CHMBOJIA OTKPBITOrO TeKcTa. [IepBBIM KIIFOUOM
mudpyeTcs NepBblil CUMBOJI OTKPBITOI'O TEKCTa, BTOPHIM — BTOPOM, U T.J.
Iocne ncnonb30BaHUS BCEX KIIIOUEH OHHM MOBTOPSAIOTCS LIUKJINYECKH.

Iugp BuxnHepa®® 0THOCHTCS K OHOMY M3 MEPBBIX MONHAT()ABUTHBIX
mudpoB. OTIUUNTENBHON 0coOeHHOCThIO mnbpa Bukunepa siBisercs To,
YTO OH MPOCT JJIs IOHUMAHUS U peanu3alni, a TaKxkKe IBJISIeTCs HEAOCTYII-
HBIM JIJIS1 TPOCTBIX METOIOB KPHUIITOAHATIN3A.

¥ YEpublii KaOWHET — OpraH, 3aHUMAIOUIMUCS MEPIIOCTpalMell U JemudpoBaHUEM KOp-

PECIOHAEHIINH, U TIOMEIIeHHUE, CIyKallee Ul STHX Lesei, 00bIYHO TaiiHas KOMHATa B I10-
4yTOBOM OTHeneHuu. HazBanue Oepér Hauyaio OT COOTBETCTBYIOLIEH (paHIy3CKOM CIyxKObI
Cabinet Noir.

20 TlepBoe TOYHOE AOKYMCHTHPOBAHHOE OIMCAHHE AAHHOrO MONHan(paBUTHOrO wHudpa
ob110 chopmynuposano Jleonom barrucra Ansbeptu B 1467 romy. B axropurme mudpo-
BaHMA AJS MEPEKIIOUCHHS MexIy andaBUTaMHU HCIONB30BAJCSA MeTalaudecKuil mudpo-
BaNbHbIM Auck. Cuctema AnbOepTu nepekiodaeT andaBUThI 10CIE HECKOIBKHX 3amud-
poBarHBIX cioB. [To3nHee, B 1518 roxy, Horanu Tpucemyc B coeil padore «Ilomurpadms»
n300pen tabula recta — HieHTpanbHBIN KOMIOHEHT mIudpa Bikenepa.

To, uTo npuHATO Ha3bIBaTh WK(poM Brokenepa, Buepsbie onucano J»xoBanuu barucra
benna3o, KOTOBEIN BBEI MOHATHE «KIOYa» NI HEPEKIIOYCHHS MEXIY aadaBUTaMU MOCIE
kax0i OykBbl. biie3s Bukenep mpeacTaBuil cBOE omucaHue JaHHOTO miudpa mnepej KoMuc-
cueit 'enpuxa I1I Bo @panunu B 1586 roxy.
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(Tpumemur) (1462-1516), /locoeannu Bammucma bennacco (1505-...),

bnes oe Buowcunep (1523-1596).

K «PYYHOMY» B3JIOMY?',

[HInpp Buxenepa uMen peryTanuio UCKIIOYUTEIBHO CTOWKOTO IHdpa

udpp Buxenepa AOCTATOYHO MPOCT [JI HMCIOJIB30BAHUS B MOJEBBIX

YCIIOBHSIX, OCOOCHHO €CIIM MPUMEHSIOTCS MN(POBATbHBIC JUCKH WU MH(-
poBanbHble nuHeHkH (uHelkn CeH-Cupa). Hampumep, koMaHIoOBaHHE
apmun Kondenepanu Bo Bpems ['pakmanckoit BoitHel B CIIIA wucmonb3o-
BaJIM MEJHBIN mKndpoBasIbHBIN JUCK /U1 mudpa Bukenepa.
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.15 — Tabula recta unu mabnuya Buswcenepa
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2 OdunmaNbHO TPUHATO CYUTATH, 9TO mupp BrskuHepa ObUT MPU3HAH KPUNTOTPpAGUICCKH
HecTolkuM mocie nyonukanuu B XIX Beke anroputma Kacucku, XOTsI U3BECTHBI Clydan
B3JIOMa 3TOro mU(pa HEKOTOPHIMU KpunToaHanuTHKamu emé B X VI Beke.

210



ANOPORS TUVIXYZ

i i ]
Pucyrnox 2.16 — LLugposanvhuviii ouck apmuu Kongedepayuu
u nuneiika Cen-Cupa®

AnropuT™M IH(POBAHUS HE COIEPKUT CIOKHBIX MPEeoOpa3OBaHU.
Bo-nepBbix, a7 3amudpoBbiBaHus cosnaeTcs Tabnuna Bukenepa. [pume-
HUTENBHO K JIaTHHCKOMY andaBuTy Tabmuma Brmxenepa cocrtaBmsieTcs u3
CTPOK 10 26 CHMBOJIOB, TPUYEM KaXKJasl CISIyIOIasl CTPOKA CIBUTACTCS HA
HECKOJIBKO TIO3UIUI>,

Bo-BTophiX, BBIOMpaeTcs KiroueBas ¢pasa. Ecim nnvMHHa JaHHOU
¢bpa3ssl (KJII09a) MEHBIIE IIMHHBI IIH(PYEMOro TEKCTa, TO OHA IIOBTOPSETCSI
HECKOIIbKO pa3: JI0 JOCTHIKEHUS JJIMHHBI KIt04a paBHOMY ANMHE Iudpye-
MOT'O TEKCTA.

B-tperbux, mis mmdpoBaHUsS CHMBONA IMUPPYEMOrO TEKCTa BHIOU-
paeTcsi cTpoka Tabmuibl BrokuHepa, COOTBETCTBYIONIAS CHUMBOJY KITIOYA.
Takum 00pa3oM, Ha KakJIOM 3Tare ITU(PPOBAHUS HCIOIB3YIOTCS pa3ind-
Hble ay(aBUTHI, BBIOMpaeMble B 3aBUCUMOCTH OT CHMBOJA KIIHOUYEBOTO
CJIOBA.

Hanpumep, &nnst OTKpPHTOrO TekcTa «IPUE3XAN WECTO'O» wn
KJIDUeBOIr'Oo cloBa «JIYHATUK», npmMMeHMM aaropmrM BmxeHepa.
Insa 3Toro, BO-NEPBHX, co3mammuM Tabiauuy BuxeHepa.

llpumep Tabauusl BuxeHepa nDpencTaBlIeH Ha puUCyHKe 2.17.

luxnamMyecku BSBanmciBaeM kiiod «JIYHATUK» pmo Tex mnop, mnoka
ero mnumHa He 6yOgeT COOTBETCTBOBATE MOJIMHE MCXOOHOT'O TeK-
cra:

TekcT - NPUE3XAKN  WECTOI'O

Karou - JIYHATUKIIYHATUKITY

22 B BoenHoit akagemun Cen-Cup npuayMaliu MpoCToe YCTPOHCTBO, COCTOSAIIEE U3 IBYX Ya-
creil — ajndaBUTHOM JIMHEHKN U TTOJIBH)KHOTO OEryHKa C HallMCaHHBIM aji(aBUTOM U Ipope-
3b10. B nunetike Cen-Cupa Obu1 peann3oBaH MU(p 3aMEICHHUS ¢ IEPEMEHHBIM CABUTOM, TaK
HasbiBaeMblil mudp biesa ne Buskenepa.

2 MOKHO cKa3aTh, 4TO B Tabnuie Buxenepa noayuaercs 26 pasnnunbix mudpos Llesapst.

211



s

X0

i)

9

TeKCcTa

3

n|Alx|x|M[E[O[O[R[C

X[ m[9|wm 5] 656

n|A[x|[X|M[HE[O[TO[ER

2

4

v
o

C

3

I

B|B|T|OJEJE[X]3

B|T |O|E|E|X][3

B

C|T

V] e|x|Oola|m|m|s[6][E

X o] 9| m m

T
o oq

(hpoBaHHOTO

AR

X|Oj9|mm5b

JIYHATUKIIYHATUKILY

M|H[O|T[P

BOUEBIKA EEIHIOB

b

TeKCTa HaXoguTCs Ha
TO eCTh BTOPOM CHMBOJ

C

’

ulB|x[a|M[E[O[Hm[R|[C]T
IIPUE3XAI WECTOI'O

AFIRNEIREIR

I M|HE|O| T
angasuma ons npumepa

saumbppoBaHHOTO

H| H|K|JI M H|O

F

U U|K| I M H|O|IO|P

k=

X|u|49|m m B E|b]|5][0] g] A

A|/B|B|T|A|E|E|X| 3

v

W B[k | x| M[E[o|[H[P[C|T

EEE}K3
H|H|O|TI|P

OcTanpHass YacThk MCXOOHOT'O TeKcTa wnd-

KoTopasi sSIBJISIETCs II€PBEHM CHMMBOJIOM KJO4Ya.

«BI»

BOro CjioBa,; B JTaHHOM CTPOKEC HaxXOAUM IMEPBbIM CHMMBOJI 3alIN
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Pucynox 2.17 — Tabnuya Buswcenepa 0ns Kupuunuyeckoeo

TaK Xe qiasA BTOPOI'O CHMMBOJIa MCXOIOHOTIO

T|A|E|E

m| o] b
5[0
B

g

Ka)i(eTCf[, 4TO €CIn Ta6n1/1ua 6y,ueT Ooiree CJ'[O)KHOf/i, YEM HHUKINYCCKOC

IlepBEII CMMBOJI MCXOIHOT'O TekcTa «II» BaumppoBaH nocnemo-
Pamnn@pOBmBaHHe NPOU3BOAMUTCS CJICOYIOIHUM 06pa30M: HaxXoauM B
TabInIIEe BH)KeHepa CTPOKY, COOTBCTCTBYIOIIYIO IEPBOMY CHUMBOJY KJIFOYC-
CMCIICHUEC CTPOK, TO HlI/I(bp CTaHET HaJeXHee. DTO IEHCTBUTEILHO TakK,

BaTEeJNBHOCTBIO «JI»,
llepBHEII CUMMBOX

VICXOnOHEIM TEeKCT
BaumnppoBaHHEIN TEKCT

Kotrou

Touno
MCIIOJIEBYeTCsI BTOPOM CMMBOJI KJOYa

B|H|B

jig
0| 10| 4| A

TICPBOMY CHUMBOJIY UCXOJHOI'0 TEKCTA. CH@JIYIOHH/IC CHUMBOJIBI 3am1/1(1)p013aH—

tekcta. Ctonber, B KOTOPOM HaXOMUTCS JaHHBIH CHMBOJ, COOTBETCTBYET
HOT'O TEKCTa PACIIU(PPOBBIBAIOTCS MOJOOHBIM 00pa3oM.

mn@posannoro TeKCTa «JI» IoJlydaeTCsi Ha I[IepeCedYeHMM CTPOKM

nepecedeHmMmM CTPOKM «JI» m crombua «I» B Tabnuue BukeHepa.
«¥Y» m cTonbua «P».

pyeTcsi NOmOBHEIM cCroco6oM.
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€CJIM €€ MEHATH Yallle, HallpuMep, OT cjIoBa K cioBy. Ho coctaBnenue Takux
TabIuI, TAe MI00ast OyKBa BCTPEUASTCS] B CTPOKE WJIM CTOJOIE OXHH pas,
TPYJOEMKO U 0e3 ucrnoib30Banus OBM mpakTHYeCKU HE peliaemasi 3ajiaya.
Jns pyqHOTO Xe MHOroaja(aBUTHOrO IMIM(pa MoNaraloTcs JUIIb HA AJIUHY
W CJIOKHOCTH KITF0Ya, UCTIOIb3Ys MPUBEJACHHYIO TaOJIHILY, KOTOPY MOXXHO
HE JIepKaTh B TaifHe, a 3TO yIpoIIacT MU(PPOBAHNE U pacIH(POBBIBAHNE.

ugpp Bmxenepa «pa3mbiBaeT» XapaKTEPHUCTUKH YACTOT MOSBICHHSI
CHUMBOJIOB B TEKCTE, OJIHAKO HEKOTOpPbIE OCOOCHHOCTH TOSBICHUS CHMBO-
JIOB B TEKCTE OCTArOTCs. [ TaBHBIN HemocTaTok mudpa BrkeHnepa coctout
B TOM, UTO €ro KJIIOY ITOBTOPSIETCS U €ro JUIMHY AOCTAaTOYHO JIEIKO BBIUHC-
mute?, Tlocne 3Toro «B3nmomarey mudp BrkeHepa HE MPEACTABISACT MPO-
onemy.

B 1863 rogy ®punpux Kacucku (Friedrich Wilhelm Kasiski) namen
cmoco0 BCKpeITHS mudpa Bmkenepa ¢ KOPOTKHMM KOIOBEIM  CJIOBOM,
HCIOJIb30BAaHUE KOTOpOro Obulo Haubosiee pacmpocTpaHeHo. B ciyuae,
Korja mugpoBaHUEe MPOU3BOJUIIOCH C MOMOIIBIO COPa3MEPHOTO C OTKPBI-
TBIM TEKCTOM KITF04a, KOJoBasi (paza MOXKET ObITh MoJ00OpaHa MpH yCIo-
BUH, YTO OHA COCTOHT M3 OCMBICTICHHBIX CJOB. [IOMBITKH H300pecTH HOBBIi
CTOHKHI K B3JIOMY LIH(pP JONToe BpeMs HE MPHUBOAMIN K YCIIEXY, TOITOMY
Kpunrtorpadbl MPUAYMBIBAIM TAKHE PeaM3alUU CYLIECTBYIOIIUX OIHAII-
(haBUTHBIX MHU(PPOB, YTOOBI M30CKATh WX BCKPBITHS C MOMOIIBIO METOAA
Kacucku u meTona mogbopa KOZOBOTO CIIOBA.

Janpuelimedt monudukaiueil cucteMbl BrokeHepa sBisSeTCS cHCTeMa
muppoB C aBTOKJIIOUOM. Mjes aBTOKIIOYa MPUIUCHIBACTCS MaTEMaTHKY
XVI Beka [Ix. Kapaano. llIudpoBanne HauMHAETCsI C MOMOIIBIO «IIEPBHY-
HOTO KJII04Ya» (KOTOPBIH SBIISIETCS HACTOSIIIIUM KIIIOYOM B HAIIIEM CMBICIIE) U
MPOIOIKACTCS C TIOMOIIBI0 COOOMICHUSI MUIH KPHUIITOTPAMMBI, CMEIIEHHOH
Ha JUIMHY TIEPBUYHOIO KJII0Ya, 3aTeM IPOU3BOIUTCS CIOXKEHHE 110 MOAYJIIO,
PaBHOMY MOIITHOCTH anaBuTa.

K npumepy:

CoobueHnne NPME3XAKN _ WECTOI'O
[lepBUYHEIT KJIIIOY JIYHATUK

ABTOKJIOY IPUE3XAII
InpporexcT BIOUEBNKH _ BAIIOEX

2 Tectol @puamana u Kacucku Mo3BOJISIIOT ONPEAETUTh JUIMHY Kitoda mudpa Buxkenepa.
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JleranpHoe pacmudpoBaHUe COOOMICHUS IO M3BECTHOMY KIIOYY HE
MPEACTABIACT TPya: MO MEPBUYHOMY KITFOUY TIOIydYaeTCs Hayauio coooIe-
HUsI, TIOCTIE Yero HalJieHHasi 4acTh UCXOAHOTO COOOIICHUS HCIIONb3YeTCs B
KayecTBe KIIova.

I'unbept Bepuam (Gilbert Vernam) u3 AT&T (American Telephone &
Telegraph) mombITancst yaydlInTh KPAIITOCTONKOCTE B3JIOMAaHHOTO IITU(pa
Bmxunepa (aaropuT™ B IajgpHEHIIEM MOTYdYWI HazBaHUe mudp Bepnama—
Buxenepa B 1918 roay wim npocto mudp Beprama).

B kmaccuueckom nmonnManuu mudp BepHama siBnsercs mpeoOpa3oBa-
HUEM OTKPBITOrO TEKCTa MO OOJIBLIONH HEMOBTOPSIOIIEHCS MOCIeI0BATENb-
HOCTBIO CUMBOJIOB KJIIOUa.

OTHpaBUTENb HCHONH30BAN KaKIBI CHMBOJ KIII04a ISl IIH(POBaHUS
TOJIKO OJHOTO CHMBOJIA OTKpBITOrO TekcTa. lllmdpoBanne mpencrammsier
co00¥i CIIO’KeHHE 10 MO0 N (MOITHOCTH an(aBruTa) CHMBOJIA OTKPBITOTO
TEKCTa U CHMBOJA KJII0Ya W3 OJHOPAa30BOro OJ0KHOTA®. Kakmbiili cHMBOI
KJIFOYa UCIOJIb3yeTCs TOJIBKO ONMH Pa3 U AN AMHCTBEHHOI'O COOOIICHHUS,
MHAuYe JaXe €CIHM HCIOJB30BaTh OJOKHOT OONBIIOr0 oOBeMa, MPH IOIY-
YCHUU KPHUITOAHAIUTUKOM HECKOJIBKHUX TEKCTOB C MEPEKPHIBAIOIIMMHUCS
KJIFOYaMH OH CMOJKET BOCCTAHOBHUTH MCXOTHBIH TeKcT. KpumroanaaumTuk
CIBHHET KaXXJyl0 Mapy MuGPOTEKCTOB OTHOCUTEIBHO JPYT JApyra W IMoj-
CUHMTAET YUCIIO COBMANEHUHN B KaxJ0H mo3unuu. Ecian mudpoTeKcTsl cMme-
LIeHbl TPaBHJIBHO, COOTHOIIEHHE COBNaJACHUN pe3ko Bo3pacteT. C 3TOM
TOYKH 3pCHHS KPUIITOAHAIN3 HE COCTABHUT TPyAa. ECIu jke KITI0Y HE TIOBTO-
pseTCs W CIy4acH, TO KPUNTOAHAIUTHK, IEPEXBATHIBAECT TEKCTHI WIIH HET,
BCerJa MMeeT OJMHAKOBBIC 3HaHUs. CirydaiiHasi KIIoueBas IOCIeI0BATENIb-
HOCTb, CJIO)KEHHAsI C HECIIyYalHBIM OTKPBITBIM TEKCTOM, JIaeT COBEPIICHHO
CIIy4alHBII KPUNITOTEKCT, 1 HUKAKUE BBIYUCIUTEIbHBIE MOIIIHOCTH HE CMO-
TyT 3TO U3MEHHUTb.

Kpunrocucrema BepHama Oblna mpeniokeHa Iisi mupoBaHUS Telie-
rpadHBIX COOOIIECHWH, KOTOPhIe MPEACTABISIIN CO00H OMHAPHBIC TEKCTHI,
B KOTOPBIX OTKPBITHIH TEKCT MpEICTaBiseTCs B kKone bomo (B BUae msaTus-
HaYHBIX «HUMITYJIBCHBIX KOMOWHaIui»). B sTom Kome, Hampumep, OykBa
«A» umena Buj (11000). Ha 6ymaxknoit nente nudpe «1» cooTBeTCTBOBAIIO
oTBepcTHe, a udpe «0» — ero orcyTcTBUE. CEeKpPEeTHBIN KITI0Y J0JKEH ObLI
MPEICTABIATE CO00I XaoTUYHBII HAOOp OYKB TOro e camoro andaBuTa U
peaNn30BBIBAIICS KAaK OTHOPA30Bast ICHTA IS TeNCTAHIoB. [l morydeHus

2 Bepuam He ucnonbs3oBan noustue «Hckmrouaromee MJIM» B mareHte, HO peain30Bal
WMEHHO 3Ty OMepalfio B pelieiiHo oruke. Kaxplii CHMBOJI B COOOIIEHNUU MPe0Opa30BhI-
Basics nodouToBeiM XOR (uckiouatomee MJIN) ¢ kitouoM OyMa)cHOMH JIEHTHI.
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MHUPPOTEKCTa OTKPHITHII TEKCT 00BEAMHACTCS ONEpanel «HCKIII0Yaroee
NJIN» ¢ cexpeTHBIM KJIIOUOM.

Tak, HanpuMep, npu npuMeHeHumu kijoda (11101) =mHa 6ykBYy
«A» (1 1 0 0 0) nomywaeM sammppoBaHHOe coobumenme (00101):

(11000) @ (11101) = (00101). Bmass, uTO @AJNS [IPUHMMAEMOT'O
coobumenuss wuMeeM kiaod (11101), Jerko MHNOJAYYMUTE MCXOOHOE
cooBuenne Toum xe omepaumerr: (00101) @ (11101) = (11000).

I'unGeptr BepHam cozngan ycTpoHCTBO Mpou3BOAsLICe yKa3aHHbIE OIle-
panuu aBTOMaTHYeckH, 0e3 ydacTus mudposanbiiuka u 1919 rogy momy-
Y9I Ha HEro mareHT. Ammapar BepHama comepskal MarHHTEHI, pele U
TOKOCHEMHBIEC TUTACTUHBL C y4ETOM TOTO, YTO MPOIEAYPH! MNU(PPOBAHUS U
Jnemr(pPOBKU MaTEMATHYECKH OJJMHAKOBBI, TOT CIEIAINIapaT MOXHO ObLIO
UCIIONB30BaTh M B mocieaHeM ciydae. lludpoBanue ocymiecTBasaocs
MOCTYIUICHUEM UMITYJIbCOB B MOJYJIb CyMMHUPOBAHHMS U3 2-X MaHENeH cum-
THIBAHHS: OHA CUUTBIBAJIA «raMMy», a Jpyras — OTKPBITOE COOOIICHHE.
[Noygaempie Ha BEIXOJHOM OJIOKEe KOMOMHALINU 3HAUCHHUH «+» M «—» mepe-
JABANNCh B JUHUIO KaK OOBIYHBIC TeJeTalmHble naHHbBE. Ha mpuémHOM
MYHKTE BTOPOW TaKOH ke Crenarnapar npou3BOuI 100aBIeHUE UMITYITb-
COB, CUHUTBHIBAEMBIX C NIEP(OICHTHI ¢ UIEHTUYHON «TraMMOW», U BOCCTaHOB-
JIeHUE TIepPBOHAYAIBHBIX UMITYJILCOB HCXOAHOTO COOOILEHHUSI.

Ortum anmnapatoMm ['mnbept BepHaM monoxin Hadajio Tak Ha3bIBAEMOMY
«IUHeNHOMY Wugposanuo», KOraa TMporecchl MHu(POBaHUS U MEpemadn
COOOIIEHUST TPOUCXOJIAT OJHOBpeMeHHO. [lo Tol mopsl mudpoBaHue ObLIO
MpEeBAPUTEIBHBIM, TIOITOMY JIMHEHHOE MU(POBAHHUE CYIIECTBEHHO MOBBI-
II1aJI0 OIIEPATHBHOCTDH CBSI3H.

Printer

Message

Machine
Transmitter

Perforator

Key Tape

Keyboard Transmitters

Perforator

A Key Tapes

Pucynox 2.17 — Oononenmounasn 31eKmpomMexanuieckas Wu@pmauiuna co30ana
6 CIIIA npubnuzumenvno 6 1933 200y Western Union Telegraph Company®.

26 B ocHOBe Takux MaliuH ObL1 mudp BepHama.
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Tak)ke XOpOIIo U3BECTECH TaK Ha3biBaeMbIid mdp BepHama mo momyio
m, B KOTOPOM 3HAKH OTKPBHITOTO TEKCTa, MIM(PPOBAHHOTO TEKCTa M KJIIOUYa
NPUHUMAIOT 3HAUEHMS U3 Kojiblia BelueToB Zm. HIudp sBaserca oboOme-
HUEM OpUTHHaJIbHOTO mudpa Beprnama, roe m = 2.

Hanpmmep, xommpoBaume umbdpoM BepHama mno wmoxmymo m=26
(2=0,B=1,.., Z=25):

Korou: EVTIQWXQVVOPMCXREPYZ
OTkpoTEM TekcT: ALLSWELLTHATENDSWELL

All’s well that ends well)
lInpporexce: EGEAMAIBOCOIQPAJATJK

Pucynok 2.18 — [lamenm na uzobpemenue Bepnama,
Tunbepm Cmeghopo Bepnam (1890-1960) u Knoo Oneypo Lllenon (1916-2001)

Maiiop [Ixo3zed MoOOpH 3aHsICA HalbHEHIINM yCOBEPIICHCTBOBAHHEM
Merona Bepmana. OH 00bEIUHUI Xa0TUYHOCTh TaMMBbI C TIPABUIIOM OJHO-
paszoBoro mmmdpodaokHOoTa. Temeps s anropuTMma ImH(pPoBaHUS OBIIO
BBEICHO TPH OI'paHUYCHUS:

— muppoOIOKHOT peann3oBaics Kak Mmudpyromas raMmma, mo JIHHE

paBHas WK MpeBbIMaromias mudpyemoe coodrieHue;
— 3HAKW TaMMBI OBLIH MOTHOCTBIO CIyYaHBIMU MIIH PaBHOBEPOSTHBI-
MU;

— KaxkJas raMMma UCIOJIb30BaIach OIMH U TOJIBKO OJIUH a3, MOCIE Yero
YHUYTOXKAJACh NEPCAAONUM WM NPUHUMAIOIIUM KOPPECIIOHACH-
TOM.
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Bbriio €€ U JOIMOJHUTCIIBHOC IMPaBUJIO: U3rOTABJIMNBAJINUCE TOJIBKO JBC
KOIINHu IJ_II/I(i)pOKJ'IIO‘Ia, OHa KOIusA JJId Nepeaarouiero, BTopas KOIIHA I
NPpUHHUMAIOIIET0 KOPPECIIOHACHTA.

gco-4vo
c=<®n -

Norzec
AP OTMD>
<T X0
—-3TOoTm®

Pucynoxk 2.19 — @omoepadghus wiugpobroknoma u mpu nucma ezo,
KAasCOblIl U3 KOMOPBIX AGNAEMC B0IMONCHBIM KIOUOM 015 Wudpa.

[lpu sToM cremyer OTMETHTh, YTO HEKOTOphIE KpUOTOrpadsl IoJia-
rajii, 4YTO OHMU MOT'yT CO34aThb OI'POMHOC KOJIMYCCTBO CﬂyqaﬁHbIX KJHO‘ICFI,
HaoOyM, HampuMep, Tnedatas Ha TNedaTHOW MamuHKe. OXHAKO TPU 3TOM
MAIIMHACTKA (FUIA OTIepaTop IMEUaTaromlero yCTPOHCTBA) BCIKHI pa3 cTpe-
MUJICS TeYaTaTh OyKBBHI CIICAYIOMIMM 00pa3oM: OfHY OYKBY JICBOH pyKOH,
CIEAYIOIIYIO — MPAaBO U TakK Jajee, IO0YePeaHO yaapss Mo KiaBUIIaM TO
Ha OJHOM, TO Ha APYTOH cTopoHe. TakuM crmocoOOM 1 B CaMOM Jieiie MOXHO
OBLTO OBICTPO CO3/1ATH KITFOY, HO TTOYYAIOIIAsiCsl TPH 3TOM ITOCIEI0BATEIb-
HOCTB O0JIafasia CTPYKTYpPOU M BCIEACTBHE dTOrO OOJiee HEe SBISIIACH CITY-
YaifHOW — eCl MAIlMHKCT yJapsl 10 KiaBuire ¢ OykBoi D, Haxojsiiencs
Ha JICBOW YacTH KJIABUATYPHI, TO CleAyromell OyKBoOH, ckopee Bcero, OyneT
OyKkBa, HaxXoJsIIasCcs Ha MPaBO YacTH KJlaBUaTypbl. Eciu ke kpumnrorpa-
(uyeckuii KJIIOY OJHOPA30BOTO HCIIONB30BAHMS JCUCTBUTEIBHO CIydaeH,
TO IIPUMEPHO B IOJIOBUHE BCEX CllyyaeB 3a OYKBOIl C JIeBOM 4acTH KJIaBU-
aTypsl JOJDKHA CIIEIOBATh Ipyras OyKBa ¢ JICBOH jke YacTH KJIaBUATYPHI.
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C mosiBIeHHEM OHOPA30BOro OJOKHOTA MPUILIO MOHUMAHHE, YTO JIyd-
e ciaydailHble KIJIIOUM CO3Jal0TCAd Ha OCHOBE €CTECTBEHHBIX (usmuec-
KHX IPOIECCOB, HAIIPHIMEP, PaJINOaKTHBHOCTH. Kpumrorpad mMoxeT B3STh
KPYIHBII KYCOK paJlMOaKTUBHOM PyAbl U U3MEPATH U3TyUYECHUE C ITOMOIIBIO
cuetumnka [eiirepa. lnorna noHM3npyonme 4acTUIThl U3TYUEHUs UCITyCKa-
I0TCA OZIHA 3a OJHOM OYeHb OBICTPO, MHOTZA MEXKIY OTJCIbHBIMU aKTaMHu
UCITYCKaHHS MPOXOZHUT JOBOJBHO JJIIUTEIBFHOE BpEeMs, IO3TOMY BpEMS
MEXAY 3TUMHU aKTaMU €CTh BEJIMYMHA HEempejcKasyemas M ciyuaiiHas. B
TaKOM CITydae Ha TCHEPaTOpe CIyYaWHBIX YUCET B IUKIMYECKOM DPEKIME
OBICTPO, HO C MOCTOSIHHOW CKOPOCTBIO TpoOeraer andaBUT, MOMEHTAJIBHO
OCTaHaBJIMBAIONIUICS TTPH CpabaTHIBAHUH CUCTUUKA.

Kaxoii Obl HU Obla OyKBa reHepaTopa, OHA MOXET HCIOJIb30BaThCs
B KauecTBE OYepeJHOW OYKBBI ciydaiiHOro kitoda. [locme 3Toro omsiTh
HAauMHAETCS MPOJIUCThIBAHUE aj(aBUTa B LUKJIMYECKOM PEXKUME JI0 Clie-
IYIOmEero cpabaThIBaHUS CYCTUYHKA, KOTOPOE IMPOUCXOAHWT B PE3yIbTaTe
MOMaJJaHUs B HETO MOHU3HUPYIOLIEH YaCTHUIIBI.

Takoe ycTpoHCTBO TapaHTUPOBAHHO CO3/1aBaJIO OBl ICHCTBUTEIBHO CIY-
YailHBIH KITI0Y, HO OHO HEMPUTOJHO AJA MTOBCEIHEBHOM KPUITOrPAPHH.

Haxe ecam OBl CMOTJIHM CO34aTh JOCTATOYHO CIIYYalHBIC KIIOYH, TO
BO3HHUKJIA OBl ele ofHa mpobjeMa: CIOXKHOCTh UX pachpenenenus. IIpen-
CTaBbTe ceOc paiioH OOEBBIX JCHCTBHM, TJIe COTHU PAJMCTOB COCTABISIOT
eIMHYI0 KOMMYHUKAllMOHHYIO ceTh. JlJisi Hauala BCe OHU JOJKHBI UMETh
UICHTUYHBIC SK3EMIUISIPEI OJHOpa3oBoro mudpOiIokHOTA. 3areMm, Korma
MOJTOTOBJICHB! HOBBbIE MIHM(PPOIOKHOTHI, UX HEOOXOAMMO OJHOBPEMEHHO
nepenats BceM. HakoHer, Bce DOKHBI OBITH YBEPECHBI, YTO HYKHBIH JIHCT
0JTHOpa30Boro mudpoOIOKHOTA UCTIONB3YETCS B HY)KHOE BpeMs. boinee Toro,
€CIIM TPOTHBHUK 3aXBATUT XOTS OBl OJMH KOMIUICKT KJIIOUCH, TO HaIex-
HOCTH BCEHl KOMMYHUKAIIMOHHON CUCTEMBI OyJeT pa3pylIeHa.

[IpencraBnseTcst coOTa3HUTEIBFHBIM COKPATUTh YCHIIAS HA TMOATOTOBKY
U pacrpesesieHHe KIIouel MyTeM MOBTOPHOI'O HCIOJIb30BaHUS OJHOPA30-
BBIX MH(POIOKHOTOB, HO IOBTOPHOE MCIIOJIB30BAHUE OJTHOPA30BOrO IH(p-
OJIOKHOTA MO3BOJISIET KPUITOAHATUTUKY MPOTUBHUKA JIETKO JemudpoBarhb
cOoO001IEeHu .

[IpakTHyeckue HEJOCTATKH TEOPETUYECKH COBEPILIEHHOI'O OIHOPa30-
Boro mu¢pOJIOKHOTA O3HAYAM, YTO Uact0 MoOOpHA HUKOTAa HE yIACTCs
IIXPOKO MPUMEHSTH HA MPAKTHKE.

B 1945 rony Knon IllenHoH Hamwmcan paboTy «MaremaTudeckas Teo-
pus kpunrtorpaduu», B KOTOPOH J0Kazasl aOCOJIOTHYIO KPHITOCTOM-
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KocTh mudpa Beprama-MoOopHa, MONyYUBIIET0 Ha3BaHUE «OJHOPA30BBIN
OJIOKHOT».

C Touku 3peHus Kpuntorpaduu, HeBO3MOKHO MPUIYyMaTh CUCTEMY 0e3-
oIfacHee OJTHOPA30BOTO OJIOKHOTA WJIH B JaibHelIeM mpocto mudpa Bep-
Hama. OnHaKo ¥ TpeOOBaHUS K pealu3aiuy MoJo0HON cXeMbl IH(POBAHMS
JOCTaTOYHO HETPUBUAIBHEI, TOCKOJIBKY HEOOXOAMMO 0OECICUUTH HaJIOXKe-
HUE YHUKAJIBHON IraMMbl, PABHOM JIJTMHE COOOIICHUS®, ¢ MOCIENYIONUM €
rapaHTHUPOBaHHBIM YHUUYTOXXKEHHEM. B CBA3M ¢ 3TUM KOMMeEpYecKoe TpHu-
MeHeHue mmuppa BepHama He Tak pacrpocTpPaHEHO B OTIMYHE OT CXEM C
OTKPBITHIM KJIFOYOM U OH HCHOJIb30BAJICS, B OCHOBHOM, ISl IEpeayu cooo-
LIeHUH 0c000# BaKHOCTH TOCYJapCTBEHHBIMU CTPYKTYpaMHu.

B HacTosmiee Bpems, Kak OZHOPa30BbIA OJOKHOT, Tak u mmdp Bep-
HaMa HCIONB3YIOTCA KpailHe penko. B 0omblnoil cTerneHu 3TO BBI3BAHO
CYILIECTBEHHBIM pa3MepoOM KJIIOYa, JJIMHA KOTOPOro AOJKHA COBNAJATh C
JUIMHON cooOeHus. Tem He MeHee, COBEpIICHHO CTOHKHE MH(PbI TUIIA
Bepnama BcE jxe HalIM MPaKTUYECKOE MPUMEHEHHUE NI 3allUThl 0c000
BAXKHBIX JIMHUH CBSI3M C OTHOCHTEIBHO HEOONbIIMM 00BEMOM HH(DOpMa-
nuu. Tak, HampuMep, aHTIIMYaHE W aMEPHKAHIIBl HCTIONB30BaH MIH(PHI
tuna BepHama Bo Bpemsi Bropoit mupoBoii BoiiHbl Illudp Bepnama mo
MOJYJII0O 2 UCIOJNb30BaJICA HA MNPAaBUTEIbCTBEHHON «ropsyel IHUHUU»
Mexy Bammuarronom u MockBOH, rje KilO4YeBblE MaTepHUasbl MPECTaB-
TAIU co00i OyMa)kKHBIC JICHTHI, Ha KOTOPBIC 3HAKH KJIIOUYCBOH MOCIIEHOBA-
TENHHOCTH HAHOCHIINCH C TIOMOIIBIO TIep(opaITii.

Ha mpaktrke MOKHO OIUH pa3 (HU3NUECKH MepelaTh HOCUTENb HUHPOP-
MalMd C JJUHHBIM MCTUHHO CIyYaiHBIM KIIOYOM, a TMOTOM IO Mepe
HE00XOIMMOCTH TiepechlIaTh coo0IeHns. Ha aTom ocHoBaHa maes mudpo-
OJIOKHOTOB: MH(POBATBIINK MO TUTIOMATHIECKON ITOYTE MM TIPH JIHIHOM

¥ Kak He yIUBHUTEIBHO, HO Kiacc muppoB BepHama — eMHCTBEHHBIN KiIace mU(POB, s
KOTOPOro MOXkeT ObITh JloKa3zaHa (M Oblia gokasaHa IlleHHOHOM) HEBCKpPBIBA€MOCTh B a0CO-
JIIOTHOM CMBICIIC 3TOTO TCPMHUHA.

2 Yro0Obl 000#TH TPOGIEMY MTPEABAPUTEIBHOMN MEPENAYN CEKPETHOTO KIJII04a GOIBIIOr0 00b-
eMa, MHXKCHEPBl M H300peTaTeI HMPHIyMald MHOTO OCTPOYMHBIX CXEM I'CHEpalUH O4YCHb
JUIMHHBIX MOTOKOB IICEBAOCITYYallHBIX HU(P U3 HECKOIBKHX KOPOTKHX MOTOKOB B COOTBET-
CTBUU C HEKOTOPBIM anroputmom. [lonydaTens miupoBaHHOTO COOOIIEHHS IPU ITOM HE00-
XOZAMMO CHaOIUTh TOYHO TAKHM K€ TEHEPAaTOPOM, Kak U y oTnpasuteins. Ho Takue aaropur-
MBI J10OABIISIOMIUX PErYJISIPHOCTH B MIH(PPOTEKCT, 0OHAPYKEHHE KOTOPHIX MOXKET MOMOYb
aHATUTHUKY aemndpoBaTh coobiieHue. J[pyroii crocob — yka3aHne MECTOHAX0XKICHHUS KITFO-
Ya Kak MecTa B KHHre. Bce cHMBOIBI, BXoAsuiue B ajdaBUT, HAYMHAs C YKA3HOTO MecTa
KHHUTH UCHOJIB3YIOTCSl KaK OJHOPA30BbIil KJIIOY Ui KaKoro-nubo coodmenus. Ho B raHHOM
cilydae K04 He OyJeT clydyaiHbIM M MOXET ObITh MCIOJIb30BaHA HH(OpPMALHS O 4aCcTOTaX
pacnpeneneHus OyKB.
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BCTpedue CHaOXaeTcs ONOKHOTOM, KaXKIas CTPaHHIa KOTOPOTO COACPKUT
ktoun. Takol ke OIIOKHOT eCTh M 'y MpUHUMAIoNIEH cTopoHbl. Mcmons3o-
BaHHbBIE CTPAHULIBI [TOCIIE OHOKPATHOI'O HCIIOIB30BAHUS Cpa3y YHHUTOXKa-
1oTcst?.

C paszsutuem DOBM Bce mnonuangaBuTHBIC MHUGPHI MEepecTanid ObITh
CTOJIb YCTOWYMBBIMU K KpHUIITOATakaM, M, TaK kK€, KaKk B CBOE BpeMs U
MoOHOaI(aBUTHbIE IWHU(PHI, OTOLIIN HA 3aJHUN IUIaH, CTaB YacCThIO HCTO-
PHH KpUNITOTpa(uu.

2.2.3 F'ammupoBaHue

MeToa TaMMUPOBaHHS COCTOUT B TOM, YTO Ha CHMBOJBI MH(PYEMOTO
OTKPBITOTO TEKCTa TMOCIEAOBATEIBHO «HAKJIIAJBIBAIOTCS» CHUMBOJIBI HEKO-
TOPOH CIENHATBHONW TOCIIEOBATEILHOCTH, HA3bIBAEMON 2aMMOU WIIH
eamma-nocaedosamenvnocmoio. CyMMUPOBAaHHUE, OOBIYHO, BBIMIOJHSICTCS B
KaKOM-TH0O0 KOHEYHOM IOJIC.

Hanpuwmep, B mone I'anya GF(2) cymMmmupoBanne mpuHHMAET BUJ Omepa-
nnn «uckirouaromee MJIN (xor)».

[Ipu ucnonb3oBaHUU (DYHKIIMU «UCKJIOYAROIEE WIIN» 3amudpoBaHHe
MPOU3BOAUTCS CIEAYIOIIUM 00pa3oM:

c,=m @k mmai=123.. 24

rze ci — 3HaK MHUQPPOTEKCTa;

mi — 3HaK OTKPBITOTO TEKCTA;

ki — 3HaAK KJII0YEBOH TraMMa—II0CII€I0BATEILHOCTH;

@ — cloXeHue 1Mo MOIYIIO 2.

IMockonbky moBTOpHOE MpuMeHeHue omneparuu XOR BoccraHaBimuBaeT
MEepPBOHAYAIIEHOE 3HAYCHHE, paclIu(poBaHUE MPOU3BOJUTCS TMOBTOPHBIM
HaJI0KCHHEM T'aMMBI:

m =c ®k mai=123.. (2.5)

2 BeIBaJU CIyYau, KOTJa OJIHA U Ta K¢ CTPAHHIA OJIOKHOTA T10 Pa3INYHBIM IPUYNHAM TIPH-
MeHsiIach ABaxbl. Hampumep, cpean Bcero o0bEmMa COBETCKO# mu(POBaHHON MEPEHUCKH,
nepexBadeHHON passenkoil CILIA B 40-x romax mpomnuioro Beka, ObuIM 0OHapyKeHBI CO00-
LICHUS, 3aKPHITHIC IBAXK bl UCIIOJIB30BAaHHON raMMoii. [lepros 3ToT muinicst He O4eHb J0ITOo,
MOTOMY YTO YK€ IOCJIE MEPBBIX YCIIEXOB aMEPHUKAHCKUX KPUIITOAHAIUTHKOB B KOHIIE 1940-x
roznoB B crenciyx6ax CCCP y3Hanu o cepb€3HbIX NpodieMax ¢ HaIEKHOCTHIO CBOCH M-
ponepenucku. Takue cooOuieHus ObLIN pacindpoBanbl B TeueHre 40 MOCIeNyIONHX JeT B
paMKax CeKpeTHOro mnpoekra «Venona», TOKyMEHTbI KOTOPOro ObUIM HE TakK JaBHO pacce-
KpeueHbl U BbIIOKEeHbI Ha caiite AHDB.
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[punmun mudpoBanus TaMMHUPOBAaHHEM 3aKJIIOYACTCS B TEHEpAIHH
0ECKOHEYHOTO KIJfo4Ya (TaMMBI IIH(pa) ¢ MOMOIIBI0 TeHEPaTOPOB IICEBIOC-
nyqaitabeix yucen (IICY) u HanoXeHUU MOJTYyYEHHOW raMMbl Ha UCXOJHBIE
JaHHBIE 0OpAaTUMBIM 00Pa30M.

[Ipouecc pacmndpoBaHusi JaHHBIX CBOIUTCA K MOBTOPHOM reHepaluu
raMmbl IuAppa TpU U3BECTHOM KIIIOYE W HAJIOKCHHH TaKOW TaMMBI Ha
3amu(pOBaHHLIC TaHHBIC.

Ecnu mepron raMMBI TPEBBITIIAET JIINHY BCETO 3aTH(PPOBAHHOTO TEKCTA
Y HEW3BECTHA HUKaKas 4acTh UCXOJHOTO TEKCTa, TO MBI MOJyYaeM OJHO-
Pa30BbIil OJIOKHOT W 3alIU(PPOBAHHBIN TEKCT MOXHO CYHMTATh, YTO HEBO3-
MOKHO PaCKpBITh.

[pu mudpoBaHUKM MeTOZaMU TaMMHUPOBAHHS 0COObIE TPEOOBAHMSI
MPENBABIISIIOT K TaMMa-I0CIe10BaTeIbHOCTH:

— nansg GopMUPOBAaHHUS TaMMBI (TTOCIEIOBATCIBHOCTH IICEBIOCITYUaii-

HBIX YKCel) HY)KHO MCTIOIb30BaTh allapaTHble T€HepaToOphl CIIydai-
HBIX YHCEJN, OCHOBAaHHbIC Ha (U3MYECKUX Mporeccax. Ecnu ramma He
Oyzer ciiyyallHOHM, JJIsl MOJIyYEHHS! OTKPBITOrO TEKCTa MOTpedyeTcs
oJ00paTh TOJBKO HayaJbHOE COCTOSIHUE TeHEpaTopa MCeBAOCTYYai-
HBIX YHCET;

— JTWHA TaMMBI JOJDKHA OBITh HE MEHBINE JUIMHBI 3alIHIaeMOTO CO-
00IIeHus (OTKPBITOTO TEKCTa). B MpOTHBHOM citydae JIsl TIOJTyIeHNUs
OTKPBITOTO TEKCTa MOTpedyeTcs MoaoOpaTh IIMHY TaMMBbI, IMPO-
AQHAJM3UPOBATH OJIOKM MIU(PPOTEKCTa yraJaHHON JJIMHBI, MON00paTh
OUTBI TAMMBI.

OnHako Ha NPaKTUKE 3TO TPeOOBaHUE BBINIOJHACTCSA TOJNBKO B CEpPbE3-

HBIX I'OCYapCTBEHHBIX CTPYKTYpax M JUIS T€HEpalMd raMM HCIIOJIb3YIOT
[IpOrpaMMHBbIE METO/BI.

2.3 I'eneparopsl KJII04eH

B 1949 1. Knon lllennon ony6mukoBai paboTy, B KOTOPOU BBIICIUI TPU
TpeOOBaHMS K KIIOUY KaK ramMa-IoCiIeI0BaTeIbHOCTH:
— TaMMa-IIoCIe0BAaTEIFHOCTE HOJKHA OBITH HCTHHHO CITy9aliHOM;
— TaMMa-IIoCIe0BAaTeIFHOCTh JOJDKHA COBIAAATh IO pasMepy WU
ObITH GOJIBIIE 3aJaHHOTO OTKPHITOTO TeKcTa’;

30 Jlnst coBpeMeHHBIX ciMMeTpruHBIX anroputMoB (AES, CASTS5, IDEA, Blowfish, Twofish,
I'OCT28147-89) ocHOBHOI XapaKTEpPUCTUKOH KPUITOCTOMKOCTH SIBJISETCSA AJIMHA KIIOYA.
Iludposanne ¢ kinroyamu JIHHON 128 OUT U BBIIIE CYUTACTCS CUIBHBIM, TaK KakK JUIsl pac-
muppoBkH HHGOpMALMK 0e3 Kitoya TpeOyIoTCst oAbl padOTh MOILIHBIX CYTIEPKOMITBIOTEPOB.
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— raMMa-IocJeIoBaTeIbHOCTh AOJKHA IPUMEHSATHCS TOJIBKO OJUH Pa3.

B kadecTBe Takoil raMMbl MOKET OBITH KMCIIOJIB30BaHA JF00as IOCIIENO-
BaTEJIbHOCTh CIy4alHBIX CUMBOJOB. Ha mpakTuke MCHONb3YIOT JJIMHHbBIE
Cly4ailHble WM TICEBAOCTyYalHbIE KIIOYH, CTEHEPUPOBAHHBIE C TTOMOILBIO
CHEeLMAJIBHBIX TEXHUYECKHUX YCTPOMCTB WM MPOrpaMMHO-aINapaTHBIX
KOMIIJIEKCOB:

1) Ha OCHOBe NMPUMEHEHHsI YCTPOWCTB, OCHOBAaHHBIX Ha (DU3MUYECKUX
mporeccax, HalpuMep PErUCTPUpPYIOIIee pachaa suep, Oenbli myM, ecre-
CTBEHHBIN paJlMalluOHHBIA (POH, KOCMHYECKOE U3y4YEeHUE U T.JI.

2) Ha OCHOBE IPUMCHECHHsS ACTCPMHHHPOBAHHBIX aJITOPHUTMOB TEHE-
pamuy TCEeBIOCIYYalHBIX YHCEN ¢ MOMOIIbI0 (yHKIHA Random, xemr-
GbyHKUMA WM pekyppeHTHBIX Gopmya. [lpu 3ToM cienyer mOMHHUTB, YTO
HUKaKOW JETEpMUHHUPOBAHHBIM aJIrOpUTM HE MOXKET I'€HEpPUpPOBaTh I0JI-
HOCTBIO Cityd4aiinble yucia’. JIro6oit rereparop IICU ¢ orpaHHYeHHBIMU
pecypcaMy paHO WJIM MO3JHO 3aI[UKJIMBAETCS — HAUMHAET MOBTOPSITH OJIHY
U Ty K€ TIOCIIEIOBATEILHOCTD YHCET.

[IpumepoM TaKoro «HEYJA4HOIO» aJrOpPUTMa SABIISIETCS IeYaJbHO
u3BecTHBI anroput™ RANDU (oguH W3 BapuHaHTOB JIMHEHHOTO KOH-
[PYSHTHOIO TeHeparopa IICeBIOCIYYallHBbIX YHCEN)?, NeCATHICTHIMU
HCIIONIb30BABIIMICS Ha MelH@peiimMax. OH OmpenenseTcss peKyppeHTHBIM
COOTHOUIECHUEM:

V. = (65539 + V)) mod 2%, 2.6)

rae V, He4E€THOE YHCIIO.

IIpyMep IMCEeBIOCHYyYaMHOM IIOCNEeAOBaTENBHOCTHM, NOPOXAaeMOM
anropurMoM RANDU npm HavanbHOM BHadenmm V, = 1:

1

65539

393225

1769499

7077969

26542323

388843697
238606867

31 Kak ckasan JIxon pon HeiimaH, «BCAKHIM, KTO MUTAaET CI1ab0CTh K apUPMETHUECKHM METO-
JIaM TOJTYYEHHSI CIYUYalHBIX YHCEN, IPEIICH BHE BCIKUX COMHCHUI.

2 Cornacuo npunnuny Kepxroddcea, HanéKHOCTh KPUNTOrpadUUecKoil CHCTEMBI TOJIKHA
OIIPEEIATHCS COKPBITHEM CEKPETHBIX KIFOUCH, HO HE COKPBITHEM HCIIOIB3YEMBIX allOpPHT-
MOB MJIU MX OCOOCHHOCTEH.
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79531577
477211307
1 (noBTop mnst s;memenTa N 536 870 913).

B o0mem ciydyae TUHEHHBIH KOHTPYIHTHBIM T'€HEpaTOp ICEBIOCITYYaii-
HBIX YHUCEJ 33/1a€TCsl BBIPAKECHUEM

X,,, = (@ X, +b)mod m, 2.7

rae a, b ¥ m — HeKoTopbie KO (HUITUEHTHI.

K coxanenuro, TUHEHHbIE KOHTPYIHTHBIC TEHEPATOPHI HEJIb3sI UCIIONb-
30BaTh B KpunTorpaduu, Tak Kak OHU IpeacKazyeMbl. BriepBbie NHHEH-
HBIe KOHT'PYPHTHBIE TeHEpaTopsl ObLTH B3moMaHbl J[kumom Puacom (Jim
Reeds), a 3atem [»xoan bosip (Joan Boyar). Eif ymamock Takke BCKpPBITh
KBaJIpaTHUYHBIC TEHEPATOPBI

X, =@X?+bX +c)modm (2.8)
U KyOWuecKue reHepaTopsl
X, =@X’+bX*+cX +d)modm. (2.9

Kpunrorpadpuueckn croiikum rexHepatopom IICY sBiseTcst anroputm
bmom — bmtom — Ily6a (anra. Algorithm Blum — Blum — Shub, BBS),
npennoxeHusld B 1986 rony Jlenop bmtom, Manysnem biromom u Maii-
kyiom IIyGom.

Pucynox 2.20 — [[ocoan boap, Manysnv u Jlenop baom

Pexyppentrast popmyna BBS BeITsguT cieayrommm oopa3om:
X,,, = X;? mod m, (2.10)

I7ie m = peq — SABJISACTCS MPONU3BEICHNEM JIBYX OOJBIINX MPOCTHIX P U (,
CpPaBHHUMBIX C 3 TI0O MOJYIIIO 4.
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Ha xaxaom miare ajropuTMa BBIXOJHBIE JAHHBIE MONYYarOTCs u3 X,
myTEM B3ATHS MO0 MAPUTETHOTO OMTa, TUOO OJHOTO WIIH OoJiee MIIAIIINX
our X..

Hpr/mep C MCHOOJIBBOBAaHMEM [IOBYX MAaJIBIX IIPOCTHIX dWMCeJI.

P=7 (T mod 4 = 3) m g =19 (19 mod 4 = 3).
m =7 * 19 = 133.
X, = 53.
X YeTHBIN
Ne . Mnamummn 2 Maapmumx
napuTeTHSII
n/n | Dec-kxox | Bin—-kon 6uT 6uTa
6uT
0 53 110101 0 1 01
1 16 10000 1 0 00
2 123 | 1111011 0 1 11
3 100 | 1100100 1 0 00
4 25 11001 1 1 01
T'aMMa 01011.. 10101.. 0100110001...

Pucynox 2.21 — Ilpumep eenepayuu cammor no aneopummy BBS

Ocobennocteio anropurma BBS sBisercs To, uto ais monydenns X
HEOO0sI3aTEIFHO BBIYUCISTH BCE N—1 MPENBIAYIINX YHCEN, CCIU U3BECTHO
HAYaJbHOE COCTOSHUE TeHepaTopa X, W YUCla P U (, TO N—HOE 3HAYCHUE
MOJKET OBITh BBIYUCIICHO «HAMPIMYIO» 10 (hopMmyuie:

X, = X7 ™ mod m. (2.11)

Takoke U1 TeHepalMW TaMM HAIOUIH IPUMEHEHHWE, TaK Ha3bIBAaeMBIC,
M-nocinenoBaTenbHOCTH. M-MOCIEAOBATEIPHOCTh WM  MOCIESIOBATEIb-
HOCTh MakcuMalnbHOW junHbl (Maximum length sequence, MLS) — mces-
JoCITy4aifHas JBOMYHAS IIOCIEIOBATEIBHOCTh, MOPOXKICHHAS PErHCTPOM
CIIBUTA C JIMHEHHOW 00paTHOU CBS3BI0 U UMEIOMIasi MAKCHMATBHBIN TIEPHOI.

Hcnonk3oBanue M-mocineoBaTeIbHOCTEH KaK MCEBIOCTYYaiHBIX THCET
00YyCJIOBJICHO, IIPEXJIe BCEro, TeM, 4YTO M-II0CIe0BaTeIbHOCTH HMEIOT
OYCHb XOpOIlTue Nepruoandeckue koppenupyromue pyaknuu (I1KD) u rene-
PHUPYIOTCS ¢ TIOMOIIBIO MPOCTONW CXEMBI: M — Pa3psiAHOTO PETUCTPa, OXBa-
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YEHHOTO 00paTHOW CBS3BIO Yepe3 cymMMmaTop mo Momayiro 2. [Ipuduem nnmnHa
MOCIIEIOBATCIFHOCTH, OIpeAesieMas Kak

N=2m — 1, (2.12)

NIPaKTUYECKU HE OrpaHMY€Ha: U3BECTHBI M-IOCIENOBATEIBHOCTU JJIMHON
o (23 — 1) = 17 179 869 183. 13 Bcex ABOMYHBIX IOCIIEI0BATEIBHOCTEN
M-nocie-1oBaTenbHOCTH HanboJiee MOTHO U3YUEHBI.
M-—nociie1oBaTeIbHOCTH  HA3bIBAIOT TAaKXXE IOCJIEI0BATEIBHOCTIIMU
CABUTOBOTO PETHCTPA, JIMHEHHBIMU PEKYPPEHTHBIMH TOCIIEAO0BATEIBHO-
CTSIMH.
Takum 00pa3oM, MOXKHO C/AeTaTh BBIBOJ: JJIsl F€HEpallUd raMmma-mocie-
JIOBAaTEJIbHOCTEH CTAHOBHUTCA TOHSATHO, YTO HCIIOJIB30BaHUE OOBIKHOBEH-
HBIX reaeparopos IICY me obecneunBacT HEOOXOIUMON KPUITOCTOWKOCTH.
Heob6xomnMo WCIIONB30BaHME CIICIHATN3UPOBAHHBIX, TaK Ha3bIBAEMBIX,
kpunrtorpaduyecku croiikux reneparopoB IICY. Tpebyemoe «kauecTBO»
CIIy4allHOCTH TE€HEPUPYEMOIo KPHUITOrpapuuecku CTOMKOro TeHepaTopa
I1CY mensiercs OT 3a7a4M K 3aaue™.
B unearne, reHepamus Ciry4aifHBIX 9UCEN B KPUOTOTPahUISCKH CTOUKOM
rerepatope [ICY ucnonb3yeT BHICOKOHAIEKHBIM HCTOYHUK SHTPOIHUU.
TpeOoBaHus K OOBIYHOMY T'€HEPATOPY MCEBIOCTYYaHBIX YHCEI BBITION-
HAIOTCS W KpHITOTrpaduuecku cToiikuM reneparopam IICY, xors obpat-
HOe HeBepHO. TpeOoBaHUS K KPHITOTPAPHUSCKH CTOMKUM TIeHepaTropam
[ICY moxHO pa3aenuTh Ha JBE TPyl BO—IIEPBbIX, OHU JOJIKHBI IPOXO0-
JIUTh CTAaTUCTUYECKHE TECTHl HA CIIYYaWHOCTbH; & BO—BTOPBIX, OHH JIOJIKHBI
COXpaHATh HEIMPEACKA3yeMOCTh, JIa’K€ €CIIM YaCTh UX UCXOJHOTO WJIM TEKY-
LIEro COCTOSIHUSA CTAHOBUTCS M3BECTHA KPUITOAHAIUTUKY — CKOMIIPOEHTHU-
poBaHO. A UMEHHO:
— Kpunrorpapuyecku croiikuii reneparop IICYU momxeH yaoBIeTBO-
PSITh «TECTY Ha CICAYIOUINHA 0T,

— kpunrorpapuyecku croiikuii reHepatop [ICU momkeH ocTaBaThCs
HaJIEKHBIM JJaXKe B CIIydae, KOIJla 4acTh UJIM BCE €r0 COCTOSHMS CTa-
JIU U3BECTHBI (MIM OBUIM KOPPEKTHO BBIYUCICHBI). DTO 3HAUUT, UTO

3 Hampumep, reHepanusi OJHOTO CIyYaiHOTO 4YHCIa B HEKOTOPBIX MPOTOKOIAaX Tpebyer
TOJIBKO YHUKaJbHOCTH, TOTJIa KaK IeHepalusi MacTep-KJo4a MM OJHOPa30BOro MHPpO-
6s10KkHOTa TPeOyeT BHICOKOH SHTPOIHUH.

3 CMBICI TecTa B CIEAYIONIEM: HE JOJDKHO CYIIECTBOBATH IOJIMHOMHAIBHOTO aJIrOPHTMA,
KOTOpBIH, 3Hast HepBble k OUTOB Ciy4allHOH MHOCIIEOBAaTEIbHOCTH, CMOXET IpelcKa3aTh
(k+1)-b1it OuT ¢ BeposaTHOCTHIO Oonee 50%. Duapro Slo mokasan B 1982 roxy, 4To reneparop,
IPOLIEIINH «TeCT Ha CIeAYIOIHUH OuT», MPOHAET U M00bIe IPYrHe CTATUCTUYECKHE TeCThI
Ha CJIy4aiiHOCTb, BBITIOJIHUMBIE 32 ITOJIMHOMHUATIBHOE BpPEMs.
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HE JOJDKHO OBITH BO3MOXKHOCTH TIONYYHTH CIYYalHYIO MOCIIEHOBa-
TEJIBHOCTh, CO3JaHHYIO TEHEPAaTOPOM, MPEIIICCTBYIOUIYIO MOTyue-
HUIO 9TOT0 3HAHUS KPUIITOAHATUTHKOM. Kpome Toro, eciu BO BpeMs
pabOTHI KCHONTB3YETCsl IOMOTHUTEIbHASI SHTPOIHSI, TOIBITKA UCTIOb-
30BaTh 3HAHHWEC O BXOJHBIX NAHHBIX JIOMKHA OBITH BBIYHUCIUTEIHLHO
HEBO3MOXKHA.

B macrosmee BpeMs IMOTyYHMBIINMH PAaCHpOCTPAaHCHHE CICTYIONINE

Kpunrorpaduuecku croiikue reaeparopsl [ICY:

— anroputm Sppoy (Yarrow algorithm);

— anroputMm Fortuna, KOTOpBIH SBISETCS HACICIHUKOM alTOPUTMA
Appoy:;

— anroput™ biatoma-Mukanu (Blum-Micali algorithm);

— wmeton OuboHaUYH C 3amma3IbIBAaHUSIMU;

— Microsoft CryptoAPI;

— Java SecureRandom;

— BHUXPb MepceHHa;

— SAAC (Indirection, Shift, Accumulate, Add and Count) — pa3zpabotan
B 1996 rony PoGeprom Jk. J[PKEHKMHCOM MIIaAIINM, KaK pa3BUTHE
pa3paboTaHHBIX UM ke aaroput™MoB IA u IBAAY u T.1.

Hexortopeie u3 mepeuucnennbix reHepatopax [ICYU mist mOBBIMICHHS

SHTPONUU NMpuUMeHstoT xem-pyHknun (SHA-1 u MDS).

2.4 baouynbie mugpbI

BonpmuHCTBO COBPEMEHHBIX IMPOTPaMMHO—PEAN30BaHHBIX AJITOPHUT-
MOB CHMMETPHYHOTO IIU(PPOBAHHs ACIATCSI HA JBa Kiacca: ONOYHBIC U
MTOTOKOBBIE ITU(PHI.

bnounvuii wiugp — 370 pa3ZHOBUIHOCTH CUMMETPUIHOTO MIUdpa, OnepH-
pyIOIIEro rpynmnaMu OUT (UKCHPOBAHHOHM JJIMHBI — OJOKaMH, XapakTep-
HBII pa3Mep KOTOpBIX MeHseTcs B mpenenax 32-256 6ut. Eciu ucxonublit
TEKCT (WJIM €r0 OCTAaTOK) MEHBIIIEe pa3Mepa OJioKa, mepea muppoBaHUEM ero
JIONONHSIOT. DakTHUecKu, ONOUHBIA (P MpeAcTaBiIseT coOoil moacTa-
HOBKY Ha ajdaBuTe OJOKOB, KOTOpas, KaK CJICACTBHE, MOXKET OBITh MOHO-

3 Panee paccMOTpeHHBIN anroputM BBS oGnamaeT cyniecTBEeHHBIM HEAOCTATKOM — OH OYEHb
«MEJICHHBIN.

3¢ Anroputm SIppoy ucnons3syercst B FreeBSD, OpenBSD u Mac OS X.

37 9T0T reHepaTop OTHOCAT K paspsdy KPUIITOCTOMKKX I€HEPATOPOB MCEBIOCTYYaNHBIX YH-
cell, XOTS TOJTHOE U CTPOroe JI0Ka3aTeIbCTBO MPOBEICHO HE OBLIO.

226



Wiy monualidaBUTHOW. BIIOUHBIN MHU(p SIBIASETCS BaXKHOM KOMIIOHEHTOMN
MHOTHX KPHIITOTPA(pUUSCKUX MPOTOKOIOB U IIMPOKO HCIOIB3YETCS IS
3aIUTHI JAHHBIX, TIEPEJaBAEMBbIX 110 CETH.

B otnmmume ot omHOpa3zoBOro GJIOKHOTA, TIC AJTMHA KII0Ya paBHA JJIHHE
cooOmieHus, OJNOYHBIN IMHUPpP cHocoOeH 3amuppoBaTh OIHUM KIFOYOM
OJTHO WJIM HECKOJIbKO COOOMICHUI CyMMAapHOW JJIMHOW OOJbIle, YeM JTMHA
kirova. [lepemada mManoro mo cpaBHEHHUIO ¢ COOOIIEHNEM KITIOUA T10 3aIn(-
pOBaHHOMY KaHaJly — 3ajlaya 3Ha4MTelIbHO OoJjiee mpocTast U ObicTpast, 4yeM
nepeaaya caMoro COOOIMIEHHUSI WM KIIoYa TaKoH >ke JJIMHBI, Y4TO JENaeT
BO3MO)KHBIM €T0 TOBCETHEBHOE HCIONb30BaHMe. OqHAKO, IPH 3TOM HIH(pP
nepectaeT ObITh HEB3JIAMBIBAEMbIM.

CoBpemeHHasi MOZIETb OJOUHBIX MHU(POB OCHOBAHA Ha MJIeE MUTEPATHUB-
HBIX OJIOYHBIX MH(POB, MPEIIOKEHHON B myonukamuu 1949 romga Kiona
[llennona. JlanHasi KOHLETILHS TO3BOJISAET JOCTUYD ONPEACIIEHHOTO YPOBHS
6e3onmacHOCTH KOMOMHHUPOBAHUEM MPOCTHIX B UCIIOJHCHUM ONEpannii moj-
CTAHOBKH U MEPECTAHOBKH.

IepebiM B 00macTu OnouHbX mudpos cran mudp «JTomudep»*, pas-
paborannbiii B 1970 rony xommanueid IBM B paMKkax MCCIIeIOBATEIbBCKOTO
MpoeKkTa W OCHOBaHHBIM Ha SP-cetn. B mpoekTe ydacTBOBanM cTaBIIne
no3nHee u3BecTHHIMU kpunrtorpadamu Xoper Deiicrens (Horst Feistel) u
Hon Konmepcmut (Don Coppersmith).

Pucynok 2.22 — Xopem Deticmens (1915-1990) u Jlon Konnepcmum (1950)

Crpykrypa anroputma Jlronudpep obpasna uions 1971 roma mpen-
cTaBisieT coboii SP-ceTh (MM MOJCTAHOBOYHO-NIEPECTAHOBOYHYIO CETh) —
«COHIBHY» M3 CIOEB NIByX THIIOB, HCIIOIB3YEMBIX IO oudepead. [lepBrrif

3 lepBast Bepcus anroputma ot 1971 roja ucrnonb3oBaa GJIOKH ¥ KJIIOYH JUTHHOMU 110 48 GuT
n ocHoBbIBaslach Ha SP-ceTsx. [locnenyromas Mogudukamus aaropurMa Obljia 3anaTeHTOBa-
Ha B HostOpe 1971 roxa (U.S. Patent 3 796 830). B stom mudpe ncnonszoBanucs 64-paspsa-
Hble Kitouu u 32-OutHeie O6moku. [locnenusis, TpeThs, Bepcus mpeanoxkennas B 1973 roay
onepupoBaa ¢ 128-0uTHEIME OJIOKAaMH M KJITFOYaMHU.
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THI ciost — P-05ok paspsigHocTr 128 OUT, 32 HUM HIET BTOPOH CIIOH, mpe-
CTABIISIIOIIUN COOO0H 32 MOmysl, KaKIbIH U3 KOTOPBIX COCTOHT HX JABYX
4-OuTHBIX S-0JIOKOB, YbHM COOTBETCTBYIOIINE BXOABI 3aKOPOUYEHBI U HA HUX
mogaéTcsl OTHO W TO K€ 3HaYCHHE C BBIXOMA Mpeapaymero cios. Ho camu
OJIOKHM MOJCTAaHOBOK Pa3au4Hbl (OTJIMYaloTCA TadnuiamMu 3aMeH). Ha Beixoq
MOJTYJIsI TTOJJAIOTCS 3HAYEHHUS TOJBKO C OJHOT'O M3 S-OJIOKOB, KaKOTO KOH-
KPETHO — OIPEICIISIETCS] OMHUM M3 OMTOB B KJIIOYE, HOMEP KOTOPOTO COOT-
BETCTBOBAJI HOMEPY S-0JI0Ka B CTPYKTYDE.

VYhpowmgénHas cxema ajaropuTMa MEHbIIEH pa3psIHOCTU U HEMOIHBIM
YUCJIOM payHJIOB TpHBeleHa Ha pucyHke 2.24. B neii mcmonbp3yetcs 16
MoayJei BeiOopa S-0mokxoB (Bcero 32 S-Onoka), TakuMm oOpa3oM, Takas
CXeMa MCTONb3YyeT 16-OMTHBIH KiTtod.

Ha pucynke 2.25 moka3aHO Kak MEHSECTCS NIH(PPOTEKCT B MPUBEIEH-
HOM aJTOPUTME IIPU U3MEHEHUU BCEro OJHOro OuTa. [l IpOCTOTHI B3ATHI
TAOIUIEI 3aMEH S-0JI0KOB TaKMMHM, YTO €CIM Ha BXOX S-0JI0Ka IMOZArOTCS
BCE HYJIH, TO U Ha BEIXOAE OyAyT BCe HyNH. B peanpHBIX cHUcTeMax Takue
TaOJIULIBI 3aMEH HE UCIOJB3YIOTCS, TaK KaK OHM CHJIBHO YNPOILAIOT paboTy
KpUIITOAHAJINUTHUKA, HO B IPUMEPE OHU HATTISITHO UIIJTIOCTPUPYIOT CUJIIbHYIO
MEKCHMBOJIBHYIO B3aHMOCBSI3b IPU M3MEHEHHH OJHOTO OWTa MU(PPYEeMOTo
cooOrieHusl.

Ha pucynke 2.24 BuaHo, uTo Onaromaps nepsomy P-070Ky equHCTBEH-
Hasi COUHUIA CIBUTACTCS B IICHTP OJIOKA, 3aTeM CIEAYIONIMHA HEITHHEH-
HBIH S-050K «pa3MHOXKaeT» €€, U yxKe JIBe SAUHUIBI 32 CUET CIEAYIOLIETO
P-010Ka M3MEHSIOT CBOE MOIOKEHHE U T.I.

Bxop 0. = Bbixon 0 33 Sy Sy Sy S,/ I
Bxon 1 oo 4 >Bbixon 1 1 = S, S, S, Si—=3 ;
Bxon 2, L>Bbxon2 a —3 S, Sy S S/ 13 p
Bxop 3_{g L> Bbixog 3 g =3 p I8 b 178 p /8] b LSS o
B = S Sy Sy S/ 13 T
L e :” S, S S, 81:.: le(
“—1 S-6nok 3 s S, S, S/ =3 ¢
— — S, S, S, S = 1
Knioy
Pucyrnox 2.23 — Mooynw, evibuparouuii Pucynox 2.24 — Ynpowénnas cxema
UCNONbL3YeMYI0 madnuyy NOOCMaHo8oK S- u P-cnoés 6 aneopumme «Jloyudepy
no 6umogoMy Kuouy (utonw 1971)

B koHIle ycTpolicTBa MU(ppOBaHUS Oiarogaps CUILHOH MEKCHUMBOJIb-
HOU CBSI3M BBIXOJHBIC OWTHI CTAJIM CIOKHOW (PYHKIHEH OT BXOAHBIX H OT
HCIOJIB3YeMOTo Kitoua. B cpenHeM, Ha BbIXO/E MOJIOBHHA OUT OyleT paBHa
«0» u monoBuHa — «I».
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Pucynok 2.25 — Cxema eenepayuu u
PACnPOCMPaHeHst eOuHUY,

Wnes mudpa «JIromudep» 3akiirouanach B UCIOIb30BAHUN KOMOWHAIIAN
MPOCTBIX, &, CIEJOBATEIbHO, U OBICTPO BBIYMCISAEMBIX KaK amnmnapaTHO, TaK
U mporpamMmHo onepauuid. OfIHaKo, alrOpUTM MOTYUYUIICA HEYyNauHbIM: OBLIT
CJIMIIIKOM TPOMO3JIKUM, YTO MPUBEJIO K HU3KOH CKOPOCTH MHUPPOBAHUS KaK
¥ B MMPOTrpaMMHOM peasin3anuu (0kojio 8 kOalT/c), Tak U B ammapaTHOu (97
KOanT/C).

B nauane 70-x TOAOB cTalu MOSBIATHCA ONMACEHUs, CBA3aHHBIE CO CTOM-
KOCTBIO JIAHHOTO anropuTMma. TeM He MeHee, MPUHIHUIIBI, BhIPAOOTaHHBIC
npu noctpoenun «Jlromudepa», (SP-cetp u cerh Deiicrens, Ha3BaHHAs
TaK B YECTh OJHOTO M3 Pa3pabOTYUKOB), JIETJIH B OCHOBY KOHCTPYHUPOBAHUS
0J10YHBIX MHU(POB.

B 1973 rogy HanuoHaibHBII MHCTUTYT CTaHAAPTOB M TEXHOJIOTUH
(NIST) oOBsiBHJI KOHKYpC C Leibio pa3paboTaTh CTaHAApT HIUQpPOBa-
HUsI TaHHBIX, moOeauTeseM koToporo B 1974 rony cran mugpp DES (Data
Encryption Standard), sBisitommiica, gaxTuyecku, ynydlIeHHOW Bepcuei
«JTrorudep»®.

Pasmep Onoka s DES paBen 64 O6utam. B ocHOBe ajroputMa JeKUT
ceth Deiicrens ¢ 16 nukiiamMu (payHIaMu) U KJIOYOM, IMEIOIIUM JJTUHY 56
OHT. 8 OUT HCIIOIB30BAIIUCH JIST (DOPMUPOBAHUS UMHTOBCTABOK.

Cxema mugposanus anropurma DES ykazana Ha pucynke 2.26.

Hcxonublil TekeT pa3out Ha 6510KH 10 64 OUT.

[Iporiecc mudppoBaHUsT COCTOMT W3 HAYAIBHOM IEepecTaHOBKH, 16
LUKJIOB IHU(PPOBAHUS 1 KOHEYHOH MEPECTaHOBKU.

¥ My6aukamus mudpa DES B 1977 rony Obuia 0CHOBOIOJIATAONIEH B OOIIECTBEHHOM I10-
HHUMaHHUU COBPEMEHHOH Mozieinu OiouHoro mrudpa.
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UcxoaHbli HavanbHas
6nok nepecraHoska

i
) Q.?:;g R //ﬁ

Uukn Kntoun
———— wudposaus

¢
27

KoHeunas 3awunpoBaHHbIR
nepecraHoBka 6nok

Pucynox 2.26 — Cxema wiugposanus areopumma DES

B HayanbpHON mepecTaHOBKe MCXOMHBIA TekcT T (0s0k mo 64 6uT) mpe-
o0pa3yeTcsl ¢ MOMOIIbIO MEPECTAHOBKH, KOTOpasl OMpeAeiseTcs Tadnuuei
2.5.

Tabnuma 2.5 — Haganenas nepectanoBka ainroputma DES ID

58 15042342618 | 10| 2 [ 60 |52 |44 |36 28|20 12
62 | 54 |46 | 38 |30 | 22| 14 64 | 56 | 48 | 40 | 32 | 24 | 16
57149 |41 |33 12517 | 9 59|51 (43 (352719 11
61 | 53 | 45|37 (1291|2113 63 | 55|47 |39 |31 23|15

W | = | N
N | W [0 |

CornacHo Tabauie 2.5 HavaJbHOW TMEpPECTAHOBKM TMepBbie 3 OuTa
pe3ynbpTUpYIOIIero OJoKa TMoclie Ha4YaldbHOM MEepecTaHOBKH SBISIOTCA
outamu 58, 50, 42 610Ka HCXOIMHOTO TEKCTA, a €ro, HalpuMep, 3 TOCIIeTHUE
ouTa sBisIoTCsS Outamu 23, 15, 7 BXogHOIO 0JI0KA.

[onyuennslil mocnae HayanbHOW MEPECTAHOBKU 64-OMTOBBIN ONOK TEK-
CTa y4acTByeT B 16 mukiax npeodpasopanus deiictens.

230



st 3TOTO B IMKIJIaX NPeoOpa3oBaHMs MPOUCXOAUT M3HAYAIBHO Pa30u-
€HHEe BXOJHOro OJIOKa Ha JBE YacThu L0 " RO, rae LO u R0 — COOTBETCTBEHHO
32 crapuux OutoB u 32 muagmux 6utos 6noka tekcra unu ID(T ) = LR,
Pesynbrar i—oit utepanuu mukia Ti onpenensercs Kakx:

Li - Ri—l’
R =L Of(R

rae — ¢pynknus deicrens, KoTopas B 3TUX HUKJIAX UTPaeT poib MHDPO-
BaHUAL.

Aprymentamn ¢ynkuuun f(R, , k) sBustorcs 32-Outoebiii BekTop R, |
1 48-OuTOBBIH K04 K., KOTOPBIH SABJISETCS PE3yJIbTATOM IPE0OPa3oBaHuU
56-0uTOBOrO UCXOAHOTO Kitoua mugpa K.

s Boraucnenus pyuxuun f(R, |, k,) mocnenosarenbHo UCIONB3YOTCS:

1. ¢ynkuuns pacumpenus E;

2. omepanus CJI0OXKeHHA 110 Moayo 2 ¢ kiarodom E(R, )@ k;

3. npeobpasoBanue S, cocrosiuiee u3 8 mpeodpasosanuii S-00k0B S,

S,,S,, ..., S

4. mepecraHoBka P.

®yunkuus E pacmupser 32-0utosbiii BeKTOp R, | 10 48-0uTOBOrO BEK-
topa E(R, ) myTém nyOmupoBaHHs HEKOTOPBIX OMTOB M3 R. ; mopsmok
ouros Bektopa E(R. ) ykasan B tabnuue 2.6.

(2.13)
k).

i-12

Tabnuma 2.6 — @ynknus pacmupenus E

3211 2 13 (415
S516 71|89
8 |1 9 |10 11| 12|13
12 13|14 |15]16| 17
16 | 17 | 18 | 19 | 20 | 21
20| 21 |22 23|24 |25
24 | 2526 |27 | 28|29
28 12930 |31 |32]1

ITo Ttabnune 2.6 BumHo, uto oOutel 1, 4, 5, 8, 9, 12, 13, 16, 17, 20, 21,
24, 25, 28, 29, 32 ny6nupytotcs. [lonydeHHBINH MOCe MepecTaHOBKU OJIOK
E(R, ) cknanbiBaeTcs o MOMYJIIO 2 ¢ Kiro9aMu K, ¥ 3aTeM MPeCTaBIsAETCs
B BUJIC BOCEMH IOCJIEI0BaTENbHbIX 010K0B B, B, B,, ..., B,.
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Tabanua 2.7 — Ilpeobpasosanus S, i = 1...8

% % A & 7 A 2 &
Cle|o|o|2]|2|n|[2]|a|e|—~|= Q]2 ||| S| |z~ ||| =
Slo|n|vjelv|Da|Tall|T|a|lt ||| a|T|e|o|n|wv|n|Z|e|o|wa|n|Dla|n v
Ala|n|Slo|o|an|vn|tZ|2|vn|d|2|la|c]|o|la|an|s D222 v|alo| T an|n
Al 2| ola|o|z(d|vn|Z|Z]—=|v |2 oSS —~|C|lvn|alc|T|n|c|Lon
1 1 B N il TR L] ST P P STt F P P S T R RS ] S e e
Sle|afjon|a|— ¥ |Dwv|a[T|o|a|a|v|la|lDlo]|n|@ | —=|a|v|o|lo]|n|v|2]|a
oSl |||l —~|2]a|| = |t |v|o|al2|2—|o|X|8|en|2]|v|a|n|o|Y
wl| 2|2 |v]|a|D|vn| D= |a|Z| =]t |2|an|e|n|2|o|lo|o| DTS2 |2
|| = Tt | T ||| ||| Lo —|w|Lle|n|n| S22 ||| = || 2
ol |a| =[]l x]|2|o|n|x|a|lo| |22~ |alo|an|Y|L2]e|—~ |~ |2~ X oo
wlllalola|lZ|a|t |2t |22 =22 T a|D]e|vn]|o|a|on| 20| DS
|||l |e|n|o|clo|e|P S|t S|~~~
=S| = —]To|a|c|an|lv|c|o[— D= |2 av|D]| || Do t|we| —|~
2U7M8847M904BMH90421HW4BZZHHBSB4M
—| 2 =g =2 [L|o|o| 0|22 ||| || a|o[—|2|T|an|=|o| | =2 =~
ol T[22 |2 =~ |2 S]]+ Z[D S| |2 = ||| =]

o|l—=|a|on|o|—~|a|an|lo|—~|a|la|lo|—~|a|an]|lo|~|a|la|lo|—~|a|n]|lo|—~|a|on|lo|—~|a|on

(2.14)

ER @k,

LB, =

B, B, B, ..
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Kax et Bj SIBJIIETCSL 6-OMTOBBIM OJIOKOM. Jlanee Kakablii U3 OJIOKOB BJ.
TpaHchopMupyeTcs B 4-0MTOBBII 0510k B’ ¢ momoIsio npeodpa3zoBanuii S.
[IpeobpazoBanus Sj onpeaensoTcs Tadbnuueit 2.7.

[pexnonoxum, yro B, = 101111, u mbl xotum Haiitu B,’. TlepBoiii u
TIOCIIETHUM Pa3psiIbl B3 SIBISIOTCS ABOMYHOM 3amuCchio ynciia a, 0<=a<=3,
cpenHue 4 paspsiaa IpeAcTaBiIsoT dyucio b, 0<=b<=15. CTpoku TaOIUIbI
S, nymepytorcs ot 0 o 3, cronbusl Tabaunpl S, HymepytoTes oT 0 1o 15.
ITapa gucen (a, b) onpenenser 4ucao, HAXOAAIICECS B IEPECEUCHUN CTPOKU
a ¥ cTonbua b. JlBoMIHOE MpecTaBIeHHe 3TOro Yucia aaet B.’. B namem
ciayuae a = 11,= 3, b= 0111,= 7, a uucno, onpenensemoe napoi (3,7), paBHo
7. Ero neonunoe npencrasienue B,” = 0111,

3nayenne Qyukuuu f(R, , k) (32 6ut) momyvaercs nepectaHoBKod P,
npuMenseMoi k 32-6mtoBOoMy Onoky B,, B,, B,, ..., B,. IlepecranoBka P
3aada Tadaunein 2.8.

Ta6numa 2.8 — [lepecranoBka P

167 120(21 2912|2817
1 | 15]123]126| 5 |18 |31 10
2 | 8124|114 (32|2713 19
19113130 6 |22|11] 4 |25

[Ipeobpa3zoBanue P nmpeTcTaBieHo hopmyoi

f(R,, k)=P(B’ B, B}, ..., B,) 2.15)

i-12
CornacHo Tabnuie 2.8, mepBble YeThIpe OMTa PE3yIBTHPYIOIIETO BEK-
Topa nocine aekcteus Gynkuuu f —sro Guter 16, 7, 20, 21 sBexktopa B, B,’,
B/, ..., By
Kimroun k, anropurma DES nonywarorcs us nagansnoro kiaroda K pmun-
HOW 56 OUT cleayronuM 00pa3om:
— po0apisroTcs OuThl B mo3unmu 8, 16, 24, 32, 40, 48, 56, 64 xiroya
K takum 00pa3oM, uTOOBI KaXKIbIH OalT comepskaa HEUCTHOE YUCIIO
SAMHUIL. DTO UCIOJIB3YeTCs JUIsl OOHAPYKEHUsT ONTHOOK TIpu 0OMeHe
1 XpaHCHUH KJTFOUeH.
— JIeNaroTIEePECTAHOBKY JUISI pACIIUPEHHOTO KITt04a (KpOMe T0O0aBIIEMbBIX
ouTtoB 8, 16,24, 32, 40, 48, 56, 64). Takas nepecTaHOBKa OMpeJeJICHa B
Tabnuue 2.9.
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Tabnuma 2.9 — [NepBast nepecTaHOBKA JUIsl TEHEPAIIMU KITFOYa

57 |49 | 41 |33 | 25|17 | 9 1 | 58 | 50 | 42| 34 | 26 | 18

10 2 |59 |51 (433527 19|11 | 3 |60|52]| 44| 36 K
63 | 55 | 47 | 39 |31 [ 23 | 15| 7 | 62 | 54 | 46 | 38 | 30 | 22 D
14| 6 | 61 | 53 |45 |37 (29|21 | 13| 5 |28 20| 12| 4 0

Ora nepectaHoBka onpenensercs asyms Onokamu C, u D no 32 Our
kax b1l [lepebie 3 6uta C ectb OutThl 57, 49, 41 pacuIMpeHHOro Kioya. A
nepeble Tpu Outa D ecth 6uth 63, 55, 47 pacmmpennoro kmoda. C,D, nis
i=12,3... nonyyarorcs u3 C_,D. on1HUM MM JByMs JI€BBIMH LIUKJIHYE-
CKMMH CIIBUTAMHU COTJIACHO Tabmuie 6.

Tabmuua 2.10 — Yucno caupra C,_|,D, | s i—o# nrepanun

TCHCpaln KJIK4a IHPI(i)pOBaHI/ISI

Wrepammsi| 1 [ 2 |3 |4 |5 |67 8|9 ]10|11]|12|13|14|15]16

‘Tucno {12222 221 ]22|2]2]2]2]1
CIABHUTA

Kurou k,, 1 = 1,...16 cocrout u3 48 6ut, BbIOpaHHBIX U3 OUTOB BEKTOpA
C.D,, comepxamero 64 6ut, cornacno tabnuue 2.11. Tlepsbiii u BTOPOW
outsl k. ects 6uthl 14, 17 BexTopa C,D..

Tabnuua 2.11 — Tabnuua BEIOOPKH Kiro4a k.

14|17 |11 [ 24 | 1 5 32815 6 (21|10 |23 (19|12 ] 4
26| 8 [ 16 | 7 |27 |20 | 13| 2 |41 |52 | 31 |37 |47 |55 |30 40
51 | 45|33 |48 44 |49 | 39 | 56|34 |53 |46 | 42 | 50 | 36 | 29 | 32

Koneunas mepecranoBka npu mudpoBanun Tekcra T, momydusruas
Haspanue 1D, neifcteyer Ha T, 1 ABnseTcs 0OpaTHOM K MepBOHAYAIBLHOMU
nepecranoBke ID. Koneunas nepectaHoBka onpezaensercs tadnumen 2.12.

Tabmuna 2.12 — O6parHast mepecranoBka [D™!

40 | 8 |48 | 16 | 56 |24 | 64 |32 (39| 7 |47 | 15| 55|23 |63 | 31
381 6 |46 | 14 [ 54 |22 162 |30 |37 | 5 |45 |13 |53 |21 |61 |29
36 | 4 |44 |12 (522060 |28 35| 3 (43|11 |51 19|59 |27
34| 2 [ 421050 (18|58 [26 (33| 1 (41| 9 |49 |17 |57 |25
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[Monpobnas cxema mudppoBanus anroputmMa DES mnpusenena Ha

Brox (64 6ure) _[¢——{Hcxommt rexcr]

l Havamnaa nepecranosxa IP J
¥
| '
Rg (32 bur)

Lo(32 6ur) |T|

A r—f—\
”‘?._z*
Ri= Lo @f(&,kl)

L1=Rg

pucysnke 2.27.

Lis=Ris Rig= Lis @(Rls,klﬁ)

I v

[ Konewstan mepecraroska [P J

| BbIX0A bnok B46ur |¢__4 wudp.TeKeT I

Pucynok 2.27 — [loopobnas cxema wugposanus ancopumma DES

Ipu pacmmmppoBaHnU TaHHBIX BCE ICHCTBUS BBITIOIHAIOTCS B 00paTHOM
nopsiake. B 16 nukmnax pacurndpoBanus HCHOIb3yeTcss oOpaTHOE Mpeoldpa-

30BaHue ceTbio DelicTens.
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R =L, (2.16)
L =R, ®fL, k).

Cxema pacmuppoBaHHUs yKa3aHa Ha pUCyHke 2.28.

| Wusp. Texer (Bnox 646un |

| HauamsHaa nepecraHorka IP ‘

17
' v

L16(32 6u1) Ry (32 bum)

Lis=Ris @f(l-w,km) Ris= Lis

Lis=Rys @f(hs,kls) Ro= Lis
[ |
I |
Li=Rs D ftakd Ri= Ly

Lo~y (D Lk Re=Li

l

| KOHEWHaA NepecTaHoBKa I

!

lucxo,nnuﬁ TekcT(64 6ut) ‘

Pucynox 2.28 — Cxema pacwugposanus ancopumma DES
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Kirou K, i = 16,...,1, dyukmus f, nepectaroska IP u ID™!' Takue ke, kak
1
U B mporiecce muppoBaHusl.
Ecnu B peanusanuu paHee CreHEpUPOBAHHBIC KIIOYH HE COXPAHSIIKCH,

nyxHble Ham kimroun (C,D, 1 = 1,2,3...) mony4arorcs us C,_,D,

_, IpaBbIMU

MUKJIAYECKUMU CABUIAaMU COIVIacHO Tadiwuue 2.13.

Tabmuna 2.13 — Yucio casura Ci—]’Di—l
JUTS TeHepalluy KJIrouel pacmudpoBaHus

Urepauns i 1121345678910 11]12|13]|14]15]|16

Uucnocagura | O | 1 (2|2 |2 (22212 |2 |2 |2 |2]2]1

[ocne omoOpeHuss AMEpPUKAHCKUM HAIlMOHAIBbHBIM HHCTHTYTOM CTaH-
naptoB B 1981 ropay, aaropuTM 10Jiroe BpeMs MCIOJBb30BAJICS B TPaKIaH-
CKOM CeKTope M jake Boimen 3a npeaensl CIIA.

s DES 6b110 peKOMEH0BaHO HECKOJIBKO PEKUMOB HCIIOIb30BAHUS:

ECB (electronic code book) — pexxum «31eKTPOHHON KOJOBOW KHUTH
(17151 COBPEMEHHBIX OJIOYHBIX MH(POB MOTYUHJ Ha3BaHUE «IIPOCTas
3aMeHay). B aToM pexume Kaxblii 64 OUTHBIN OJ0K TekcTa mudpy-
©TCsl He3aBHCUMO APYT OT NIPYTa;

CBC (cipher block chaining) — pexum cuenseHust 6JIOKOB — OAUH U3
PEKUMOB MUPPOBAHUS AT CHMMETPUIHOTO OJI0YHOTO mudpa ¢ uc-
MOJTB30BAHNEM MeXaHU3Ma oOpaTHOW cBs3M. Kakapril OJIOK OTKpHI-
TOTO TeKCTa (KpoMe TIepBOTo) MOOUTOBO CKJIAJIBIBACTCS MO MOIYIIO 2
(omepanus XOR) ¢ nmpenpinymumM pe3yasraToM Mu(pPOBaHUS;

CFB (cipher feed back) — pexxum oOpaTHO# CBA3M MO MUPPOTEKCTY.
B sToM pexxnme s muQpoBaHUS CIEAYIOMEro OJ0Ka OTKPBITOIO
TEKCTa OH CKJIAJIBIBACTCS TI0 MOAYJIIO 2 ¢ mepemuppoBaHHbIM (0J104-
HBIM ITU(GPOM) Pe3yIbTATOM IU(PPOBAHUS IPEABIAYIIETO OJIOKa;
OFB (output feed back) — pexxum oOpatHoii cBsi3u 10 Beixoay. Oco-
OCHHOCTBIO TAHHOTO PEeKMMa SBIISETCS TO, YTO B KAYECTBE BXOAHBIX
JAHHBIX NI ajJropuTMa OJOYHOTO IMHU(POBAHUS HE HCIOIB3YETCS
camo coobmenue. BMecTo 3TOr0 GIOYHBIN MU UCTIOTB3YETCS IS
reHepaluy MCceBoCayualiHOro NoToka 6aiiToB, KOTOPBIH ¢ MOMOIIBIO
onepannn XOR ckmagsiBaeTcss ¢ OI0KaMM OTKpPHITOro Tekcra. I[lo-
no0OHas cxeMa MU(PPOBaHUS HA3bIBACTCS IIOTOKOBBIM IH(POM;
Counter Mode (CTR) — pexxum cuétunka. JJaHHBIH pexuM Mpenro-
JaraeT BO3BpaT Ha BXOJ COOTBETCTBYIOIIETO aJrOpHUTMa OJIOYHOTO
mU(POBAHUS 3HAYCHUS HEKOTOPOTO CUETUMKA, HAKOIJIEHHOTO C MO-
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MeHTa crapTta. Pexxum nemaetr u3 Omo4HOrO mmmdpa TakkKe MOTOKO-
BBIN.

HecmoTpst Ha mocrarouno mupokoe pacnpocTpaHenue anroputma DES
mudp UMeN CYIIEeCTBEHHBIH HEAOCTATOK — MaJleHBKYI0 JUIMHY KJIIOua,
MOPOAMBIIYI0 MHOXKECTBO CBSI3aHHBIX C MapajUICIBHBIM MEPeOOpOM aTak.
Huist DES cioskHOCTh TIepedopa COOTBETCTBYET 2°¢ MM MPUOIH3UTEIHHO
10" omepamusM, 4TO KJIacTEPOM U3 HECKOJIBKHUX NECATKOB MapajlieiIbHO
paboTtaromux 3BM mn OZHUM CYNIEPKOMIIBIOTEPOM MOKET OBITH «B3IIO-
MaHO» 3a JIOCTaTOYHO KOPOTKUil Cpok*’.

Takxe anroput™m DES «cTpamam» npoOiiemMold HamWdus claObIX |
YaCTUYHO CIa0bIX KITIOYEH.

OTCyTCTBUE IOCTOMHOW 3amuThl OT arak mudpa DES mopoxmmo MHO-
JKECTBO aJITOPUTMOB, SIBIISIFOIIMXCS Kak Ooiee ciokHoW Bepcueir DES
(2DES — OTKpbITHII TeKCT IH(pOBayCA MOCIENOBATENBHO MO ABYM pas-
JMWYHBIM KitoyaM (kirod 112 6ut), 3DES — oTKphITHIH TeKCT mmdpoBaics
MOCIIEIOBATENIbHO TIO TpeM pa3nuuHbIM KiatodaMm (1680uT), DESX, G-DES),
Tak u coBepuieHHO WHBIX cxeM (NewDES, FEAL, IDEA).

Anroputm DES Obu1 HanmonanbHbIM cTangaptom CIIA B 1977-1980
rofpl, HO B Hacrtosiee Bpemss DES wucnonb3yercs (C KIOYOM JUIMHBL 56
OWT) TONBKO ISl YCTAPEeBIIMX CHCTEM, Halle BCEro MCHONB3YIOT ero doimee
kpuntoycroiuussiid Bug (3DES, DESX)*.

Anroputm IDEA (Intrnational Data Encryption Algorithm), paspa6o-
TaHHBIH M 3alIaTEHTOBAHHBIN IIBEHIIApCKOW UpMOit Ascom, 3aayMbIBaICS
Kak 3aMeHa ctanmapra mudposanus DES u He cTan TakoBBIM MO MPHUYHHE
€T0 3aIaTeHTOBAaHHOCTH W HEOOXOAMMOCTH JUIICH3UPOBAHUS ST KOMMEp-
Yyeckux mnpuioxkeHuil. KoHeuHas pemakuus anropuTMma Oblia OMyOIHKO-
BaHa B 1992 rony.

4 B 1990 roxy anropurm DES ynanoce «B3iaomars» 3a 39 [qHEH C IOMOILIBIO OrPOMHOI
CEeTH, COCTOSIIEH U3 AECATKOB THICSY KOMIIBIOTEPOB.

OoOmectBennas opranusauus «EFF», 3anumatomasicas npobiemMamu HHPOPMAIHOH-

HOW 0e30MacHOCTH M JINYHOHM TaiHBI B ceTH Internet, mHuIMupoBana nccienosanue «DES
Challenge II» ¢ uensto BoisiBneHust npodimem DES. B pamkax mccieqoBaHus COTPYIHUKA
¢upmbl «RSA Laboratory» mocTpomsin cynepkoMIblOTep cTOMMOCTbIO 250 Thic. noit. B
1998 roxy cynepKOMIIBIOTEp BBIIOIHHI PACIIN(POBKY JaHHBIX, 3aKOAUPOBAHHBIX METOIOM
DES c¢ ucnonb3oBanuemM 56-0UTHOTO KJFO4a, MEeHee 4eM 3a Tpu aHs. CylmepKOMIIBIOTEp MO-
nyuns HazBaHue «EFF DES Crackery.
" Anropurm DES Bce ele MHPOKO NPUMEHSCTCS MU 3alUThl (pUHAHCOBOW HMH(OpMa-
uun: tak, moayib THALES (Racal) HSM RG7000 noiHOCTBIO MOAACPKHUBACT ONEPALAN
TripleDES muist smuccun u 06paboTku kpeauTHbeix kapt VISA, EuroPay u npounx. Kanamns-
uble mudpatopsr THALES (Racal) DataDryptor 2000 ucnions3ytot TripleDES s npospau-
Horo mudpoBanus motokos nHopmaruu. Takxe anroputm DES ncrnonb3yercs Bo MHOTHX
npyrux yerpoiicrax u pemenussx THALES-eSECURITY.
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Anroputm IDEA Ttakxe kak u DES omepupyer 64-0uTOBBIMH 0J10-
KaM# OTKpBITOro Tekcra. Anroputm IDEA oGnamaet psjaoM mpeuMyniecTB
nepen anroputvoM DES. OH 3HaumtensHO Oe3omacHee anroputma DES,
MOCKOJIbKY 128-0uToBbIN Kitou anroputma IDEA BnBoe Oousblie Kiroua
DES. BuyTtpennsis crpykrypa anroputma IDEA oOecneunBaeT JIydnnyro
YCTOWUMBOCTB K KpuntoaHaiusy. CyLecTBYIOIINE IPOrpaMMHBIE pealn3a-
MU IPUMEPHO BABOE OBICTpee peanuzanuii anroputma DES. Hemoctatkom
aJropuTMa SIBJISETCS €r0 OPUEHTUPOBAHHOCTh Ha 16-pa3psaaHyIO apXUTeK-
Typy, 4TO CHHXaeT 3(PPEKTUBHOCTH HCIOJIB30BaHHUS Ha 32 U 64 OUTHBIX
BBIYHMCIUTEIbHBIX CPEICTBAX.

Pucynox 2.29 — Jlaii Crooysa (Xuejia Lai) u /[cetine Maccu

(James Massey), paspabomuuxu ancopumma IDEA

B 1997 rony cran rogoMm Havana mporpammbl npaButensctBa CIIA mo
npuHsaTHio AES (Advanced Encryption Standard — Pacmupennsiii CraH-
napt [ludpo-Banus)*, pazpaboranusiii GenbruiiniaMmu Buncentom Paiime-
soM (V. Rijmen) u Hoanom [aitmenom (J. Daemen).

22 suBaps 1997 roga NIST (National Institute of Standards and Technology) o0bsiBHII
0 HaMEPEHUH BBIOpATh alroputM mudposanus 1t 3ameHsl DES u B centsope 1997 rona
OBLITN TIpeCTaBIICHbI O(QHUIHATIbHBIC TPeOOBaHUS K aaroputMam. B aTux TpeboBaHMsIX yKa-
3BIBAJIOCK, 4TO 11ebi0 NIST siBiisieTcs pa3paboTka HeKIacCHYUIIMPOBAHHOTO, XOPOIIO TPO-
aHAJIM3UPOBAHHOIO QJITOPUTMA MIH(QPOBAHUS, NOCTYIHOTO IS IIHPOKOTO IMPUMEHEHHS.
ANTOpUTM JIOJKEH ObITh CHMMETPHYHBIM, OJIOYHBIM, MOACPKUBATH JAIUHY O10Ka 128 Out
u pnuHy kiova 128, 192 u 256 6ut. B aBrycre 1998 roma NIST aHoHcHpoBas msiTHaaALATh
KaHauaaToB Ha anroput™ AES Ha nepsoii koH(pepenuuu no kanauaatam AES. Jlanuble aj-
TOPUTMBI OBUIM pa3paboTaHbl NPOMBINUICHHBIMH M aKaJeMHYECKMMHU KpyraMH JBeHaJla-
TH cTpaH Mupa. Bropas kondepennus no kanaunaram AES Oblna nposenena B mapte 1999
rojia ¢ LeNbI0 00CYXICHUS Pe3yJIbTaTOB aHaJlM3a MPEIJIOKeHHBIX aJIfOPUTMOB. B aBrycre
1999 rona Owinu npencrabieHsl BeiOpanHbie NIST nsare gunanucroB. Umu cranu MARS,
RC6™, Rijndael, Serpent u Twofish. 2 okTs6pst 2000 roga 6610 0OBSIBICHO, YTO MOOETH-
TejeM KOHKypca cran anroputM Rijndael, n Hayanace mpoueaypa ero craniaprusauuu. 28
¢despains 2001 roga ObLT OMTyOIUKOBAaH MPOEKT, a 26 HOst6pst 2001 rona AES ObuT puHST Kak
FIPS 197 (Federal Information Processing Standard).
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Anroputm AES wmHorma HaseiBator emie Rijndael, mo HaszBaHWIO anro-
puTMa Jermiero B ero ocHory. Ctporo rosops, AES u Rijndael — He coBcem
OJTHO U TO ke, Mockonbky AES umeeT ¢ukcupoBaHHBINH pa3mep Onoka B
128 out u pasmepsl kiatouedt B 128, 192 u 256 Out, B TO Bpems Kak JUIs
Rijndael moryT OBITH 3a7aHBI JIFOOBIE pa3Mepsl OJIOKAa U KIt0Ya, OT MHHH-
MyMa B 32 OUT 10 MakcuMyma B 256 OUT ¢ marom B 32 OuTa.

Pucynox 2.30 — Hoan Jaiinen u Buncenm Priiven

AJNTOPUTM TIPEACTABISCT KaXKIBIA OJOK KOAMPYEMBIX NAHHBIX B BHIC
JByMEPHOT0 MaccuBa 0aiT pazmepom 4x4, 4x6 unu 4x8 B 3aBUCUMOCTH OT
YCTAHOBJICHHOW JIIMHBI Onoka. Jlamee Ha COOTBETCTBYIOIIMX 3Tamax Ipe-
o0pa3oBaHUs MPOU3BOIATCS JIMOO HAJl HE3aBUCUMBIMU CTOJIONIAMH, JIHOO
HaJ HE3aBUCHMBIMH CTPOKaMH, JTUOO BOOOINE HAaJ OTICIBHBIMH OalTaMu
B Ta0IHIIE.

Bce mpeobpazoBanus B mugpe UMEIOT CTPOroe MareMaTHueckoe 000-
cHoBanme. Cama CTPYKTypa W IMOCIECIOBATCIBHOCTh ONEPALUii MO3BOJISIIOT
BBITIOJHATh JIAHHBIH alroOpuTM 3(PQPEKTHBHO KaK Ha 8-OMTHBIX TaK W Ha
32-6uTHBIX Tpoleccopax. B cTpykType anropurma 3ajiokeHa BO3MOKHOCTb
MapasieIbHOr0 UCTIOJIHEHHUS! HEKOTOPBIX ONEpalui, 4TO Ha MHOTOMpPOIEC-
COPHBIX pPabOYMX CTAHIUAX MOXKET eIle MOMHAThH CKOPOCTh MIM(POBAHUS B
4 pa3a.

B Tabaune 2.14 npuBeacHBl OCHOBHBIE 0003HAYCHHs (BYHKIIUHA W Mapa-
MeTpoB KpuTorpeoOpazoBanus AES.

Pasmep ximroua B anroputme AES paBen 128 Outam, nCXoas U3 3TOTO,
OOBIYHO KITIOU MPEACTABIISAIOT KaK MaTPHILY pazMepoM 4x4 Oaiira.

B Hauaine nponecca mu@poBaHus, BXOIHbIE JaHHBIE OTKPBITOTO TEKCTa
pazbuBaroTcs Ha OoKH pasMepoM 16 GaiT wim 128 6ut. Ecnu noxHbIii pas-
Mep IDaHHBIX He KpaTeH 16 OaliTaM — JaHHBIC JOMONHSIOTCSA IO pa3Mepa
KpaTHOro 16 Gaiitam. biok manHbeix B anroputMme AES HasbiBaeTcs state u
OOBIYHO TIPEJICTABIISACTCS B BUJIC MATPHUIILI 44 Oaiita.
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Tabnuma 2.14 — [TapamMeTpbl anropuTMa, CAMBOIBI M (OYHKIIUH

O6o3HaueHue CMmbIcn 0003HaUYeHU S

AddRoundKey() | IIpeobpasoBanue B [lludpposanuu u JemudpoBanuu, B
KOTOpOM PayHIOBBII KiTt04 100aBIseTCs K state, HCIOIB3Ys
onepanuto XOR.

InvMixColumns() | [Ipeobpa3oBanue B JlemudpoBaHuu, KOTOPOE SIBIACTCS HHBEP-
cueit MixColumns.

InvShiftRows() IIpeobpa3oBanue B [lemunppoBannn, KOTOPOE SIBISIETCS HHBEP-
cueit ShiftRows.

InvBytesSub () IpeobpazoBanue B emndpoBaHuu, KOTOPOE SIBISIETCS HHBEP-
cueii SubBytes.

K Kutou mudpoanus — maccus u3 128 out uinu 16 6aiT.

MixColumns() IIpeoOpasoBanue B mpouecce llndposanus, koropoe 6epeT Bce

CTOJOMBI state ¥ CMENINBAaeT UX JaHHbBIE (HE3aBHCUMO APYT OT
Jpyra), 9TOOBI ONYYUTh HOBBIC CTOJIOLBI.

Rceon() MaccuB OCTOSSHHBIX payHI0BbIX CIOB.

RotWord() OyHKIUA UCHONb3yeMas B onepanuu Pacmupenus kitoda, oHa
OepeT 4eThIpex0aliTOBOE CI0BO U BBINOIHACT LIUKINYECKYIO
MEepPECTaHOBKY.

ShiftRows() IIpeo6pa3oBanue B mponecce IlInpposanns, KOTOpoe BHIIOTHS-
ercs Haj state, HMKJIMYECKH CABUTas MocyieHue 3 CTpOKu state
Ha Pa3JIMYHbIC 3HAYCHUS.

BytesSub () IIpeoOpasoBanue B mpouecce lndpopanns, KOTOpoe BHIIOTHS-
eTcsl HaJ state M COCTOUT B 3aMEHE KaXKJI0ro 0ailiTa, HCIOJIB3Ys
TabauLy 3aMeHsl (S-box).

N, Jlnuna kiaova B cioBax, 1 AES 4 criosa.
N, Jlnuna 60ka B cioBax, 1 AES 4 crosa.
N Ywucno payHaos npu muppoBanuu — 10.

Omnepauusi mUpoBaHUs KaxAOro OJOKa JAaHHBIX MPOBOJUTCS HeE3a-
BHCHMO OT COICPXHUMOTO Apyrux OmokoB. [lo oxoHyanwro mwuppoBaHUS
0JI0Ka — MaTpHIla 3aMOJTHICTCS CICHYIOIICH MopIuell MaHHBIX W IIPOLECC
noBTopsieTcs. Kak yke 0TMe4asioch, B CHIIy HE3aBHUCUMOCTH INU(POBAHUS
OIHOTO OJIOKa OT APYTOro IPOILECcC MUPPOBAHUS XOPOIIO MOIAACTCS pac-
napaJuIeTHBaHHIO.
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Soo | So1 | So2 | Sos
S0 | S | Si2 | Si3
S [ Sa1 | S22 | S
S30 | S31 | S32 | 33

Pucynox 2.31 — [Ipedcmasnenue 6noka oannvix AES — state

Kaxpiii 010K mudpyeTcs B HECKOIBKO 3TamoB — payHjoB*. Cxema
KPUNITONPEoOpa30BaHUs MOKET ObITh 3alMCaHa CIENYIOUIUM OMHCAHUEM:

L.
2.

3.

IpoU3BOANTCS paciiupenue kiroda KeyExpansion;

npousBoAuTCs HavalbHas onepanus — AddRoundKey — cymmupona-
HUS C OCHOBHBIM KIJTFOUOM;

BBITOJTHSCTCS 9 PayHI0B M3 YETHIPEX IIATOB KasK IbIM:

3.1. BeimosHsieTcs npoueaypa BytesSub — 3amena 6aiitoB state mo Ta-
Onu1ie 3aMeH;

3.2. BomonHsgeTcs mnpornenypa ShiftRows — muxmmueckuit casur
CTpOK state;

3.3. BemmonHsieTcs npouenypa MixColumns — mepectaHoBKa CTOJO-
1oB state;

3.4. semounasietcs nporenypa AddRoundKey — cymmupoBanue ¢ pa-
YHIOBBIM KITIOYOM;

BBITIOJIHSIETCS 3aKJIIOUUTENbHBIN 10-11 payH:

4.1. BemonHseTcs npoueaypa BytesSub — 3amena 6aiiToB state o Ta-
OyuIIe 3aMeEH;

4.2. Bemonasercss mpouenypa ShiftRows — nukmmdeckuit caBur
CTpPOK state;

4.3. Bemomnnsetcs nporenypa AddRoundKey — cymmupoanue ¢ pa-
YHIOBBIM KIIIOYOM.

IIpeobpazoBanue BytesSub — 3T0 HenwHeliHas 3aMeHa OalT, TPOBO-
JAIascs HajJ KaxAbIM OalTOM state, MCIONB3ys TaOIUIly 3aMeHbl S-box
(tabmuna 2.12).

4 KonmuecTBo payHa0B — OT 10 10 14 — 3aBHCHT OT BBIOpaHHBIX pasMepa OJOKa W JIMHBI

KJIro4ya
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330 30| 22| B0z By,0| o1 | Loz Bo.3
CRER RS By o i | B2 By s
aZ.O aZ aZ.Z 2,3 b2.0 bZ. b2.2 2,3
a:.o a?.! aa.z a3,3 b3.0 y 3,2 3

Pucynox 2.32 — ByteSub — mabnuunas noocmanosxa 8x8 6um

Lenp npumMenenus tabnuusl 3aMeH BytesSub — 3aTpy HUTH JTUHEHHBIIH
n nuddepennnanbabiil Kpunroananus. Tabnuna 3amens! B anroputme AES
¢ukcupoBannas. B tabmune 2.15 yucna mpencTaBieHBl B IIECTHAJIATE-
PHUYHOH cHCcTeMe CUHCIEHHS, B 9TOM CHCTEeMe CUMCIEHHS JII000e 3HaueHne
OaiiTa mpeacTaBEMO He Oosiee 4eM JABYMs HIECTHAJIATePUYHBIMU pa3ps-
JaMHu.

Tabnuna 2.15 — Tabnuna 3amensbl 0aiT S-box anroputma AES

0

1

2

3

4

5

6

7

8

9

a

b

C

d

€

00

63

7c

77

7b

f2

6b

of

c5

30

01

67

2b

fe

d7

ab

76

10

ca

82

c9

7d

fa

59

47

0

ad

d4

a2

af

9¢c

a4

72

c0

20

b7

Fd

93

26

36

3f

7

cC

34

a5

e5

fl

71

ds

31

15

30

04

c7

23

c3

18

96

05

9a

07

12

80

e2

eb

27

b2

75

40

09

83

2c

la

1b

6e

5a

a0

52

3b

dé

b3

29

e3

2f

84

50

53

dl

00

ed

20

fc

bl

5b

6a

cb

be

39

4a

4c

58

cf

60

do

ef

aa

fb

43

4d

33

85

45

f9

02

7t

50

3c

of

a8

70

51

a3

40

8f

92

9d

38

5

be

b6

da

21

10

ff

3

d2

80

cd

Oc

13

€C

5f

97

44

17

c4

a7

Te

3d

64

5d

19

73

90

60

81

4f

dc

22

2a

90

88

46

c€e

b8

14

de

Se

0b

db

a0

el

32

3a

Oa

49

06

24

5c

c2

d3

ac

62

91

95

e4

79

b0

e7

c8

37

6d

8d

ds

4e

a9

6c

56

4

c€a

65

Ta

ac

08

c0

ba

78

25

2e

Ic

a6

b4

c6

e8

dd

74

If

4b

bd

8b

8a

do

70

3e

b5

66

48

03

fo

Oe

61

35

57

b9

86

cl

1d

9¢

e0

el

8

98

11

69

do

8e

94

9b

le

87

e9

Cce

55

28

df

o

8c

al

89

0d

bf

e6

42

68

41

99

2d

of

b0

54

bb

16
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3amena 0Oaiita 1o TabauIe S-boxX MPOU3BOAMTCS TIO CICAYIOIEMY aJlro-
pUTMYy:
— 0OaiiT Z mpeobpasyeTcs B MIECTHAAATCPUUHYIO CUCTEMY CUHCIICHHUS,
B ¢popmate XYh, X — crapmmii pazpsag, Y — muanmuit paspsana. Ecnu
CTapIIero paspsaa HeT — OH 3aMCHSIETCSl HYJICM.

— B S-box BeIOMpaeTcs cTpoka X U cronoder Y.

— 3Ha4yeHHEe Z’ Ha NepeceYeHUH CTPOKH X M cTosbna Y Tadmuisl S-box
UCIOJIb3YETCsl KaK 3aMeHa Z.

[onuerit mponiecc SubBytes cocTout B 3ameHe Bcex 16 OalT MaTpHIlbI
state.

B mpeo6pazoBanmnu ShiftRows 0alTHl B OCIEAHUX TPEX CTPOKax state
OUKINYECKH CMEIIAloTCs BIIEBO Ha paznuyHoe uucio Oaut. Crtpoka 1
(HymMepamus CTPOK C HYJs, CMEIIaeTcsl Ha OAWH OaifT, cTpoka 2 — Ha aBa
Oaiita, cTpoka 3 — Ha Tpu Oalita. Ha pucynke 2.33 mpoMIITIOCTPUPOBAHO
npuMeHeHue npeodpaszoranus ShiftRows k state.

No

chang$ %.0] 2.1 %.2) a-é;;l - 90,0] F0.1{ 20.2] B0.3
sh@:# 30| 211 ,alg 18‘“3-1 C > A1 32|23 210
Shife 2 825: _3-251‘ _/_: /a”I 852823 32,0| B2
sh@:# 5.0) 3| 3.2 23.4 S53| 33.0| 33 B2

___—
Pucynox 2.33 — ShiftRow — cosue cmpox 6 0gymepHom
Maccuge Ha pasiuutvle CMelyeHus

B npeoOpazoBanuu MixColumns — nepemMeninBanue cToao1a — CTOIOIbI
cocTosiHUs (state) pacCMaTpHUBAIOTCS KaK MOJMHOMBI Haja noneM F(2%) u
YMHO)KAIOTCS 110 MO0 X* + 1 Ha MOCTOSIHHBIN TTOJHHOM:

ax)=3x*+ 1x*+ Ix* +2 (2.17)

HpOHCCC YMHOXCHUS TOJIMHOMOB 3KBHUBAJICHTCH MAaTPUIHOMY YMHOXKE-
HUIO

Y

Ly
v
S

S,.| [02 03 01 o1] [S,
S| |01 02 03 01| |S,
= L]

S, 01 01 02 03| |S

el
S
X

01 01 02] |8,
rze ¢ — HoMep cTonbia Maccuba state u 0 < ¢ < 3.
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B pesynbrare Takoro yMHOKeHHMS, OalThI cTOIOHA C {S , S
3aMEHSIFOTCS, COOTBETCTBEHHO, Ha OAMThI

= (2°8,) @ (+5) @S, @S,

S’ —s ®(248,) D (3S,) B S, ; (2.18)
S’ £S5, @S, ®(2:5.) ® (3+S,);
T (38,)®S @S, @S,

SZc’ S3C}

1c?

[IpeoOpa3zoBanue (2.18) mpuMeHsIETCS K KaXKJJOMYy U3 YE€TBIPEX CTOJIOIOB
state.

(o | b,

0.1
a b 0,2] bO.!

X 3 0,
a (e
a4 Ia:.z 8, bx b“ 1.2 bl.z
34 2 Iaz.z 33 b,d b,y Paz| Pas

a;, Na.z 833 bz.n,é; b, 2[ b5z
R c(x)

Pucynox 2.34 — MixColumn — mamemamuueckoe npeobpazosaniue,
nepemewtusaioujee OanHvie HYmMpu cmoioya

B mnpeobpazoBannn AddRoundKey, paynmoBeiit kmrou RK mobais-
ercs K state mocpenctBom nopazpsiqHoro XOR. Kaxablil payHIOBBIN KiTi04Y
cocTouT u3 16 GallT pacmHMpeHHOro Kiro4da. balTel payHIOBOTO KiIoYa
3aMUCBIBAIOTCSA B MaTpully 4x4, mogobHyto state. Kaxkaslif OaifT payHao-
BOTO KJI0Ya CyMMHPYETCS C COOTBETCTBYIOIIMM OaWTOM W3 state, Kak
MOKa3aHo Ha pucyHke 2.35.

%.0[ 1| .2 B3 Bo,0| Bo.1 [ Po.z| Bo
A0| 182035 bx.u b, 00, b).:
80| ) az.z_ 1—: > b,,| b, 'bz.z E
30 a:,1| "“:.zl :.3\\ b;.o bM“ﬁ.z] 3
Koo Ko [ Ko.z| Ko
o Ko
k] 2 s
km k:.l .i.‘l .3

Pucynox 2.35 — AddRoundKey — 0obasnenue
mamepuana kaoua onepayueti XOR
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B mocnemHem payHzme omepanus NEpeMEIINBAaHUS CTOJOIOB OTCYT-
CTBYET, YTO JEJIACT BCIO IOCIICIOBATEIBHOCTD OEPAIH CHUMMETPUYHOM.

Jst paboThI aNTopUTMa BBIMOJHSIETCS pAaCIIMPEHUE 3aJaHHOTO KITH0Ya U
10 3TOMY PACIIMPEHUIO TIPOU3BOANT CO3TaHNE PAYHIOBBIX KITFOUCH.

Pacimpennsiit kiaou W conepxut 4x(10+1) cinoB — HavaJdbHBIM K04
B 4 cnoBa u 1o 4 cj10Ba pacUIMPEHHOro Kjo4a Ha Kaxabld u3 10 payH-
JoB. Pacmupennblid ko4 W cocTOUT M3 clOB (4eThipe OaiiTa Ha CIIOBO),
0003HaYaeMbIX HUXKE KaK W, T1e { HAXOJUTCS B HANa30He [0..44]. [Tonnas
JUIMHA pacUIupeHHoro kioda 1408 6ut, mo 128 6UT HA KaXKIBINH payHA.

B mpomecce pacmupenns Kioda UCTIONB3YeTCS MacCHB KOHCTAaHT Rcon.
OnemeHThl MaccuBa Rcon nponymepoBanbl oT 1 10 256+3. 3Hauenus sie-
MEHTOB MacCHBa OINpPECTICHBI CIASTYIONNM HAa00poM (yHKIIHIA:

Reon, = 1;
Rcon, = 2+Rcon, | =2, mna k = 2, 3,..255;
Reon, = 0, nna k = 256, 257, 258;

Pacmupenne kiro4a MOMKHO OIHCATh CIEAYIOMICH MOCIIEA0BATEIBHO-
CTBIO OIlEepalnii:

— deThIpe cloBa Kitoda mudpoBanus K KOMUPYIOTCS B IEPBBIC YETHIPE

cioBa pacmipennoro kmoda W: w =k qnai=0, 1, 2, 3;

— OCTaJIbHBIE CIIOBA paclIMpeHHoro kitoda W nns i = 4, 5, ..44 rene-
PUPYIOTCs Tak: eciu i kpaTHO 4, To W, = SubBytes(RotByte(w, )) @
Reoni/,; muade eciu i He kpatHO 4, TO W, =W, , ® w, .

OyHKIHS i{otByte IEPECTABIIAET YETHIPE OaiiTa UCXOAHOrO ClioBa {a,
a, a,, a,; ¢ MOMOLIbIO HUKIMYECKOH MEPECTAHOBKM, NMPEBpalIas B CIOBO
ia,, a, a,, a,j. ®ynknusa SubBytes mpuMeHSAET K KakJOMy H3 YETBIPEX
0aifToB cloBa 3aMeHy 10 Tabnuie S-box.

Paynnosenii xmou RK mins paynma k BeiOmpaercs W3 pacmIMpeHHOTO
Kkioua W Kak cioBa ¢ W, 1o W, .

Bce mnpeobOpasoBanust mudpoBaHHsS OJHO3HAYHBI M, CJEIOBATENIBHO,
HMEIOT 00paTHOE NpeoOpa3oBaHME, T.€. MOTYT OBITh MHBEPTHPOBAHBI U
BBITIOJTHEHBI B OOPaTHOM IOPSIAKE, YTOOBI BHITIONHATE AeHIH(pOBaHUE IS
anroputma AES.

CxeMa KpHUIITONPeoOpa30BaHus ISl paciiu@poBaHusi MOKET ObITh OBITh
MPEICTABIICHA CIACAYIOIIUM aJITOPUTMOM:

1. mpomsBoauTcs pacmupenue kiatoda KeyExpansion;

2. BBITIONHSETCS 9 payH/IOB U3 YETHIPEX MIAroB KaXKIbIi;

2.1. Bemonasercs npounenypa AddRoundKey — cymmupoBanume c
payHIOBBIM KIIIOUYOM;
2.2. BemonHseTcs nponenypa InvMixColumns — oOparnast mepecra-
HOBKa CTOJIOIOB State;
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2.3. BemonHseTcs nponeaypa InvShiftRows — oOpaTHbIi uKIMYe-
CKU CIBUT CTPOK State;

2.4. BemonHseTcs npouenypa InvSubBytes — oOpaTHas 3amena Oaii-
TOB state 10 TaOIUIIE 3aMEH;

3. BBINOJIHSETCA 3aKJIIOUNTENbHBINA 10-i payHz;

3.1. Bemonnsercs npouenypa AddRoundKey — cymmupoBanue ¢
PayHIOBBIM KITIOYOM;

3.2. Bemonasercs npouenypa InvShiftRows — oOpaTHbIi HUKIHYE-
CKHUH CABUT CTPOK state;

3.3. BemosHseTCs nponenypa InvSubBytes — oOpaTHas 3ameHa Oaii-
TOB state Mo TabiauLe 3aMeH.

[Ipeobpazosanne InvMixColumns sBiaseTcss OOpaTHBIM [JIs TPeoO-
pazoBarust MixColumns. B mpeobpazoBanun InvMixColumns, cTosOIs!
COCTOsIHHSI (State) paccMaTpHBalOTCsI KaK MOJMHOMBI Ham moneMm F(2%) u
YMHOXKAIOTCS 10 MOAYJIi0 X* + 1 ¢ mocTossHHBIM moauHOMOM d(X) = a !(x), B
mosie F(2%):

d(x) = 0Bhx® + 0Dhx? + 09hx + OEh. (2.19)

[IpeoOpazoBanue InvShiftRows obOpatHo mpeoOpazoBanuro ShiftRows.
BaiiTel mocnemqHUX Tpex psAOOB MaccHBa state HUKINYECKH CIABHTAIOTCS
BipaBo. Ctpoka 1 (Hymepanus ¢ Hyjs)) cMemmaercs Ha 1 Gaift, cTpoka 2 —
Ha 2 OaifTa, cTpoka 3 — Ha 3 OaliTa.

[IpeobOpazoBanne InvSubBytes BbImodHSIET 00paTHYIO 3aMeHy OalT C
MOMOIIBI0 00paTHOH Tabnuik! 3aMeH InvS-box.

Ta6numa 2.16 — Tadauna InvS—box 115 0OpaTHON 3aMeHbBI OalT

o123 |4|5|6|7|8|9|A|b|c|d|je]f
00 [52]09|6a|d5|30]|36|a5|38|bf |40 |a3 |9 |81 |f3|d7 | fb
10| 7c [ e3 (13982 |9 |2f | ff |87 |34 |8 |43 |44 | cd|de|e9|cb
20 (54 |7b| 94 |32 a6 | c2 |23 |3d|ee|4c|95|0b| 42| fa | c3|4e
30 |08 [ 2e|al |66 |28 |d9 |24 |b2|76|5b|a2 |49 |6d| 8 |dl |25
40 [ 72 | 8 | fo | 64 | 86 | 68 | 98 | 16 | d4 | a4 | Sc | cc | 5d | 65 | b6 | 92
50| 6¢ |70 | 48 | 50| fd | ed [ b9 | da | 5e | 15|46 |57 | a7 |8d|9d | 84
60 |90 | d8 | ab | 00 | 8 | bc | d3 | Oa | f7 | e4 | 58 | 05 | b8 | b3 | 45 | 06
70 | dO | 2c | le | 8f | ca | 3f | Of | 02 | cl | af | bd | 03 | 01 | 13| 8a | 6b
80 | 3a |91 | 11 |41 | 4f |67 |dc|ea |97 | f2 | cf|ce| fO|Db4d]|e6 |73
90 [ 96 | ac | 74 |22 | e7 | ad [ 35|85 |e2 | f9 |37 e8| 1c | 75| df | 6e
a0 | 47 | fl | la |71 1d |29 |c5| 8| 6f | b7 | 62| 0e|aa| 18 | be | 1b
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bO | fc |56 | 3e |[4b|c6|d2|79|20|9a|db|cO| fe |78 |cd| 5a| f4
cO | 1f [ dd | a8 |33 |8 [07|c7 |31 |bl|12|10 59|27 |80 |ec | Sf
do |60 | 51| 7f a9 | 19| b5 |4a|0d|2d|e5|7a| 9|93 |cO|9|ef
e0 [ a0 [e0 | 3b|4d|ae |2a | f5 |bO|c8 |eb|bb|3c |8 |53]|99]6l
fO | 17 | 2b | 04 | 7e [ ba | 77 | d6 |26 | el |69 | 14| 63 | 55|21 | Oc | 7d

B wurone 2003 roma AreHTCcTBO HanMoHanbHOW Oe3omacHoctu CIIIA
MMOCTaHOBWIJIO, 4TO MHUPp AES siBIseTCs MOCTATOUYHO HAJEKHBIM, YTOOBI
HCIOJIB30BaTh €ro JIIsS 3allUThl CBEICHUH, COCTABJISIONIMX TOCYIapCTBEH-
Hy!10 TaiiHy. Brutots 1o ypoBHs SECRET Obl1o paspemnieHo HCHONb30BaTh
kiroun niuHOW 128 ourt, must ypoBasi TOP SECRET TpeGoBanuchk Kiouu
quHOM 192 u 256 6ut. OnHako, npaButeabctBo CIIIA mocTaHOBHIIO, YTO
AES pomxeH NEepUOIMUYECKU IOABEPrarbcs MPOBEPKAM M YIYUILIEHUSM,
9TOOBI HaIC)KHO XPAHHUTD 3aIIn(PPOBAHHBIC TaHHBIE*,

KpunTocTOHKOCTh COBPEMEHHBIX aJrOPUTMOB CHMMETPUYIHOTO MHU(PO-
BaHMS JJIsI aTak B J0O (METOJOB CIIJIONIHOTO niepedopa) B OOIbIIei cTereHn
ornpenenseTcs JUIMHHON Kiroda. Tak B Tabmune 2.17 moka3aHbl xapakTe-
PUCTHUKH KPHUIITOCTOMKOCTH B KOJHYECTBE OMEPAlMA U OIICHUBACMOM BpE-
MCHU JIsd pa3J'[I/I‘IHI>IX aJ'[FOpI/ITMOB.

Tabnuna 2.17 — KpuntocToHKOCTh airopuTMoB uppoBaHUs®

JlnuHa xiaroua KonuuectBo OpHEHHUPOBOUHOE BpeMs
(B OuTax) KOMOWHAII B3JI0Ma
16 26 = 65536
56 (DES) 2% = 7,210 399 cexyHn
128 (AES-128) 2128 =3 40103 1,02¢10"® ner
256 (AES-256) 2256 = 6,210 1,872°10" net
512 (AES-512) 2512 = 1,1-1077 3,31-10% ner

“ TMomnepxka AES (i Tonbko ero) BBexena ¢pupmoit Intel B cemeiicTBo mpoueccopos x86 Ha-
guHas ¢ Intel Core 17-980X Extreme Edition, a 3atem Ha mporeccopax Sandy Bridge.

4 OsByueHHBIC pe3ysbTaThl HccnenoBanus Anekca buprokosa (Alex Biryukov), Oppa dau-
kimana (Orr Dunkelman), Harana Kennepa (Nathan Keller), imutpus Xosparosuua (Dmitry
Khovratovich) u Angu Illamupa (Adi Shamir) va koudeperuun CRYPTO 2011 pesyasraTs
KpunToaHanusa anropurMa AES yka3pIBaloT Ha crioco0 aTaky, MO3BOJISIOIMN B 4ETHIpE pa3a
COKPaTHTh TPYZOEMKOCTb BBIIOIHEHHS OIEpallnil o moadopy CeKpeTHOro Kiroda. MHBIMEH
cinoBaMu Ha aene KpuntoctoikocTs AES-128 coautes k AES-126, a AES-192 k AES-189.
OpnHaKo Jake MPH ITUX PEILICHUSIX BPEMS «B3JIOMa» IPEBBIIIACT MUIIHAP/BI JICT.
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Hao6a3zeanropurma Rijndael, nexxamnieroBocHoBe AES, peanin3oBaHbl v aib-
TEPHATUBHBIC KPUIITOAITOPUTMBI. Cpeu Hanbos1ee H3BECTHIX alITOPUTMOB —
Y4YaCTHUKM KOHKypca Nessie: Anubis Ha HHBOJIOIUSX, aBTOPOM KOTOPOTO
sBisieTcs: BuncenT Poiimen u ycunennblii Bapuant mugppa — Grand Cru
Moxana Bopcra.

[Ipu paccMOTpeHHH CUMMETPUYHBIX OJOYHBIX MIU(PPOB HEITb3sl HE OCTA-
HOBUTBHCS €Il Ha OHOM BceMHpHO u3BecTHOM anroputme — [OCT 28147-
89 — coBeTCKOM M POCCHIICKOM CTaHIapTe.

T'OCT* BBemennsiii B 1990 roay, Takxke SIBISCTCS U CTAHAAPTOM CTpaH
CHI. Tonuoe nazBanmne — «I'OCT 28147-89 Cucremsl 00paboTku nHpOp-
Maruy. 3amuTa Kpunrorpaduyeckas. AJNTOPHUTM KPHIITOTpadHISCKOTO
npeoOpa3oBaHus». AJNTOPUTM IMPH UCIOIB30BAHHHM METOAa IMIH(POBAHUS
C TaMMHUPOBAaHUEM, MOKET BBITION-HATH (DYHKIIMH IMOTOYHOTO MH(POAITo-
putma?’,

Anroputm ['OCT 28147-89 ucnonbsyet 256-OuTHBIA KIFou ImHdpoBa-
HUs U 32 nukina npeodpa3oBaHus 64-OUTHBIX OJOKOB HMCXOJHOTO OTKPBI-
TOTO TEKCTa. ANTOPUTM peau3yeT KilacCuuecKyto cxemy cetu denmrens.
VYIpoIIeHHBIH alTOPUTM pealiu3aiuu 00pa3yromei pyHKIINH IPEICTaBICH
Ha pucyHke 2.36.

W3HavyanbHO mpaBas MoJjoBHHA 010Ka ¥ 32 OMTHBIN KIIIOY payHa cKia-
IBIBAIOTCS 10 Moxymio 2. Pesymbrar crmoxeHus pa3OmBaeTCs Ha BOCEMb
4-OUTOBBIX TOCIICIOBATEIBHOCTEH, KaXKJasi M KOTOPBIX MOCTYIAeT Ha BXOI
COOTBETCTBYHOIIETO S-0JI0Ka.

Kaxnpiii Onok mpexacTaBiseT coOOW TaONUIy MOICTAHOBKH, KOTO-
pasi 3aMeHseT TMOoCTyTmarmee Ha Bxox yucio B awanaszone [0..15] ma apy-
roe 4ucio B TOM K€ Auarna3zoHe. BbIxonbl Bcex S-OJOKOB 0O0BEIUHSIOTCS

4 Tlo HEKOTOPBIM CBEICHHUSM, HCTOPHS 3TOTO Iudpa ropa3no Gonee AaBHSIL. AITOPUTM,

MOJIOKEHHBIH BIIOCIEACTBUH B OCHOBY CTaHAApTa, POAMIICS, NMPEIIOI0KHUTEIBHO, B HeApaX
Bocbmoro I'maBnoro ynpasnenus KI'b CCCP (upine B crpykrype @Cb Poccuiickoit ®dene-
paium), cKopee BCero, B OJHOM M3 MMOJBEJIOMCTBEHHBIX eMy 3akpbiThix HUU, BeposiTHO, emié
B 1970-x rogax B paMKax HpPOEKTOB CO3JaHUs MPOrPAMMHBIX M alNapaTHBIX pealu3alui
mudpa A1 pa3IudIHBIX KOMIBIOTEPHBIX ITATGOPM.

C momenTa ony6nukoBanusi [OCTa Ha HEM cTOsUT OrpaHUYUTENbHBIH Tpud « s ciy-

#KeOHOr0 TOJIb30BaHUA», U (OPMaNbHO IU(P ObLT OOBIABIEH «IOTHOCTBIO OTKPBITHIMY»
ToNbKO B Mae 1994 roxa. K coxaseHuto, HCTOpuUs co3ianusl mudpa u KpUTepHu pa3padboT-
YHKOB JI0 CHX IOpP HE OIyOIMKOBaHBbL.
47 Tlo ananoruu ¢ AES (u B ominume ot DES), TOCT nomyuieH K 3aliUTe CCKPETHON MH-
¢dopmanyuu 6e3 orpaHHYEHHUH, B COOTBETCTBUY C TEM, KaK 3TO yKa3aHO B POCCHICKOM CTaH-
napre. Takum obpaszom, 'OCT — ato e ananor DES, a koukypent 3DES ¢ Tpems He3aBucH-
MbIMU Kiaroyamu min AES-256.
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B 32-0MTHOE CIIOBO, KOTOPOE 3aTeM IUKJIMYECKH CIBHTaeTCs BJIeBO Ha 11
OHMTOB M 00BEIUHSCTCS C JIEBOM YacThto O0ka onepanuein XOR.

| Lia | I Rix | I Bbibop |

|SO |51|SZ|S3|S4|55|56|S7 I

] ]

Pucynoxk 2.36 — Obpasyrowan ¢yukyus aneopumma I OCT 28147-89

dopMupOBaHHUE KIIOUEH payHJa OCYHIECTBISIETCS IO CIEAYIOUEH
cxeme: 256-OUTHBIN K104 pa30MBaeTCs Ha BOCEMb 32-OMTHBIX MAIlWHHBIX
cinoB. Onu mymepytrores ¢ K no K.

32 kmo4a payHza MOJy4arTcsl MPUMEHEHHEM THUX MAllMHHBIX CIIOB B
CJIEIYIOIIEM NOPsJIKE:

K, K, K. K, K, K, K,..K, K, K, K., K, K, K, K., K,
(2.20)

TO €CTh B MOCJICIHUX 8 payHAaX KIHOYH TOJAI0TCS B 00paTHOM MOPSIIKE.

Anroputm ['OCT sBisieTcsl CHMMETPUYHBIM, U JUIs pacirudpoBaHUs
JIOCTATOYHO TIOJIaTh HA BXOJ aJITOpUTMa OJOKU 3alIM(pPOBAHHBIX COOOIIIE-
HUW ¥ KJIFOYW PayHJIOB B MOPsAKE, 0OPAaTHOM UX CJIEJOBAHMIO MPHU MIU(pa-
LIUH.

Oco0EHHOCTBIO M, HABEPHOE, TJIaBHBIM HEJAOCTATKOM, allrOPUTMa SIBIIS-
€TCSl OTCYTCTBHE B CTaHJapTe KaKUX-THOO pEKOMEHJAluii 1o BHIOOpY
COJICPKUMOT0 TaOJIHI] TIOACTAHOBOK (S-0JIOKOB).

[lepBoHauanbHO 82164 = 512 OUT TaOJIHII MOJICTAHOBOK SIBJISLTHCH TAK)Ke
4acThlO0 KJIo4YeBOM uH(popmanuu. BrocneactBum TpeOOBaHHE K CEKpET-
HOCTH COAEPKUMOTO TaOuuil ObUIO yIpPa3JHEHO, OJHAKO CTaTHYECKOE,
oOecreunBaroInee BBHICOKYH KPHITOCTOMKOCTh alrOpUTMa, COICPKHUMOE
TaOJHI] TIOJICTAHOBKY TaK U He ObLJIO OMyOIMKOBAHO.
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Habop S-0610k0B, pexoMeHayeMblii ctaHnapToM xemmpoBaHus ['OCT
P34.11-94, ucnonsaytommero 6mounsiit mmpp [OCT 28147-89 B kadecTBe
OCHOBHOH mpeo0pa3yroleil onepanuu, npuBeaeH B Tadmuie 2.18.

Tabnuna 2.18 — S-6moku anropurma 'OCT 28147-89

SOl 4109121380146 |11 |1 [12]7]15]5]3
St |14 |11 |4 126 1315|102 |3 |81 [0]|7]|5]|9
S2 5 (8|1 |13[10]3 |4 |2 |14]|15[12|7]6] 09|11
S3| 7 (13]10] 1] 0 915|144 |6 12112 |5]3
S4| 6 [ 12| 7| 1 |5 |15|13| 8|4 |10]9 |14]0]|3 1|2
S5|4 (111007 (2|1 [13]3|6|8|5]|9]|12|15]14
S6 |13 (11| 4|1 |3 [15]5]|9]0]10]|14 6 | 8] 2|12
S7| 1 [15(13] 0| 5|7 [10]4|9]2]|3]|14|6]|11]8]12

HocrouncrBamu anroput™ma 'OCT MOXHO Ha3BaTh MPOCTOTY peain3a-
[UU, IPUYEM KaK MPOrpaMMHOH, TaK U almapaTHOH, HOCKOIbKY aaroOpuTM
HE WCHOJIB3yeT OWTOBBIX INEPECTAHOBOK, OONBIION pa3Mep Kiroda JenaeT
MAaJIOIIePCIIEKTUBHON CHJIOBYIO araky Ha mudp, OOJBIIOEe KOIUYECTBO
payHIOB 3aTpyIHSIOT AUGMGEpEHIUANbHBI U JTUHEHHBIM KPUITOAHAIN3.
AJTOpPUTM ONTUMH3UPOBAH MO 32-pa3psaHbIe MPOIECCOPHI.

EnnncTBeHHON npoOiaeMoil NMpakTHUYECKOro HPUMEHEHHUs ajropuTMa
SIBIISICTCS, KaK YXKe YIOMHHAIOCh, (POPMHUPOBAHUE TAOIUI MOACTAHOBKH*.

Amnanu3 kpunroanropurma I'OCT mo3BossieT rOBOpUTH O €r0 MPaKTH-
YecKoi Heys3BuMocTH emie mopsiaka 200 jeT (eCTeCTBEHHO, IPU pa3BUTHHU
BBIYMCITUTEIFHON TEXHUKH 10 3aKkoHy Mypa).

OT NOTOYHBIX MUPPOB padoTa OJIOYHOTO OTIUYAETCS 00pabOTKOU OHT
rpynnaMu, a He notokoM. Ilpu 3Tom GrnouHble mUQps! HAAEKHEH, HO Mea-
JICHHEE TOTOYHBIX.

4 B pomosHeHHe K 04eHb Oonbiiomy pasmepy kitoda, [OCT umeeT 3Ha4MTENBHO OoJee

HU3KYI0 CTOUMOCTH HCITIOJIHEHHS 1o cpaBHeHUIo ¢ AES. B neiicTBuTensHOCTH, OH CTOUT Ha-
MHOro MeHbie AES, koTopomy TpeOyercst B 4eThIpe pa3a OoJiblle annapaTHBIX JIOTHYECKIX
BEHTHUJICH pa/iv 3HAYUTEIBHO MEHBIIETO 3asIBJICHHOTO YPOBHS 0E30MacHOCTH.

Heynusutensno, yto I'OCT cTan mHTEpHET-CTaHApPTOM, B YaCTHOCTH, OH BKJIFOYEH BO
MHoOrue Kpuntobubnnoreku, takue kak OpenSSL u Crypto++. B 2010 rony 'OCT 6bin 3a-
SIBJICH Ha cTaHmaptu3anuio [SO Kak BCeMUPHBIN CTaHAapT HIH(pPOBAHMUSL.

KpaiiHe mMasioe KOJIMYECTBO alrOPUTMOB CMOITIN CTaTh MEKIyHApOIHBIMU CTaHIapTa-
mu. Mexaynaponusiii cranaapt ISO/IEC 18033-3:2010 onuchiBaeT CIIAYIOIIUE aITOPHTMBI:
yerbipe 64-O6utHbix wudpa — TDEA, MISTY1, CAST-128, HIGHT — u Tpu 128-0utHbIX
mudpa — AES, Camellia, SEED.
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K nocromHcTBaM 0JIOUHBIX MH(POB OTHOCSAT CXOJACTBO MPOILEAYyp Imud-
pPOBaHUS M pacmIU(pOBaHUs, KOTOPbIC, KaK IPABUJIO, OTIUYAIOTCS JIUIIb
MOPSJIKOM JICUCTBUUA. DTO yHpPOIIAeT CO3JaHUE yCTPOWCTB IH(poBaHwms,
TaK KakK MO3BOJISIET MCIOIH30BATh OJHU M TC XKE OJIOKH B IIEIAX MU(PpOBa-
HUSI U paciiu@poBaHus. [ MOKOCTh OJOYHBIX MHU(POB MO3BOJSET HCIONb-
30BaTh WX [UIS TOCTPOCHHS APYTUX KPHITOTPAPHUECKUX MPUMHUTHBOB!
TeHepaTopa IICEeBAOCTYyYaliHONW MOCIEI0BATEIBHOCTH, MOTOYHOTO MHUdpa,
MMHUTOBCTABKH M KPUMTOrpa(QUISCKUX XIIICH.

2.5 IToToxoBbie WIHPPLI

[loTouHBIN WM TOTOKOBBIN MIH(P — 3TO CAMMETPUYHBINA IIU(P, B KOTO-
POM Ka)KIBI CHMBOJI OTKPBITOTO TEKCTa MPEOOpa3yeTcss B CHMBOJI IIH(PO-
BAHHOTO TEKCTa B 3aBUCHMOCTHU HE TOJBKO OT MCIOJIb3yeMOro KJto4ya, HO U
OT €0 PacIoJIOKEHUS B IIOTOKE OTKPHITOTO TEKCTA.

[orokoBbie mUQPHI Ha 6a3¢ CABUTOBBIX PETHCTPOB aKTUBHO UCIIOIB30-
BaJIUCh B TOABI BTOpOit MEUPOBOI BOWHBI, €I 3a70JT0 /10 MOSIBIICHUS AJICK-
TpoHUKH. OHU OBLITU MPOCTHI B IPOCKTHPOBAHUN U PCANIU3ALNU.

B 1965 rony DOpucet Cenmep (Ernst Sejersted Selmer), rimaBHbIA KpHII-
Torpag HOPBEKCKOIO MPaBUTEILCTBA, pa3paboTa TEOPHUIO MOCIeI0BATENb-
HOCTH CIBUTOBBIX peructpoB. [lozxe Comomon ['omom6 (Solomon Wolf
Golomb), marematuk ArenrcrBa Hanmonansnoit Besomacnoctu CIITA®,
Hamucan KHUTY moj Ha3BaHueM «Shift Register Sequences» («Ilocnenosa-
TEJIBHOCTU CIIBUTOBBIX PErHCTPOB»), B KOTOPOH H3JIOKHUI CBOU OCHOBHBIE
JIOCTHIKEHUS B 3TOW 00J1acTH, a Takke JocTkeHus CenmMepa.

Tak kak IpakTHYECKU BO BCEX KaHAJaxX IMepeladyd NaHHBIX IS HOTO-
KOBBIX CHCTEM IIH(POBAHUS IPUCYTCTBYIOT IOMEXH, TO JJIS HMPEAOTBpa-
HICHUsI TMOTepH HH(DOPMAIMK KPHUIITOAHATUTUKHA BBIHYKJCHBI pEIIaTh
npo0eMy CHHXpOHHW3aluu MUuppoBaHUs U pactudpoBaHus tekcra. [1o3-
TOMY IO CIOCOOY pelleHus 3TOH mpobiaemMbl MUPPOCUCTEMBI TOAPA3AEIs-
IOTCSl HA CHHXPOHHBIC M CHCTEMBI C CAMOCHHXPOHH3AITHEH.

CxeMma mupoBaHus C UCIOIH30BAHHEM CHHXPOHHBIX MIOTOKOBBIX ITH(]-
pOB TpeacTaBiieHa Ha pucyHke 2.37.

4 Conomon Bonb(h Kosom6 — Bbiaronuiicss MaTeMaTK, BHECHIHH 3HAYUMBIN BKJIAJ] B pas-
BUTHE MHPOPMAIMOHHBIX TexHonoruii XX Beka. Takike M3BECTEH Kak M300peTareb I0-
UMUHO (00O0OIIEHHOTO JOMHHO), BJOXHOBHBILIETO POCCHIICKOTO MporpaMMmucTta AJjekces
IMaxuTHOBA Ha CO3/1aHHE KOMITBIOTEPHOU UTpbl «TeTprcy.
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[eHepaTop [eHepaTop

rammbl Knioy, K rammbl
Mamma, Ki Mamma, Ki
WUcxoptoe coobuyerue, Pi L Wudporpamma, Ci % WcxoaHoe coobuierue, Pi
BawudpposaHue Pacwudposanue

Pucynox 2.37 — Cxema wugposanus ¢ ucnonvzosanuem
CUHXPOHHO20 NOMOKOB020 WUDPA

BHyTpeHHee cocTosHNe
DyHKUMA l
nepexozos
~~<| BbixogHaa

yHKUMA

[amma, Ki

Pucynoxk 2.38 — Yempoticmeo eenepamopa eammol
¢ 6HympenHetl 00pamHoll Ces36l0

[Ipu »TOM reHepaTrop raMmbl, Kak MPaBHIIO, COCTOUT U3 TPEX OCHOBHBIX
0510Kk0B (pUCYHOK 2.39).

BHyTpeHHee CcOCTOSHHE OMHUCHIBA€T TEKYIIee COCTOSHHE TeHepaTropa
ramMmbl. HadajipHOE BHYTPEHHEE COCTOSHHE, KaK MPABUIIO, ONPEACIACTCS
kaouoM K. JIBa reHepaTtopa, ¢ OJJMHAKOBBIM KJIIOYOM U OJIMHAKOBBIM BHY-
TpeHHI/IM COCTOSIHHUEM, CO3JAa0T OAMHAKOBBIC IT'aMMBbI. (DyHKHI/Iﬂ HepeXO}IOB
CUMTHIBACT TEKYIlle€ BHYTPEHHEE COCTOSHUE U TCHEPUPYET HOBOE BHYTPECH-
Hee cocTosiHue. BeixoqHas (yHKIHS CUATHIBACT BHYTPCHHEE COCTOSHHE U
rerepupyet out (OuThl) rammer K.

B npyroil pa3HOBUAHOCTH, TaK Ha3bIBAEMBIX I'€HEpaTOopax THUIIA CYET-
YUK, OTCYTCTBYET OJIOK ¢ (DyHKIIMEW repexojioB. B oTiimune oT TeHeparo-
POB ¢ OOpaTHO# CBSI3bI0, OHM IMO3BOJISIOT BBIYUCIHUTH i-il OUT raMMbl, HE
BBIUMCIISISI BCEX MPEAbLAYIIUX OUTOB. [[7s1 3TOrO TeHeparop yCTaHABIIH-
BaeTcd B i-€ BHYTPEHHEE COCTOSHUE, MOCJIEe Yero BBIUYUCISETCS COOTBET-
CTBYIONIMI eMy i-i OUT TaMMbl. DTO CBOWCTBO IOJIC3HO HCIIOJIB30BATh JIJISI
oOecrieueHus: MPOM3BOJIBHOIO JOCTYyNa K (haiiiaM JaHHBIX, YTO MO3BOJISECT
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pacuudpoBath OTIACIBHBIN (DparMeHT JaHHBIX, HE paciIuppoBbIBas (aiin
MOJTHOCTBIO.

B CHHXPOHHOM IOTOKOBOM HIM(pe raMMa reHepupyeTcsi He3aBUCHMO OT
motoka coobmenus. Ha mugpytomeit cTopoHe reHepaTop raMMBbl ITOCIEN0-
BaTeJIbHO BhIAAET OuThl ramMbl K. Ha pacmmndposeiBarommeii ctopone apy-
roif reHepaTop raMMbl OIMH 3a JPYTUM BBIAAET UJCHTHYHBIC OMTHI TaMMBbI.
Orta cxema paboTaeT HOpPMajJbHO, €cid 00a TeHepaTopa CHHXPOHHU3HPO-
BaHEI.

OCHOBHBIM HEIOCTaTKOM CHHXPOHHBIX ITOTOKOBBIX IIHU(POB sIBISETCS
TO, UTO €CIU OIMH U3 TEHEPAaTOPOB MPOIYCKACT ONWH U3 ITUKJIOB WM OHUT
mrdporpaMMel TEpsSIeTCs IPU Tepenade, TO BCe CHMBOJIBI IHA(POrpaMMBl,
ClIeyolIHe 3a OUIMOKOM, pacidpoBbIBAIOTCS HEKOPPEKTHO. B aTOM City-
Yae OTHPABHUTENb M TONYYaTelb JOKHB CHHXPOHU3UPOBATH TEHEPATOPHI
W 3aHOBO IepeaTh HeKOPPEKTHO PacIIN(POBAHHYIO YaCTh COOOIIEHNUSI.

B moTokoBEIX mudpax ecau MPOUCXOAUT HCKAKCHHE OMTa HIU(POTEK-
CTa WJIH KII0Ya, TO 3TO MPHUBOIUT TOJBKO K MOTEPE OXHOTO OWTa paciud-
pOBaHHOrO TekcTa. boiee mpobieMaTnyHONW CTAHOBHTCS CUTYalHs €CIIH
OUT HE MCKaXKaeTcsl, a TepseTCs — B ATOM Cllydae MCKa)kaeTcs BCsl HH(OP-
MaIisl HauuHas ¢ JAHHOTO OHTAa.

B caMOCHHXpOHM3NPYIOMEMCST TOTOKOBOM MIM(pe Kax bl OUT raMMBbI
MpeAcTaBIsgeT co0oi (YHKIHIO (UKCHPOBAHHOTO YHCIA MPEAbIAYIINX
outoB mudporpaMmsl. Mcrmonb3yeMble MpU TakOM MIM(PPOBAHUHU TeHEpa-
TOPbl TaMMBbl Ha3bIBAIOT I'€HEPAaTOpaMH C OOpaTHOM CBS3bIO 1O MIH(PO-
rpaMMe (HuGPTEKCTY).

BHyTpeHHee
COCTOAHME

BHyTpeHHee
cocTosH!e

BbixogHaa
hyHKUMA

BbixogHaa
pyHKUMA

[amma, Ki % amma, Ki
v L
WUcxopHoe coobuierue, Pi Wudpporpamma, Ci Wcexopxoe coobulerue, Pi
Bawudposatue PacwudposaHue

Pucynox 2.39 — Cxema wiugposanus ¢ ucnonsbsosanuem
CAMOCUHXPOHUBUPYIOWUXCS 2EHEPAMOPO8 2AMMbL

BHyTpeHnHee cOCTOSHHE 3aBHCHUT OT N TNPENBIAYIINX OWTOB IIU(PO-
rpammbl. Kaxzgoe cooOnieHne HadYMHAET CIy4aillHBIM 3arojOBKOM (BEKTOP
WHUIHAIIA3AIIH, CHHXPOTIOChIIKA) JIUHOW N OWT, MOCie TPOXOXKICHHUS,
KOTOpOro 00a TeHepaTopa raMMbl CHHXPOHU3UPYIOTCS.
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HemocraTkamMu caMOCHHXPOHH3HPYIO3UXCS TOTOKOBBIX INH(PPOB SBIIS-
€TCsI CIEeMyIOIIee:

1) pacnpocrpanenue omuOKu. st Kaxa0ro OuTa mMupporpaMmel, Hc-

Ka)KCHHOTO TpH Tepenadue, pacmu(poBBIBAIONINI IeHEpaTop BBIAACT
N HEKOPPEKTHBIX OMTOB TamMmbl. Cle0BaTeIbHO, U3MEHEHHBIH OUT
BIIMSIET HA BHYTPEHHEE COCTOSTHHE, KaxJ0H omunoke mudporpaMmel
OyZeT COOTBETCTBOBATh N OMIMOOK OTKPBITOTO TEKCTA;

2) mpu morepe O6uta Ci HEOOXOAMMO 3aHOBO IEPEAaTh YacTh COOOIIe-
HUsI, HO B OTJINYHME OT CHHXPOHHBIX IIOTOKOBBIX HTH(POB, CHHXPOHU-
3anns TeHepaTopoB HAMHOTO MPOIIE.

Ho B OTIMYMN CHHXPOHHBIX MOTOKOBBIX MTU(PPOB I'€HEPATOPHI CAMOCHH-
XPOHU3UPYIOMIUXCS MOTOKOBBIX MU(POB MOTYT pabOTaTh HE MOCTOSHHO, a
TOJIBKO HA MOMEHT Iepeadyn cOOOIIeHU.

K HacrosimieMy BpeMEHH CO31aHO OOJIbIIOE KOJUYECTBO aJTOPHUTMOB
MMOTOKOBOT'O NIM(pOBaHUS, TaKWX, Hampumep, kak: A3, A5, A8, MUGI,
PIKE, RC4 u SEAL.

Anroputm RC4* (ot anrmuiickoro Rivest cipher uiau Ron’s code) siBis-
€TCS CMHXPOHHBIM TOTOKOBBIM MIH(PPOM. AJTOPUTM CO3JaH Ha OCHOBE
cemeiictBa anroputMoB RC1-RC3 corpynnukom kommnanuu «RSA Security»
Ponanbnom PuBectom B 1987 romy. B teuenue cemu siet mudp ABIsICT
KOMMEPUYECKON TalHON, U TOYHOE OMUCAHHUE AJITOPUTMA MPEIOCTABIAIOCH
TOJIBKO TTOCTIE MOATIMCAHUS COTJIANICHUS O Hepas3IIalIeHuH, HO B CEHTSIOpe
1994 r. onucanue anropuTMa OBLIO AHOHUMHO OTIIPAaBJICHO B CITUCOK pac-
ceuikn «Cypherpunks»’.

OcHoBHBIE TpenMyIecTBa anroputMa RC4 Beicokas CKOPOCTh padoTHI,
BBICOKasl KPUIITOCTOMKOCTh U MEPEMEHHBIN pa3Mmep Kiroua. TunuyHas pea-
JIU3alus BINOJIHAET 19 MalIMHHBIX KOMaHJ Ha KaxAblid OalT TekcTa.

Anroputm RC4 cTpoutcs Ha OCHOBE reHepaTopa MCEeBAOCTYYalHBIX
outoB. Ha BXom reHeparopa 3amuchiBaeTCs KJIIOY, a Ha BBIXOAE YHUTAKOTCS
ncesocayyaiinpie outel k. JlnuHa Kiaroda MOXkeT cocTaBisTh oT 40 10
2048 6ut*?. TeHepupyemble OUTHI MOCIEAOBATEILHOCTH UMEIOT PABHOMEP-
HOE pacIpe/escHue.

% AnropurM takxe u3BecteH kak ARC4 mimu ARCFOUR.

3! Tlockonbky RC4 siisieTcst ToproBoit Mapkoil kommanuu «RSA Security» u opunnanbHo
aBTOpPaMHU He ITyOJMKOBAJICS, TO JJIsS TOr0, 4TOOBI M30eXKaTh MPETEH3HH CO CTOPOHBI Bila-
Jieliblia Toprooit Mapku anroputm HaszsiBaroT ARC4 unu ARCFOUR (umes B Buiy anrinuii-
ckoe «alleged RC4» — «npeanonaraemsiiiy RC4)

2B CILIA pexomeHayemas JIMHHA KJII04a BHYTPH CTPaHbl cocTaBisieT 128 Out.
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Pucynox 2.40 — Opucm Ceamep (1920-2006), Conomon I'ono6 (1932-2016)
u Pon (Ponanvo) Pusecm (1947-)

IndpoBanne cBOoxMTCS K OHepanuu TraMMUpoBaHWsA. Ha OTKpBITHIN
TEKCT MOCPEJCTBOM ONEpallUd CyMMHUPOBAHHS MO MOAYJIIO 2 (omeparus
XOR) HakaABIBACTCS TeHEpUpYyeMasl MOCIEe0BATeIbHOCTE OUT. B pesyinb-
Tare MOAydYaeTcs mupporpaMma c.

¢, = m®k, (2.20)

PaCHII/I(i)pOBI)IBaHI/Ie TCEKCTa CBOAUTCSA TAKKE K JIBYM onepalusiM: reHe-
pamuy TCEeBIOCIYYaifHONW IOCIEIOBATEIEHOCTH OWT Ha CTOPOHE MONydYa-
TEJSl ¥ HAJIOKCHHS TAaHHOM IOCIeIOBAaTCIFHOCTH HA MU(PPOTpaMMy OISTh
xe nocpenctsoMm XOR.

m, = c®k = cOk Dk 2.21)

I'maBHast yacTh aNrOpUTMa — 3TO TEHEPATOP IICEBIOCITYYaifHOH Mocieno-
BaTEJIBHOCTHU, OJHO3HAYHO ONpPEEIIeMbIi KIFOUOM MIH(POBAHUS.
Anroput™m paboThl TeHEpaTopa MCeBAOCTydaifHON OUTOBOM MmocienoBa-
tenbHOCTH B RC4 cocTouT M3 IBYX 2Tamos:
— anroputM KSA® — nepBbIM U OCHOBHBIM 3TaliOM B FEHEpaTope siB-
aseTcst peanusanus GyHKIUI HHUIMATIN3alUu1, KOTOpask UCIOIb3YeT
KJIIOY HepCMCHHOﬁ JJIWHBI OJIs1 CO3JaHUuA Ha4aJIbHOI'O COCTOsAHUSA T'C-
HepaTopa KII0YeBOro IMoToka. Ha 3ToM 3Tame npou3BOANTCS HHUIU-
anu3anus TaOJnIB! 3aMeH S.
— anroputM PRGA®*—Ha TaHHOM 9TaIie BEIYHCISIOTCS [ICEBAOCTy YaiHbIe
qHcia.

3 Key-scheduling algorithm.
* Pseudo-random generation algorithm.
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Pucyrnoxk 2.41 — I'enepamop xnouegozo nomoxa RC4

Anroputm RC4 sBisieTcss akTHYECKH KJaccoM aJIrOPUTMOB, OINpee-
JSIEMBIX Pa3MepoM ero 0ioka. DTOT mapameTp N SBISACTCS pa3MEPOM CIIOBA
115 anroputMa. OObIUHO, N = §, HO €ro MOXKHO KaK yMEHbIIATh, TaK U yBe-
nuuuBath. Tak mpu n = 4 31eMeHTOB B S-010Kke 16, mpu n = 8 31IeMEHTOB
B S-Onoke 256. Ilpu yBenmW4yeHWH n, JOIMYCTHM, JO 16 OWUT, 3JEMEHTOB B
S-6moke ctaHOBHTCS 65 536 M COOTBETCTBEHHO BpeMsl HA4YaIbHOH HTepa-
uuu Oynet yBenudeHo. OnHaKo, BO3pacTEéT U CKOPOCTh MHU(POBAHHUSL.

MaccuB, wucmonb3yeMmblii Kak TabOiauna 3aMeH, HasbiBaeMas S-Ooxc,
nmony4yms o0o3HavueHHWe Kak S. B kaxapli MOMEHT BpeMeHW Tabnuma S
COICPKUT BCE BO3MOXKHBIC N-OMTOBBIC YHCIIA B TIepeMeIIaHHOM BHe. KoH-
KpeTHasl IepecTaHOBKA 3HAUCHHN B TaOJHIE OmpeaeseTcs KIodoM. Tak
KaK Ka)XJbI 27IeMeHT TaOJIuIbl IPUHUMAET 3HaUeHUs1 B poMexyTke 0 10
255 (mpu n = §), TO €ro MOXXHO TPAKTOBAThH JBOSIKO: THUOO KaK YHCIIO, TNO0
KaKk HOMep ApyToro >JIeMeHTa B TaliuIe.

Hanpmmep, nOnst n = 8 S-B0KC MOXeET OHTB IOJYYEH IO HMXe-
NPpMBENEeHHOMY alll'OPUTMY.

int keyLength = key.Length;
for (int i = 0; i < 256; it++)
{

S[i] = (byte)i;

}

int j = 0;

for (int i = 0; i < 256; i++)

{

j = (3 + S[i] + key[i % keyLength]) % 256;
S.Swap(i, 3j);

}
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[Tocne Toro, kak TabiuIa S MOATOTOBJICHA, MOXHO HAauyWHATH TeHEpa-
WO CITYYalHBIX N-OUTOBBIX CIIOB.

Hanpr/mep, aJjda n = 8 c.nyuar?n—loe BOCBMUOUTHOE CJIOBO MOXeT
BEITE IIOJIYy4YeHO I10 HMXEeINPUMBEOJEHHOMY AaJITOPUTMY.

(x + 1) % 256;

(y + S[x]) % 256;
Swap(x, y);

= S[(S[x] + s[yl) % 256];

X
y
S.
z

[lony4yeHHOE 3HaUE€HUE Z MOKET UCIOIb30BaTHCS B KaU€CTBE KJIKOYa IS
mUppPoOBaHUS OUEPEIHOr0 0JI0OKa BXOIHOI0 MOTOKA JaHHBIX.

Anroputm mudposanus RC4 nmpuMeHsieTcs B HEKOTOPBIX IIUPOKO pac-
MPOCTPaHEHHBIX CTAaHAApTaX W MPOTOKOJNAX IIH(poBaHUSA (HApUMED,
WEP, WPA, SSL u TLS).

CrnenyeT oTMETUTH, uTO B anroputMe RC4 Obl1o 0OHapyKEHO MHOXKE-
CTBO ys3BUMOcTed. OHU B IIEPBYIO OYEpENb CBSI3aHbI C UCIOIb30BaHUEM HE
CIIy4yalHBIX WJIM CBSI3aHHBIX KIIOYEH M CUTyallMed Korja OJUH KIJIIOUeBOM
MOTOK MCIONB3YyeTCcsl MOBTOpHO. Hampumep, Takas mpoOiemMa KpUITOTpa-
(buveckn He CTOMKHMM czenana mpotokos WEP.

[To cocrosinuio Ha 2018 ToJ CymIecTBYeT MPEATIOIOKEHUE, YTO HEKO-
TOpBIE TOCYJApCTBEHHBIE KpUNTOrpaduieckiue areHTCTBa MOTYT 00JiajaTh
cnocoOHocThiO Hapymath RC4 mpu ucnonb3oBaHuW B mpoTokoine TLS.
IETF onmy6nukoBana RFC 7465, uyTo0bl 3anpeTuth ucnoiab3oBanne RC4 B
TLS; Mozilla u Microsoft BEITyCTUIIN aHAJIOTUYHBIE PEKOMEHJAIUH.

brino crmenmaHo HECKOIBKO TOMBITOK ycHIHUTh anroput™ RC4. Takumu
aJITOpUTMaMU CcTaiu, B yacTHocTH, Spritz, RC4A, VMPC, u RC4+,

Bonpocsl 17151 CAMOKOHTPOJISA

UYro Takoe cUMMETpUYHAs KpUITOCUcTEMA?

Jlig 9ero Hy»XeH KpUnTorpapuyecknii K4 B KpUITOCHCTEMe?

3. MoryT 11 B KauecTBE MOTOKOBBIX MH(POB UCIIOIL30BAThCS OJIOUHBIE
mudpo?

=

% Bcee araxu Ha WEP ocHoBaHbl Ha Hemocrarkax mudpa RC4, Takux, Kak BO3MOXKHOCTb
KOJUIM3HI BEKTOPOB HHUIMAIN3AUU U H3MEHEHHUS KaapoB. [ Bcex THIIOB aTak TpebyeTcst
MPOBOAMTH MEpPEeXBaT U aHAJIM3 KaJpoB OECIpPOBOJHOM ceTu. B 3aBHMcMMOCTH OT THIA aTaku
KOJIMYECTBO KaJpoB, Tpebyemoe aiis B3JioMa, pa3inuyHo. C MOMOIIBIO IPOrpaMM, TAKHX Kak
Aircrack-ng, B3nom 6ecripoBosnoii cetu ¢ WEP mudpoBanieM ocyiiecTBiseTcs 0O4eHb Obl-
CTPO U He TpeOyeT CrelHalbHbIX HaBBIKOB.
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8.

0.

4. Kakue OCHOBHBIC ONEpaliy MpeoOpa3oBaHUs JIe)KaT B OCHOBE CHUM-

METPUYHBIX KPUTITOAITOPUTMOB?

Uro Takoe cetb DelicTens?

75 9ero ucnonb3yroTCs NOACTAaHOBOYHO-IIEPECTAHOBOYHBIE CETU?

Kaxkune anroputmsel pa3paboTaHa Ha ocHOBe KpunToanroputma AES?

Uro cumTaroT c1abblM MECTOM KpPUNTOTPadUyYecKoro alropurMa

I'OCT 28147-89?

9. Ckonbko OMT MHpoOpManuu OyAeT MOTEPSHO MpH pacliuppoBaHUU
mudporpaMMBl IIPH TOTEPE OTHOTO MPEANOCICAHEro OuTa mudpo-
TPaMMBI B CAMOCHHXPOHU3UPYIOIIEMCS TIOTOKOBOM IIU(ppe?

10. B ueM 3akit04aroTcs OCHOBHBIE YA3BUMOCTHU npoTokosna WEP?

% N o
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13.TOCT 28147-89 «Cuctembl 00paboTku mHGOpMAaHK. 3aIlUTa KPUIITO-
rpaduyeckas. AITOPUTM KPUITOTPa(hUuIecKOro npeodpa3oBaHmsd
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IVIABA 3. CUCTEMbI KPUIITOI' PA®OUUN C OTKPBITBIM
(IIYBJIUYHBIM) KJIIOYOM

Kniouesvie cnoga: acuMMeTpUuHas KPHUITOCHCTEMa, OZHOCTOPOHHSIS
(GyHKLHUS, OJHOCTOPOHHSS (PYHKIHMS C CEKPEeTOM, MyOINYHBIA WIIN OTKPbI-
TBHIH KJIFOY, CEKPETHBIN KJIIOY, HHBEPTUPOBaHHAS (QyHKIHS, XOII, XIMIHPO-
BaHME, IIMNTHYECKAs] KpuBas, anroput™ Judou-Xemnmana, kiodeBas u
OeckitoueBasi XoI-QYHKLIUSA, KpUNTorpapuyeckas CTONKOCTb, KOJIIH3US,
HeoOpaTtuMast (QyHKIHUS, 3JIeKTPOHHO-IIU(POBas MOAMUCH, KBATU(PUIUPO-
BaHHas u mpoctas OLIL.

3.1 Onnocropornue GyHKUUU U PYyHKIMU-IOBY KU

XX BeK OTMETHWJCA TOSABJICHHWEM HOBOTO THIIA KPUITOrpapHUECKHX
CHUCTEM — CHCTEM JIHMIIEHHBIX TPOOJIeM Mepenavyd Kirouya MUGpOBaHUS
MEXIy OTIpaBHTEIEM W MONydaTeJIeM KpUNTOrpadudyeckd 3amudpoBaH-
HBIX cOOOMmEeHNN. TakKUMH CHCTEMaMU CAIU AI20PUMMbl WUDPOGAHUS C
OMKPLIMBIM (UNU, YO Doee NPABULLHO, NYOIUYHBIM) KIIOUOM.

B ocHOBYy maHHBIX KpunTorpaguueckux mIpeoOpa3oBaHUil IMOJOKEHA
unes, npeioxkennas Y. Jluppu u M. XeIMaHOM O pa3[esieHuu KIrouda s
mudpoBaHUsS W KIOYa IS pacmIugpoBBIBaHUSA cooOmeHus. Ecim Mbl
MOKEM O00ECIeYUTh HEBO3MOXKHOCTD MONYUYESHHs KIto4a JiJis paciugpoBa-
HUSI U3 KJIo4Ya JUisl UG POBaHUSI, TO CTAHOBUTCS BO3MOXKHBIM ITOCTPOCHHUE
JOCTaTOYHO HAJSKHBIX KPUITOrpaQUUCCKIX CHCTEM M OTHAaJaeT HEoOXO-
IUMOCTBH XpaHCHHs B TaiiHe Kirroda mmudpoBaHus. COOTBETCTBEHHO, BO3-
MOXKHO CIIEJIaTh IMYOIMYHBIM CBOU KIIOYU IS ITA(GPOBAHUS, YTOOBI KA IbIH
3aMHTEPECOBAaHHBIN MOT UM 3amuppoBaTh coodieHue nis Bac (oTcrona u
MOIIJIO Ha3BaHHUE — MyOIMYHBIA WM OTKPHITHIN Kirod). OpHako pacmmug-
pOBaTh COOOIIEHNE MOXKET TOJNBKO BIIAJEINel] KI0Ua, Y KOTOPOTO €CTh €ro
BTOpasi MOJOBHHA — CEKPETHBIH KITI0Y IS paciindpoBaHusI.

Bazucom 115 MOHWMaHUS MONYYEHUsI CEKPETHOTO M IMyOIMYHOTO KITO-
4eil mosioskeHo BBegeHHoe B 1975 roxy Auddu n XenmaHoM MOHSITHE OTHO-
cTopoHHel (yHKITMHU (one-way function)'.

! HecMOTpst Ha MHOT'OJICTHIOIO pabOTy MaTeMaTHKOB, HCTHHHAS OJHOCTOPOHHSS (BYHKLHS
Tak U He HaiijeHa. OJHAKO, 4acTh CBOWCTB ATOM THIOTETUYECKON (YHKIMU 10CTATOY-
HO YCIICUIHO HCIIOJIB3YeTCsl B Kpunrorpadpuu. Hampumep, Takoe CBOWCTBO KakK CIIOXKHOCTh
(TOYHEEe KJIaCChl CIIOKHOCTH) BBIYMCIICHUS MPSIMOI M MHBEpTHpOBaHHON (pyHkumil. U ecan
CJI0)KHOCTh BBIYHCICHHSI MHBEPTUPOBAHHOW (DYHKIUU CTAHOBUTCSI OOJIbIIE COBPEMEHHBIX
BBIYHCIUTEIBHBIX BO3MOXKHOCTEH, TO €€ MOXKHO IIPUMEHHUTH KaK yYCIOBHO OJHOCTOPOHHIOKO.
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OnHOCTOpPOHHEH Ha3bIBaeTCs Takas MaTemarndeckasi pyHkus F(X)—Y,
oOanaromasi AByMsl YHUKAJIbHBIMHA CBOWCTBAMHU:

— CYLIECTBYET MOJMHOMHAIBHBIA aJTOPUTM BBIYUCICHHS 3HAYCHUUN

F(x);
— HE CyIIeCTBYET TMOJWHOMHUAIILHOIO AaJTOPUTMa WHBEPTUPOBAHUS
¢ynknuu F, T.e. pemenus ypapaenus F(X) =Y otHocurensHO X.
Oyukius HeoOXoauMa [UIsl TMOHHUMaHUs mporecca. OgHAKO B TaKOM
BUJie Takasg (QyHKIHS NPUMEHEHHWs He Hauuta. Jpyrum moHsTueMm, Oonee
OMU3KMM K TOHSITHSAM, MPUMEHSCMBIM B TPaIUIMOHHON Kpumrorpaduu,
SIBIISICTCS [TOHSTHE OJJHOCTOPOHHEH (QYHKIINU C CEKPETOM?.
OnHocTtopoHHe# ¢yHkuuei ¢ cekperom K HazpiBaeTcs Takas QyHKUIHSA
F (X)—Y, 3aBucsmas ot napamerpa K u obnajgaromas Tpemsi CBOWCTBAMHU:
— npu mobom K cymecTByeT MOMTMHOMHUANBHEIN aJTOPUTM BBIYHCIIC-
Hus 3Havenui F (X);

— 1pu Heu3BecTHOM K He cylIecTByeT MOJWHOMMAJIBHOTO ajJropUTMa
uHBepTHpOBaHUs F;

— 1pu u3BecTHOM K CyIIecTBYeT MOJMHOMHUAIBHEIN aJrOpUTM HHBEP-
TUpoBanus F .

Kak pa3 cekper K u BbICTymaeT B poiu Kiroua paciudpoBaHus.

Jns xkpuntorpaduu MOCTPOSHO MHOKECTBO (YHKIUU, KOTOPHIE MOTYT
CUNTATHCS OMHOCTOPOHHHMH C CEKPETOM. DTO O3HAYAET, UTO JJIS HUX BTO-
poe CBOMCTBO MOKa CTPOTO HE JOKa3aHO, HO M3BECTHO, UTO 3a/a4ya WHBEP-
TUPOBAHUS YKBUBAJICHTHA HEKOTOPOW TPYAHOW MaTEeMaTHYECKOW 3ajade u
HE pellacMa Ha COBPEMEHHOM TEXHHYECKOM ypoBHE. CTOHT TakKe OTMe-
THUTb, YTO [UUISI HEKOTOPBIX TakuX (YHKIUH MaTeMaTHKaMH YK€ HailJIeHBI
WHBEPTUPOBaHHBIC (DYHKIIMU W UX NMPUMEHEHHE B KpunTorpapuu He obe-
CIICYMBACT 3AIIUTY UHPOPMAIUH.

B nocnennee Bpemsi Takue KPUNITOCUCTEMBI CTANIU €IIe HA3bIBATh aCHM-
METPUYHBIMU, TaK KaK B HUX €CTh aCHMMETpPHUS B aJIrOPUTMax MIH(PO-
BaHHSA W JmemnppoBaHusA. B oTIMUmMe OT TakWX CHUCTEM TpPaIUIIMOHHBIC
mudpsl ¢ OTHUM CEKPETHBIM KIIFOUYOM CTAJH HA3bIBATh CHMMETPHYHBIMH.
JJisi aCHMMETPHYHBIX CUCTEM QJTOPUTM IMIH(POBAHUS OOIICU3BECTEH, HO
BOCCTAaHOBUTH TI0 HEMY alTOPUTM JemU(POBaHUS 3a MOJIMHOMHATBHOE
BpeMsI HEBO3MOKHO

2 MHorza erie yrnoTpeOnsoTes TepMUHBI (GyHKIINS C JIOBYIIKON, QYyHKIUS OMYCKHOM JBEpH
(anrnuiickoe Ha3BaHue: one-way trap-door function).
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3.2 Kpunrtocucrema RSA

Jlaypeatamu mnpemun ThropuHTra 3a pa3pabOTKy aJrOPUTMOB acCH-
METPUYHOTO MHUGPOBAaHUS TO MpaBy Ha3biBarOT Yurdhumga dudpdu u
Mapruna Xemnmana. OgHako B cBoeMm anroputme 1975 roma oHu He mipe-
JIOXKHJIA OJHOCTOPOHHEH (pyHKINU, YIOOHOM ISl pearn3aiuu.

Ot10 6bLIO caenano B 1977 roay TpoWKOW, HABEPHOE CaMbIX M3BECTHBIX
marematnkoB XX Beka: Ponampgom Pusectom, Ommu [llamupom u Jleo-
Hap#HoM AjieMaHoM u3 MaccadyceTcKoro TEeXHOJOTHYSCKOTO HHCTHUTYTA.
[IpemyioxkeHHAsT MU CHCTEMa HAa OCHOBE (DYHKIIMM BBIYHCICHHS OCTaTKa
LEJIOYUCIICHHOTO JICIICHUST OKa3allach YPE3BBIYAITHO MPAKTUYHOW, a TaKKe
MOJTy4Ynya MHUPOKOE PAacCIpOCTpaHCHNE IOA Ha3BaHUEM «cmcTteMa RSA» —
IO TIEPBBIM aHTIIMHCKUM OyKBaMm (paMUIHHA aBTOPOB.

B ocHoBe anroputMa UMeEIOTCS JBa KJI0Ya: MyONMUYHBIA U CEKPETHBIM.
Juist uX TOJTy4YeHHs] HEOOXOIUMO BBITIOJIHUTE CIICAYIOIIHE NeHCTBUS:

— B34ThH J1Ba OOJNBIINX MPOCTHIX YKcia p and q;

— ONpPENeNUTh N, KaK pe3ylbTaT yMHOKEHHS p on q (n = peq);

— BBIOpaTh CiIydYailHOE YUCIIO, KOTOpoe HazoBeM d. DTO YHCIO JOJIK-
HO OBITh B3aMMHO MPOCTHIM (HE UMETh HHU OJHOTO OOIIEeTO JACIUTEN,
kpome 1) ¢ pesynsraTrom yMHOXeHUs (p-1)°(q-1);

— ONPEAENUTh TAKOE YHCIIO €, i1 KOTOPOro SIBJSETCS UCTUHHBIM Clie-
nyrotee cootHomenue (ed) mod ((p-1) * (q-1))=L1.

Hanee gucna € U n MPUHUMAIOTCS KaK ITYONUYHBIH WM OTKPBITHIH

kit04. COOTBETCTBEHHO, YHciIa d M N MPHHIMAIOTCS KaK CeKPETHBIH KITI0U.

Jnst Toro, yToObl 3amudpoBaTh JaHHBIE TIO OTKPBHITOMY KIIOUY {e,n},
HE0OXOIMMO CIIeAYIOIIee:

— pa3ouTh mHdpyeMbIil TEKCT Ha OJOKH, KaXKIbIH U3 KOTOPBIX MOXKET

ObITh TpeacTaBieH B Buae uucna M(i) = 0,1,2..., n-1 ( T.e. TOIBKO 110
n-1).

— 3amu@poBaTh TEKCT, paccCMaTpUBAEMBIH KaK IOCIECIOBATEIFHOCTh

gucesn M(i) mo gpopmyie

C(i) = M(i)’mod n. 3.1

Uro6b! paciiudpoBaTh 3TH JaHHBIC, HCIIONB3Ysl CEKPETHBINA Kitod {d,n},
HCO6XOI[I/IMO BBITIOJTHUTD CJICAYIOUIUE BBIYUCIICHUS:

M() = C(i)'mod n. 3.2
B pesynbraTe OyAeT monydyeHO MHOXKeCTBO uncen M(i), KoTopsle mpen-

CTaBJISIIOT COOOM MCXOMHBIN TEKCT.
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puMep: sBaumppyem wu pacumppyem coobmenme «CAB» no
anropmuTMy RSA. [InsT nDpocTOTH BOBbMEeM HebonabmMe uwmuciIa —
STO pacueTH CHejlaeT Npole M IOHSITHee.

1) Baibepem p = 3 m g = 11.

2) OmpepenuM n = 3ell= 33.

3) Hampem (p-1)¢(g-1) = 20. CrnemoBarensHo, d GymeT paBHO,
Hanpumep, 3: (d = 3).

4) BriBepeM umcio e mno ciuegywumen bopmysne: (ee3) mod 20 =
1. 3BmaumrT e 6BymeT paBHO, Hamnpumep, 7: (e = 7).

5) IlpencraBuM umppyeMoe cooblieHMe KaK IOCJefoBaTeNb-
HOCTBL umcen B gamanasoHe or 0 mo 32 (He B3BabGmBanTe, UYTO
KOHYaeTcsa Ha n-l1l). Bykea A =1, B = 2, C = 3.

MMuTHMpyeM pa6oTy oTnpaBuTenst coobmeHmss u  sBaumbpyem
coobleHne, MCHONB3YS OTKPHTHN kijou {7,33}

Cl (37) mod 33 = 2187 mod 33 = 9;

c2 (17) mod 33 = 1 mod 33 = 1;

C3 = (2') mod 33 = 128 mod 33 = 29;

Janee wuMuTHMpyeM paboTy mojiydaTenss coobmeHuss m pacumb-
pPyeM IaHHHE, MCHONBBYSI BaKpPHTHN kiwou {3,33}.

Ml = (9°) mod 33 = 729 mod 33 = 3 (C);

M2 (1) mod 33 = 1 mod 33 =1 (B);

M3 (29°) mod 33 = 24389 mod 33 = 2 (B).

Ha camoMm pnene, m3moXeHHBIH crmoco® mudpoBaHUs OYeHb ciaald u
HUKOT/]a He Hcroiib3yercs. [IpuynHa mpocta — 3TO BCEro JIMIIb MOHOAI-
(aBUTHAs MOJICTAaHOBKA — OfHA U Ta e OykBa OyaeT mudpoBaThCs OAHUM
U TeM ke umcioM. Takwe mudpsl OO HAyYHINCh B3JIAMBIBAThH CIIE B
MPOIIJIOM THICSYENeTHH. KpUNTOAaHATHTUTHKY Jla)xke He HYXKHO BBISCHSITH
KIIIOYH — OH JIemu(pyeT cooOIIeHne, TaXke HEe 3Has O KIoYax.

Haubonee 4acTo HMCHONB3yeMBbIM B HACTOSIIEE BpeMs SBISCTCS CMe-
HIaHHBIA alNTOPUTM INU(POBAHMS, B KOTOPOM CHauyaia alroputMom RSA
mHppPyeTcss CEaHCOBBIN KII0Y, a IIOTOM YX€ C €ro MOMOIIBI0 yYaCTHUKH
mudpyroT CBOU COOOIICHUST CHMMETPUYHBIMH cHCTeMaMu, Harpumep AES.
[Nocie 3aBepmieHMS ceaHca CEaHCOBBIN KITIOY, KaK MIPABUIIO, YHIUTOKACTCA.

B aBrycte 1977 roma B komonke «Maremarnueckue UTpbD» MapTuHa
lapnuepa B xypHane «Scientific Americany, ¢ paspemenus Ponambna
Pusecra, nosBuiiocs nepeoe onucanue kpunrocucrembl RSA. Unrarensm
TaK)e OBLJIO MPEJIOKEHO pacimudpoBaTh aHTITUHCKYIO (pasy, 3amudpo-
BaHHYIO OMHCAaHHBIM aJTOPUTMOM:
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9686 9613 7546 2206
1477 1409 2225 4355
8829 0575 9991 1245
7431 9874 6951 2093
0816 2982 2514 5708
3569 3147 6622 8839
8962 8013 3919 9055
1829 9451 5781 5154

Pucynox 3.1 — IIpumep wiughpocpammer Pona Pusecma

Cam Pon PuBect cumran, 4To qanaoe cooOrmieHue, 3amudpoBannoe 425
OUTHBIM KJIFOYOM, MOXKET OBbITh pacuudpoBano 40 KBaJIpHUIUIMOHOB JieT . 3a
pacmudposanue coodnienne Por Pusect npemnoxun 100 nommapos CIHIA.
Onnako, Bcero uepe3 15 yet manHOoe cooOmieHHe ObLIO pacuIugpOBaHO
rpymnoi 600 suTy3uacto Ha 1600 DBM B TeueHHe BCEro JIMIIB TOIyTroaa’.

Pasmep kitoua B anropurme RSA cBszan ¢ pasmepoM moayns n. [Isa
qucia p U , MPOU3BEICHHEM KOTOPBIX SIBIISCTCS MOXIYIb, JOJDKHBI HMETh
MPUOIIN3UTEIBHO OAMHAKOBYIO JUIMHY, TOCKOJIBKY B 3TOM Cllydae HaWTH
COMHOKHUTENH ((paKTOPHI) CIOKHEE, YeM B CIIydae, KOT/ia JTIHA YUCEI 3Ha-
YUTENBHO pasnudaercs. OnHAKO, €ClNM JABa YHCIAa YPE3BbIUANiHO ONM3KH
IpYyT K IPYyTy WU UX Pa3HOCTH ONHM3Ka K HEKOTOPOMY MPEIONPEACICHHOMY
3HAQUEHHIO, TO BO3HHKACT MOTEHIIMAJIbHAs yTrpo3a Oe30MacHOCTH, OTHAKO
Takas BEPOSTHOCTh — OJM30CTH ABYX CIyYaifHO BBIOpAaHHBIX YHCEN —
HE3HAYUTENbHA.

OnTuManbHBIA pa3Mep MOLYIS OIpeneNsieTcss TpeOOBaHUSIMH Oe30mac-
HOCTH: MOAYJb OOJBIIEro pasmepa obecrnednBaeT O0IbIIYI0 0€30MaCHOCTS,
HO W 3aMemisieT paboty anroputma RSA.

JnrHa MOy BBIOMPAETCs B MEPBYIO OYEpEh Ha OCHOBE 3HAYMMOCTH
3aIIUIIAEMBIX JAHHBIX W HEOOXOAMMOHW CTOMKOCTH 3alIUINCHHBIX JaHHBIX
U BO BTOPYIO OUEPEAb — HA OCHOBE OLIEHKH BO3MOXKHBIX YI'DO3.

[IpoBenennast eme B 1997 romy oleHKa Mokaszana, 4To S512-OMTHBIN
K04 RSA MoxeT ObITh BCKPHIT ((DaKTOPHHTOM) 33 OJUH MUJUIHOH JOJN-
napoB CIIA wu Bocemb MecsneB paboThl. B 1999 romy 512-OMTHBIN KiTrOd
OBILJT BCKPBIT 32 CEMb MECSIIEB M 3TO 03HAYAET, UTO S512-OMTHBIC KITIOUH YXKE

3 AHQJIMTUKH, OHAKO, CUUTAJIN, YTO JUIS ACMIU(POBAHKS COOOLICHHUS HA KOMITBIOTEPAX TEX
neT pocraroyHo Beero ymmb 20 000 er.

4 Best 9Ta HCTOpUs ObIIa IPEKPACHBIM PEKJIAMHBIM X0/10M JUIst PuBecta, Aiemana u [llamu-
pa, 3amaTeHToBaBIINX RSA, n nmonyunBmux B pesynasrare $900 MitH. npuObUIH.
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HE 00eCHeYMBAIOT OCTATOYHYIO 0E30IacHOCTDH, 32 HCKIIOUCHHEM OYEHBb
KPaTKOCPOYHBIX 3aJ1a4.

B nactosmee Bpemsi Jlaboparopus RSA pexomeHnyeT ais OOBIYHBIX
3aja4 ko4 pasmepoMm 1024 Guta, a i 0cob0 BaxkHbIX 3axauy — 2048
OUTOB.

CrnenyeT Takke OTMETHUTh, UTO pa3Mepsl Kitoueil B kpunrocucreme RSA
(a Takke W B IPYrHX KPHITOCHCTEMaX C MyONMYHBIM KIFOYOM) HAMHOTO
OoJbIIe pa3MepoB KIIOUCH CHCTEM CHMMETPUYHOro mudpoBanus. OmxHAKO
HaJIeKHOCTh KJifoua RSA HaMHOTO MeHbIIe HaJeKHOCTH KJII0Ya aHaJIOTHY-
HOW IJIMHBI CAMMETPHUYHON CHCTEMBI IIU(PPOBaAHUS.

Anroput™m RSA sBnsgercs, noxanyi, OJHUM U3 CaMbIX paclpOCTPaHEH-
HBIX Ha TEKYIIMH MOMEHT KPHUIITOAJITOPHTMOB U UCIIONB3YETCS B OOIBIIOM
quclie Kpunrorpadpuveckux npuioxkenni, Bkirwouas PGP, S/MIME, TLS/
SSL, IPSEC/IKE 1 MHOTHX ApYyTHX.

3.3 KpunrtocucremMbl, 0CHOBAaHHbIE HA JJIUNTHYECKUX KPUBBIX

OIMNTHYECKUE KPUBBIE SBIAIOTCS JOCTATOYHO XOPOIIO HM3YyUEHHBIM
MaTeMaTH4eCKUM anmnapatoM. JpeBHEHIIUM JOUISAIIMM J0 HAlllero Bpe-
MEHHU MCTOYHHMKOM, B KOTOPOM PacCMaTpPUBAIOTCA TaKHe KPUBBIC, SIBISETCS
«ApudmeTuka» apeBHerpedeckoro maremaruka Jlmodanrta. OmgHako [0
KoHIIa XX BEKa OHM HE MPEACTABIISIIN MPAKTUYECKON [IEHHOCTH. Bcé n3me-
HIWIOCH B 1985 Toxy.

B 1985 romy HesaBucuMo mpodeccopoM MaTeMaTHKW BamnHrTOH-
ckoro yHupepcutera Hunom KoOmmmnem (Neal Koblitz) m maremaTukom
nccnenoBarenbckoro neHtpa IIpuacronckoro wmHeTuTtyTa IDA BukTopom
Mumnepom (Victor Saul Miller) Ob110 MPEIIOKEHO HCIONB30BATH B KPHII-
Torpaduu anredpandeckue CBOWCTBA AIUIMNTHYECKHX KpuBbIX. C 3TOro
MOMEHTa Ha4aJIOCh OypHOE Pa3BUTHE HOBOTO HAIlpaBJICHHS KpUIITOTpaduH,
JUTST KOTOPOTO HCIIONIB3YETCS TePMUH «KPHITOTpadus HA DIUIANTHICCKUX
KPUBBIX).

OtkpeiTe KobOnuHua-Mmuiepa MOMOIJIO CO3JaTh  DIIJIUINTHYECKUE
BapuaHTel anroputMoB Juddu-Xeanmana, Onp-Iamans, MQV, DSS,
I'OCT P 34.10-94, koropble W3HAYAJIHHO WCIOIH30BAIH MYJIBTUILINKA-
TUBHYIO TpYIIy KOHEYHOro mnois. B pesyibraTe HOBBIE alropuTMbl (3a
uckmoyenneM 'OCT) nonyumin npeduxc EC unu ECC — Elliptic Curve
Cryptography: ECDH, EC ElGamal, ECMQV, ECDSS, a poccuiickuii
I'OCT P 34.10-94 tpanchopmupoBasics B 'OCT P 34.10-2001 (a motom B
0osee HanexHbI 34.10-2012).

266



B kpunrorpaduu Ha SIUIMNTHYECKHX KPHUBBIX POJIb OCHOBHOW KPHII-
TOrpaUIECKON OMeparuy BHITIONHSIET ONEpaIusi CKaJIsIpHOTO YMHOXCHUS
TOYKH Ha SJIJIUNTHYECKOW KPUBOM Ha JaHHOE IIE€JI0€ YHCIIO, OTpeesieMast
yepe3 Oomepamuu CIOKEHHS W YJIBOCHHS TOUYEK DJUTUNITHYECKONH KPUBOW.
[Tocnennue, B CBOIO O4epenb, BBHITIOIHSIOTCS Ha OCHOBE OMNEpAIUi CIIOXKe-
HUSI, YMHOXXCHUST U WHBEPTUPOBAHHS B KOHEYHOM IIOJIC, HAJI KOTOPHIMU
paccmarpuBaetcs kpuBasi. OcoObIii HHTEpPEC K KPUITOrpapuu SJTHITHYC-
CKMX KPHUBBIX OOYCJIOBIIEH TEMHU MPEUMYIIECTBAMU, KOTOPHIE aeT €€ Mpu-
MEHEHHE B OECITPOBOHBIX KOMMYHHUKAIIUSAX — BRICOKOE OBICTPOJICHCTBHIE U
HeOoIbImIasl JIUHA KII0Ya.

Pucynox 3.2 — Hun Koonuy (1948) u Buxkmop Munanep (1947)

Kak moHsTHO M3 Ha3BaHUS, B OCHOBY KpUITOrpaduH HA HIITUITHICCKUX
KPUBBIX IIOJIOXKEHbBI JIMNTUYECKHUE KPUBbIE. DIUIMITUUECKUE KPUBBIE —
9TO He AuuIckl. OHU TaK Ha3bIBAKOTCS MPOCTO IOTOMY, YTO OIUCBHIBAKOTCS
KyOW4eCKUMH YPaBHEHHSMH, TOJOOHBIMH TeM, KOTOpBIE HCHOJIB3YIOTCS
JUISL BBIYMCIIEHUS KPUBOM U 3JUIMIICA.

B oOmem ciayuae kyOMUecKue ypaBHEHUS sl SJUIMITUUYECKUX KPUBBIX
HaJl KOHEYHBIMH TOJISMH UMEIOT BUL:

y? +axy + by = x* + cx?> + dx + e, (3.3)

rae a, b, ¢, d U e SABJISFOTCS ACHCTBUTEIBHBIMU YHCIIAMH, yIOBJICTBOPSIO-
IMUMU HEKOTOPBIM ITPOCTHIM YCIIOBUAM.

D10 ypaBHeHHe E MOXET paccMarpuBarhCs HajJ TMPOU3BOJBHBIMHU
IOJIsIMH M, B 4aCTHOCTHU, HaJd KOHCYHBIMHU IIOJIAMU F, npeaACTaBJIAIUMHA
JU1s Kpurtorpadun ocoObIit HHTEpEC.
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Y =x-4x+0 y=x+2x+1

> 0
5 5
A 0 2 4 6 T2 [) 2 4 6
X X
Y=xi-ax+2 y2=x*+3x+3
10 10
5 § /
=0 C ~ 0 < :
5 5
T2 0 2 4 6 e 0 2 4 [
M X
Y= +0x+0 Y =x*-3x+2
10 10

o0 - C

2 0 2 4 6 e [) 2 4 6

Pucynok 3.3 — [Ipumepbl epaghukos snaunmuieckux Kpusbix

DITHITHYCCKHE KPUBBIC, MPCACTABJIICHHLBIC Ha ICPBLIX 4-x PUCYHKaAX,
Ha3bIBAOTCA HECUHYIAAPHbIMU WA enaokumu. B To BpEMs KaK JIBC HUXK-

HHUC KPHUBBIC OTHOCATCA K TaK HA3bIBAEMBIM CUHYAAPHBLIM DJUIUNIMUYECKUM
KpUueovlm.

YpaBHEHUE JUTHNITUYESCKON KPUBOH 3a0aHO (POPMYIIOH
yv=x*+ax+b 3.4

nIn

y=1.x’+ax+b.

I'padux maHHOW KPHUBOM CHMMETPUUYEH OTHOCHUTEIBHO OCH alCIHCC.

Toukn ero mepecedeHns ¢ OChIO SIBISIOTCS PEUICHHEM KyOHMYecKOro ypas-
HEHUs
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xX+ax+b=0 3.5

3 2
I[I/ICKpI/IMI/IHaHT JAHHOI'O0 ypaBHCHU B :(gj +(gj .

B nanHo# cuTyanuu BO3MOKHBI TPH PEIICHUS:
— eciu D <0, To ypaBHEHHE UMEET TPH Pa3HbIX JEHCTBUTENbHBIX KOP-
Ha. TunuyaeiMu rpadpukamu OynyT rpaduxu 1 u 3 Ha pucyHke 3.2;
— ecimu D =0, To ypaBHEHHE TpU KOPH:, 1Ba U3 KOTOPBIX OJUHAKOBLI. B
3TOM CITydae UMeeTcs 0codast TOUKa M KpuBas CHHTYJIspHas. Tunnd-
HBIMU TpadukamMu OyayT SBISAThCSA Tpaduku 5 1 6 pucyHka 3.2;
— ecau D > 0, To ypaBHEeHHEe UMeeT OJUH JeHCTBUTENbHBIN KOPEHb U
JIBa KOMIUIEKCHBIX. TunuunsiMu rpaduxkamu OyayT 2 u 4 pucyHka
3.2.
To ecTb kpuBas OyAeT HECHHTYJISPHON MPH YCIOBUH, UTO €€ TUCKPUMU-
HaHT He paBeH 0, UTO B CBOIO OuYe€pe]b HKBUBAJIECHTHO CIEIYIOLUIEMY BbIpa-
KEHUIO!

423+ 270 £ 0 (3.6)

Jist TmafikuxX KpUBBIX, JI00ast mpsiMasi, IPOXOASILAs uepe3 ABE pas3iuu-
HbIE TOYKU KPHBOH IepecekacT ee (KpUBYIO) B eAMHCTBEHHOH Touke. Kpome
TOTO, K JIF000H TOYKE KPUBOH MOYKHO IIPOBECTH TOJIBKO OFHY KacaTeIbHYIO.

Takue cBOMCTBAa KPUBOW MO3BOJSIOT 3aJaBaTh TPYIIOBYIO ONEPALMIO,
Ha3bIBAEMYIO CJI0XKEHHEM TOYEK JILIMINTHYECKOW KpuBoil. Tak cioxeHue
JIBYX TOYEK MOXKHO NPEACTaBUTH Tpaduuecku (pUCyHOK 3.4).

V=t +2x+1

10 R/

P \

K Nesa
=

0 2 4 6
X

Pucynox 3.4 — Ilpumep nonyuenuss mouex P u Q na snnunmuueckou Kpusou
V' =x+2x+1
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Kak BUIHO M3 pUCYHKa, JUISl CIOXKEHHs ToueK P u Q, HeoOX0oIuMo mpo-
BECTH MEXKIy HUMH TIPSIMYIO JHHHIO, KOTOpas OO0s3aTelIbHO TepecedeT
KPUBYIO B KakoW-1u00 TpeTheil Touke R. Jta Touka R OyneT Ha3bIBaThCs
cyMMoil AByx Touek P u Q.

Otpa3zuM TOuKy R OTHOCHTENBHO IOPU3OHTAJIBHOM OCH KOOpAUHAT U
TOJIyYUM UCKOMYI0 TouKy P+Q.

Jns HaxoxeHus koopAauHat Touku P+Q ucnonb3yercs Boipaxenue 3.7.

Xpoo = O — X, — X

P+Q Q

yp+Q = 7yp + a(Xp - XR)9 (3 7)

e o = (¥, = Yp)/(X, = Xp).

OnpeneneHue UIMNTHYECKOM KPUBOM BKIIIOYAET TaK)KE€ HEKMH dile-
MEHT, 0003HauaeMblii O U Ha3bIBAEMBbIH «HECOOCTBEHHBIM JIEMEHTOMY .

OcTanock YTOUHUTH BCErO OAMH HIOAHC. Bce paccMOTpEHHBIE BbILIE
KpPUBBIE OTHOCSITCS K JUIMITHYECKUM KPHUBBIM HaJl BELIECTBEHHBIMM YHC-
nmamu. M 3To IpuBOIUT K HEOOXOAMMOCTH OKPYTIECHHUS U IMOPOKTAEMBIM €€
mpobieMaM — HCTONIB3YSl KPHUBBIC HAJ| BEIICCTBEHHBIMH UHCIAMH, HEBO3-
MOXHO MOJTYYNUTh OMEKIMIO MEXIY HCXOJHBIM TEKCTOM U 3amugpoBaH-
HBIMM JaHHBIMHU. UTOOBI pPEHINTh MPOOJIEMy OKPYIJCHUs B Kpunrtorpaduu
UCIIONIb3YIOTCSL TOJBKO KPUBBIE HAJl KOHEUHBIMHU HOISIMH. DTO O3HAYaer,
YTO IO DJUIANITHYECKON KPHUBOH MOHUMAaeTCs HabOp TOYECK, YbH KOOPAH-
HaThl IPUHAJJIEKAT KOHEYHOMY IIOJIIO.

Jnst CHHTYJSIPHBIX KPUBBIX pEIICHWE OOpaTHOM 3aJaddl 3HAYUTEIHHO
MpOIIie, YeM ISl TIaJKUX KpUBbIX. [loaTOMy B KpunTorpaduu ux mpuMeHe-
HUe KpailHe HexxenarenbHo. Ilockonbky HeyqauHbli BEIOOp IITUNTHYECKON
KPUBOH MOMKET MHOB-JI€ub 3a COOOH CHH)KEHHE O00ecrneunBaeMOro ypOBHS
0€30IaCHOCTH, OPTaHHU3AIMH 10 CTAHJAPTU3AINHN BBIACISIIOT LEIbIC OJIOKH
KPHUBBIX, 00JIAJIAIONINX HEOOXOMMMON HaJEKHOCTBIO. McIonb30BaHNue CTaH-
JTapTU3UPOBAHHBIX KPHUBBIX PEKOMEHIYETCSI M IOTOMY, YTO CTAHOBHUTCS
BO3MOKHOU JTydIIasi COBMECTHMOCTDh MEXKJY Pa3IMUHBIMU peanu3anusiMu
MPOTOKOJIOB MH(OPMAIIMOHHOM 0€30MacHOCTH.

B xpunrorpadun paccMaTpuBaeTCs ABa BHAA MIIUNTHUCCKUX KPUBBIX:

— HaJI KOHEYHBIM IT0JIEM ZP;

— ©axa noixem GF(2™).

VY snnuntuyueckux KpuBbiX Han moseM GF(2™) ecTh 0HO BakHOE Mpe-
UMYIIECTBO, eMeHTHl noist GF(2™) MoryT ObITH JIETKO MPEICTABICHHI B

5 TakyKe 9TOT 3JIEMEHT WHOT/Aa Ha3bIBAIOT («GECKOHETHBIM DIIEMEHTOMY, «HYJICBBIM JJICMEH-
TOMY, KTOYKOW B OECKOHEYHOCTHY).
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BUJIE€ N-ONTHBIX KOJOBBIX CJIOB, 3TO MO3BOJSET YBEIHYUTH CKOPOCTH amla-
paTHOH peanu3alyy SIUITUYECKUX aITOPUTMOB.

Bce maremaTHueckue onepauy Ha JIIUOTHYECKUX KPUBBIX HAJ| KOHEU-
HBIM II0JIEM IIPOU3BOASATCS 10 3aKOHAM KOHEYHOrO IOJIs, HaJ KOTOPHIM
[IOCTPOEHA AJUIMITHYECKass KpuBas. T.e. sl BBIYMCICHMS, HaIpUMED,
CYMMBI JIByX TOYEK KpHBOH E Hal KOJIBIIOM BBIYETOB Z, BCE ONEPALUH IPO-
H3BOZAATCS 110 MOAYJIIO YUCIIA P.

Eme ogHUM BaKHBIM TOHSTHE SJUIMITUYECKOM KpHNTOTpaduu SBIS-
eTcs TOPSIJIOK AJUTUNITUYECKOW KPUBOHM, KOTOPBINA MOKA3bIBAET KOJIMYECTBO
TOUYEK KPUBOW HaJ KOHEUHBIM IOJIEM.

B cmyuae kpunrorpaduu ¢ HUCIOIH30BAHHEM IIHIITHYECKUX KPHBBIX
MPUXOAUTCS UMETh JIEJI0 ¢ PELyUPOBAHHOMN (hOPMOM SINUNTUYECKOH KpH-
BOM, KOTOpast ompeAeisieTcs HaJ KOHEUHBIM mojeM. OcoOblil mHTEpec I
KpHNTOrpaduu MpeiCTaBIsACT 00BEKT, Ha3bIBAEMBIH JUINITHYECKOH TPyI-
HOU MO MOJYJIIIO P, TJ€ P ABJISAETCS IPOCTHIM YHCIOM. DIUIMITUYECKAS] KPH-
Basl HaJl KOHEYHBIM I10JIEM 3a1a€TCAd ypaBHEHUEM

y?=x*+ax + b (mod p). (3.9)

I'maBHO# apupMeTHyeckoll omepanueil B 3JUIMITHYECKOH KpHUITOrpa-
(un sBIsIeTCA onepanus CKaJspHOrO YMHOXEHHSI TOYEK KPUBOH, KOTOpast
[I03BOJIAET OIPENECIUTH TOUKY Q

Q=keP (3.9)

CkansgpHOe YMHOXCHHE OCYIIECTBISIETCS TOCPEACTBOM  HECKOIb-
KX KOMOMHAIMH CIOKCHHS W YIBOCHUS TOYCK ODIUIMITHYCCKON KpH-
Boi. Hampumep, Touka 11°P MoxeT OBITh TpelncTaBlicHa, Kak 11eP =
=2¢(2¢ (2°P)+ P) + P.

INomumoO ypaBHEHUS, BaKHBIM MapaMeTPOM KPHBOH sIBJIsieTCsl Oa3ucHasI
(renepupytomast) Touka G, BeIOMpaemast At K10 KPUBOH OTICIIBHO.

CekpeTHBIM KIIIOYOM B COOTBETCTBHH C TEXHOJOTHEH SJUIHIITHYECKON
KpunTorpaduu sIBISETCS OONBIIOE CIIYYailHOEe YHCIO K, a cooOIIaeMbIM
OTKPBITBIM KIIFOUOM — IIpou3BeieHUe k Ha 6a3ucHyto Touky G.

Ienepanust kmroueid u OOMEH MMM B SJUIMINTHYECKOW KPHUITOTrpaduu
MOT'YT OBITh BBINIOJIHEH M0 cxeMe Jluddu-XemiMana aHAJOTMYHO ajro-
putmy RSA. Crauana BeIOuMpaeTcs OONBIIOE MPOCTOE YUCIO P U Hapame-
TPl YpaBHEHUS KPUBOH. DTO 3a1aéT rpymniy To4eK, B KOTOPOH BbIOMpaeTcs
6azucHas Touka G. Ilpu BeiOope G BakHO, YTOOBI HAMMEHBIIIEE 3HAYCHHE N,
npu kotopoM nG = O, 0Ka3aJ0Ch OYEHb OONBIINM IMPOCTHIM YUCIOM. YpaB-
HEHHWE KpUBOH M Touka G M3BECTHBI BCEM yYacTHHKaM Iporecca. OOMeH
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KIIFOYaMH MEXIy MOTydaTesIeM U OTIIPABUTENSAMHU COOOLIEHUS MOKHO TIPO-
BECTH IO CIIEAYOUIEH cXxeMe:

1) yuacTHUK A BBIOMpaET LEJ0e YUCIO NA, MEHblIee N. DTO YUciIo Oy-
JIET €r0 JMYHBIM CEKPETHBIM KJIIOYOM. 3aTéM Y4YacTHUK A TeHepu-
pyeT oTKpBITHIH K104 PA = nA|G. OTKPBITHIA KIIIOY TPEACTABIACT
c000i1 HEKY10 TOYKY Ha KPUBOH;

2) TOUYHO TaK e y4acTHUK b BbIOMpaeT nTuuHbIi k104 nb U BeIYHCIAET
OTKpBITHII Kitou Ph.

3) YuacTHHK A reHepHpyeT CeKPETHBIN KoY

K =nA x PB, (3.10)
a yyacTHHK b reHepupyer cekpeTHBIN K04
K =nb x PA. (3.11)
@DopMyITBI IJIs1 CEKPETHBIX KITIOUCH JAl0T OMUH U TOT XK€ Pe3yJIbTaT:
nA x Pb =nA x (nb x G) =nb x (nA x G) =nb x PA. (3.12)

UroOBI B37I0MATh 3Ty CXEMY, IPOTHBHHK JOJDKEH OyIET PEHINTh 3a1ady
JTUCKPETHOTO JiorapudmMa Ha KPUBOH, UTO INPENIOTaracTcsl TpyITHOpas3pe-
UMOHN po0IeMOil.

lIpyMep: CreHepMpoBaTE OOWMI KIKNY IS OBYX [NOJb3OBaTe-
me mno cxeMe [Iubpm-XennMaHa, ecnau BHOpaHA SIIUOTHUYECKAS
xpuBast E_ (0, -4) => y? = (x® - 4) mod 211 u wouka P(2, 2).

Torma y=+Vx3-4 mod21l. PeBynbTaToM BHUMCIEHMSI KBaZpPaTHOT'O

211 (

KOPHS IIO MOZAYJ p 6ymyT SBIATBCS [ABa 4YMCia y M P-Y.
Torgma moycTe NOOJBBOBATENbL A BlHOepeT CEeKpPeTHHM KoY C
121. Torpma mnoaes3oBaTens A Bruuciaser 121P = 121(2, 2)
(115, 48). IonepsoBaTenk A mnepejaeT MNoJL3OBaTeNl B cBOM
OTKPHITEIM KJIOW — Touky (115, 48).

lIycTe nonesoBaTents B Bu6epeT cexpeTHmM kiiod d = 203.
Torma noas3oBaTens B Beaumciaser 203P = 203(2, 2) = (130,
203). IomeBoBaTeNer B nepefaeT NOJNBB3OBATENo0 A CBOM OTKPEHI-
THM KJou — Touky (130, 203).

Janee mnonesoBaTenr A M B NpoMBBOOAT ClenyllyMe BHYMC—
JIEHUS:

— noJyepsoBaTenk A BHumciasier 121(130, 203) = (161, 169);

— nonepsoBaTenk B Brumciasier 203(115, 48) = (161, 169).

O6mMM CeKpeTHHM KiodoM 6ymer Touka (161, 169). Ee BsHa-
YeHMSI MM BHAYEHUST KAKOM-IMB0 OQYHKIMM MOXHO B [AajibHeNleM
MCIONBBOBATE KaK CEeKPeTHHIM KIoY [OJjisT CHMMMEeTPUMUYHOTO mmppo-

272



BaHusi. HanpuMep, MOXHO BBSITE B KaueCTBE CEKPeTHOT'O KJIodYa
abcumccy 161, = 10100001,.

Han&xHOCTh U KPUIITOCTOUKOCTD JUIMIITHYECKON KPUITOrpauu OCHO-
BaHA HA TPYAHOCTH PELICHUS 3aJa4d AUCKPETHOro jorapudma Ha dJIIUI-
tuueckoil kpuBoit ECDLP (Elliptic Curve Discrete Logarithm Problem)
CYyTh KOTOPOW 3aKJIIOYaeTCsl B OTHICKAHWH IEJIOr0 4Kcia K Mo M3BECTHBIM
ToukaM P u Q.

[Tpu mcrnonb30BaHUM ANTOPUTMOB HA AJUIMIITHYECKUX KPUBBIX IoOJara-
€TCsI, YTO HE CYIIECTBYCT CyOIKCHOHEHIIMATBHBIX aJITOPHUTMOB JJIS pelle-
HUSI 33/1a4¥ JTUCKPETHOTO JIOrapu(MUPOBAHMS B TpyIIax UX Touek. [Ipu
9TOM IOPSAJOK I'PYIIIBI TOYEK IUIMINTHUYECKOW KPUBON ONpPENEIIseT CIIOXK-
HOCTb 3agauu. CuuTaeTcs, 4To JJIsl JOCTUIKEHUS TaKOro XK€ ypPOBHS KpPHUII-
TOCTOiKOCTH Kak M B RSA, TpeOyroTcs rpynmbsl MEHBIIUX TOPSIKOB, YTO
YMEHBIIAET 3aTpaThl HA XPaHEHUE U Iepenady HH()OpMAIIHH.

Hampuwmep, Ha xoH(Depenun RSA 2005 AreHTCTBO HAllMOHAIBHOW 0e3-
omacaoctu CIIIA o06wsBuIIO 0 co3manuu «Suite By («Habop By»), B koTopom
HCHOJIb3YIOTCA HCKIJIIOYUTEIBHO aJTOPUTMBl AJUIMIITHUYECKOW KPUIITOIpa-
¢bun, npuuéM s 3amuThl HHPOpManuu, Kiraccupuuupyemoir mo «Top
Secret», UCnoNB3yIOTCS BCEro Juib 384-OUTHBIE KIIOYU (I IpUMEpa, B
RSA pexomenayercs kirou JuinHHOM He MeHee 2048 6ut)®. Bece 0a3oBble
AITOPUTMBI M TIPOTOKOJIBI «Suite By, ObTH BBHICTPOCHBI Ha OCHOBE KPHII-
TorpadMy Ha SIUTMNITHYECKUX KPUBBIX, a Juisi RSA oTBomuiace BCIOMO-
raTejibHasg poJib «IIEPBOrO IOKOJEHUS», HYKHOIO JIMIIb IS IUIABHOTO
nepexoaa K HOBOM, Ooiiee 3(pEeKTHBHOM TaK Ha3bIBAaeMOW KBaHTOBO-0€3-
OITaCHOW KpHITOrpaduu’.

3.4 Xom-(pyHKIHU ¥ XIMTHPOBAHNTE

Eme oqHuM BaXXHBIM aCHEKTOM MPUMEHEHUS KPUIITOrpaduuecKux mnpe-
00pa3oBaHUIl CTaNO Xdwuposanue Uil GuluUCIeHUe XIUl-PYyHKYull. XOII-

® Ha caMoM jiesie 1o OIeHKaM KpHUITOMaTeMaTHKoB 256-6uTHble onepannn ECC skBuBa-
JIEHTHBI paboTe ¢ Mmoaynem JuinHoi 3072 6uta B RSA. A 160-6utHbI 1 224-0UTHBIN KITIOYH
ECC ob6ecneunBaroT Te ke ypOBHH 3allUThl, uT0 U 1024-OutHblil 1 2048-OMTHBINH KoUK
RSA coorBercTBEHHO.

" Tlox 3TUM OOLIMM TEPMHHOM (B APYTOil BEPCHH OH K€ 3BYyUYHT KaK MOCTKBAHTOBAsI KPUIITO-
rpa¢us) B o6nacTy 3auThl HHOOPMALUH PUHSATO HOHMMATh HIMPOKUN KPYT BCEBO3MOXK-
HBIX QJITOPUTMOB, IPOTOKOJIOB M YCTPOUCTB /IS KOMMYHHKALUH, CIIOCOOHBIX IIPOTUBOCTO-
STh YI'PO3aM CO CTOPOHBI KBAHTOBBIX KOMITBIOTEPOB.

273



(YHKIIMM CTalyd OCHOBOW COBPEMEHHOH ayTeHTH(HKAIINH, IMTOCTAaHOBKH
OUII, TexHonoruu OJ0KUYEHH U MHOTO APYTOroO.

[NosiBusCA 3TOT TEPMHUH B CEPEAMHE MPOIUIOTO BeKa CPEAM CICIHAIU-
CTOB, 3aHUMaOLIUXca 00paboTKax MaccuBOB AaHHbIX. Tak B 1953 romy
Xanc Ilerep Jlyn (Hans Peter Luhn) mpeamoxun MCHONB30BaTh «XOIII-
KonupoBaHue» B mporpammax ¢upmsl IBM. B 1956 roxy Apronbn Jymu
(Arnold Dumey) ommcan HICI0 «XAIIUPOBAHHUSI» B TaKOM BHAE KaK e
UCIIONIB3YIOT B HacTosimiee Bpems. B 1957 roxy B xypHane «IBM Journal of
Research and Development» Obinia onmyOnukoBana ctaThsi Yacnu [Iutepcona
(W. Wesley Peterson) o momcke Tekcta B Oonmpminx aiimax. Jrta padora
CUMTACTCS TIEPBOH «CEpbE3HOI» pPaboTON MO «X3mupoBaHuO». CrycTs
1963 rony omyo6nukoBaHna padota Bepuepa Byxromema (Werner Buchholz),
B KOTOPOI OBLIO NMPOBEAEHO OOMIMPHOE HCCIEAOBAHHUE «XAII-(YHKIHI», a
B 1968 romy Pobept Moppuc? (Robert Morris) cBOouM 0630pOM IO X3IIHPO-
BaHUIO BBEI MOHATHE O «XAIIMPOBAHUWY B HAYYHBIH 00OPOT.

W3HayanbHO CIOBO «X3ID» MPOUCXOIUT OT aHIIuickoro «hashy», ogHo
W3 3HAYCHUH KOTOPOTO TPAKTYeTCS KaK «MEIIaHWHA» WU «IIyTaHHIIa».
CoOCTBEHHO, 3TO OIMpECICHNE JOBOJIBHO MOJTHO ONMHCHIBACT PEAbHOE 3HA-
YeHHe ITOro TepMuHa. YacTo mpo Takoi mporecc TOBOPST, YTO MPOUCXO-
JUT MPOLECC «XAIIHUPOBAHUA», UTO OMSAThH )K€ SBIAETCS MPOU3BOIHBIM OT
aHrauiickoro hashing («pyOouTh», «KpOLIUTHY, «CIIyTHIBATHY U T.IL.).

Pucynox 3.5 — Xanc I[lemep Jlyn (1896-1964), Yacau [Tumepcon (1924-2009)

B macrosimee Bpems xswuposauue (awen. hashing) — smo npeobdpa-
308aHUE MACCUBA BXOOHbIX OAHHBIX NPOU3BONLHOU ONUHBL 6 BLIXOOHVIO

8 Amepukanckuil kpunrorpad (1932-2011). He myrats ¢ Moppuc, Pobepr Tamnmsn (pon.
1965) — anprorkT-ipodeccop MaccauyceTCKOro TeXHOIOTHYECKOr0 MHCTUTYTa; Oojiee u3-
BECTHBIH, KaK CO3/1aTelb [IEPBOI'0 CETEBOI0 YEPBS.

274



OUMOBY10 CMPOKY YCMAHOBIEHHOU ONUNbL, BbINOIHAEMOE ONPEOeEHHbIM A120-
DPUMMOM.

@DyHKIMS, BOIIOLIAIOLIAS AIFTOPUTM U BBIIONHSIONAs IpeoOpa3oBaHue,
Ha3bIBACTCS «X2Ui-(PyHKYueny» I «@pyHKkyuel ceépmru». VICXOIHbIE NaH-
HBIC HA3BIBAIOTCS «BXOJHBIM MACCHBOMY, «KIIOUOM» HIH «COOOIICHUEM).
PesynbraTr npeoOpa3zoBaHusl (BBIXOJHBIE JaHHBIE) HA3BIBAETCA «XJILEMY,
«XBII-KOJIOMY, «X3UI-CyMMOI», «CBOIKOH COOOIICHUS.

Xom-pyHknuell HasbsiBaeTcst Besikas  ¢yHkmus h:X — Y, jerko
BBIYHMCIIMMAs W Takas, 4To JJIs Jroboro coobuienuss M 3HaueHue h(M) =
H(cBepTka) nMeeT (pUKCHPOBaHHYIO OMTOBYIO JUIMHY. ['me X — MHOXECTBO
BCEX COOOLIeHUH, Y — MHOXECTBO JIBOMYHBIX BEKTOPOB (DHKCHPOBAHHON
JUTUHBL.

Beiensior 1Ba BaKHBIX BHJA KPUOTOrPAQUUIECKUX XOMI-QPYHKIHH —
KJTIOYEBEIC M OCCKITIOUCBHIC.

becknrouesvie xoui-¢hynkyuu Ha3BIBAIOTCS KOJAMU OOHAPY)KEHUS OIIH-
60k. OHM HAIOT BO3MOXKHOCTb C MOMOIIBIO JONONHUTEIBHBIX CPEICTB
(mu¢poBaHuUs, HANMpPUMEP) TAPAHTUPOBATH IEIOCTHOCTh JaHHBIX. OCHOB-
HBIM HCIIOIB3yEMBIM CBOHCTBOM OCCKIIIOUEBHIX XAMI-(QYHKIUH SBISIIACH €€
YyBCTBUTEIBHOCTb. JTO 3HAYUT, YTO NPU MU3MEHEHHWH BXOAHOIO MaccuBa
JAHHBIX XOTs OBl B OTHOM OUTE OyIET U3MEHEHO U 3HAUCHUE XOII-(YHKIIHH.

DTO CBOHCTBO MPOCTHIX (HE HANEKHBIX, HO JIETKO PaCCYUTHIBAEMBIX)
XoII-(DyHKIIMH HAIIIO MPUMEHEHHWE MPH KOHTPOJIC IENIOCTHOCTH Iepena-
BaeMBIX JaHHBIX. Hampumep, Takoi X3mI-QyHKIMEH SBIsETCS (OyHKIIHS
pacuera koHTposibHOM cymmbl (CRC), nmpumeHsemas Kak NpU XpaHEHUU
MacCHUBOB JAHHBIX HA HOCHUTENSAX, TaK U IIPU Iepeiaue JaHHBIX B BHIYHUCIH-
TEIBHBIX CETAX ISl BBISIBICHUS aIlllapaTHBIX OMIMOOK M cOOCB — TaK Ha3bI-
BaeMoe M30BITOYHOE KOgUpoBaHME). Ecnmm paccumTanHoe 3HAYEHHE XdIIa
COBIIQIaCT C XPAaHUMBIM C (paliJIOM MM OTHPABICHHBIM BMECTE C ITAKSTOM
(Tak Ha3pIBAEMON KOHTPOIBHON CyMMOI), TO 3HAUUT, IOTEPh IPU XPAHEHUU
UJIH Tepenaue He OblIo U (haifi/makeT MOKHO HCIIOJIb30BATh.

[loxoxast cxema HCIONB3YEeTCS M B TEXHOJOTUH OJOKYEHH, TAE XOII
BBICTYNAET T'apaHTUEH LENOCTHOCTH IIENOYKU TpaH3aKUuil (maTexen) u
3alUINAeT TPAH3aKIUU OT HECAHKIIMOHUPOBAHHBIX U3MeHeHU. brnarogaps
X3IIYy U paclpeeICHHBIM BBIUYUCICHUSIM B3JIOMATh ONOKYEHH MPAKTHUCCKU
HEBO3MOXHO. Ha TexHOnornm OnOKYeHH pa3padoTaHBl MPAKTHYECKH BCE
KPUIITOBAIIOTHI, HAIPUMEP, ONTKOHH.

['maBHOE ycnmoBue aiist Kpuntorpadguyeckux Xomi-(QyHKIUH — HEBO3MOXK-
HOCTh TI0 KOHEUHOMY pPE3yJIbTaTy (XSIly) BBIYMCIUTH HAuaJbHBIH MacCHUB
JaHHBIX. BTOpoe TiaBHOE yClIOBHE TaKMX Xd3HI-(QYHKIUH — CTOHKOCTH K

275



KOJUIM3USIMHU, TO €CTh HU3Kas BEPOSITHOCTH IOJYUYEHHUS JIBYX OJMHAKOBBIX
XOII-CYMM W3 ABYX Pa3HBIX MAacCHBOB JAaHHBIX IpH 00pabOTKe HX ITOH
byuximei’. PacueTsl o TaKUM alropuTMaM 0osiee CIOXKHBI, HO 31ECh YKe
IJIaBHBIH (DAaKTOp HE CKOPOCTH, a HAaJICKHOCTb.

Taxke XOLIMPOBAaHUE HCIHOJIB3YETCS U IPU IOCTPOCHUM DIIEKTPOHHO-
OuppPOBOH TMOANUCH KaK HWHCTPYMEHT, CHIDKAIOMIMKA BBIYUCIUTEIHEHYIO
CJIO)KHOCTB MOCTAHOBKH U BEpU(PUKAIIUY TTOJIIHCH, a TaKXKe e 00beM.

CyImecTByeT MHOXKECTBO alTOPHUTMOB XAIIUPOBAHUS, OTINYAIOIIHXCS
pa3JIMYHBIMU cBO¥cTBaMu. Hambolee 4acTo NCIONB3YIOT CBOMCTRA pa3psii-
HOCTHU X3II-(YHKIIMH, BBIYUCIUTEIBHONU CIOXKHOCTH U KPUIOTOCTOMKOCTH.
Be16op To# mam MHON X3UI-(QYHKIHMM ONpeaenseTcs: cnenudukoi perrae-
MOM €I0 3aJIauu.

K OeckmntoueBbIM (DyHKIUSAM OPEIBIBISIOT TPeOOBAHUS:

— OAHOHAIPABICHHOCTH;

— YCTOHYMBOCTb K KOJUIU3HSM;

— YCTOMYHMBOCTB K HAXOXJECHUIO BTOPOro Mpoodpasa.

[lox omHOHANpPaBIEHHOCTHIO MM HEOOPATUMOCTBHIO NMOHHUMAIOT BBHICO-
KYI0O CIIO)KHOCTh HaXOXKJCHUS COOOIICHHS II0 3aJaHHOMY 3HAUYCHHUIO
cBepTkH. CleayeT OTMETUTD, UTO HE JIOKA3aHO CYIIECTBOBAHME HEOOpaTu-
MBIX X3II-(pyHKINH, ST KOTOPBIX BBIYMCIEHHE KaKOro-mnbo mpoodpasza
3aJaHHOTO 3HAYCHUS XAMI-(PYHKIHUA TEOPETUUCCKH HEBO3MOKHO. OOBITHO
HaXOXJECHUE OOPAaTHOTO 3HAUEHUS SIBJSETCS JIMIIL BBIUUCIUTENBHO CIIOXK-
HOM 3ajaveil.

[lon ycTOWYMBOCTBIO K KOJUITM3UAM MOHUMAIOT CJIOXKHOCTb HaXOXKJIEHUS
napel COOOIIEHUH ¢ OTMHAKOBBIMY 3HAUCHUSIMHU CBEPTKH. OOBIYHO UMEHHO
HaXOXICHUE CII0c00a MOCTPOCHHS KOJUTH3UH KPUITOAHATUTHKAMHE CITY>KUT
MEPBBIM CUTHAJIOM yCTapeBaHUs ajropuTMa U HEOOXOAMMOCTHU €ro CKOpoi
3aMEHBI.

[Tog yCTOWYMBOCTBIO K HAXOXKJEHHIO BTOPOTO MPooOpa3a TMOHUMAIOT
CIIOKHOCTBH HAXOXKJICHHS BTOPOTO COOOIICHHSI C TEM JKE 3HAUCHUEM CBEPTKH
JUTS 3aJAHHOTO COOOIICHMSI C M3BECTHBIM 3HAUCHUEM CBEPTKH.

W3 cemeiicTBa OSCKITIOUEBBIX aNITOPHUTMOB XSIIMPOBAHUS HAUOONBIIYIO
M3BECTHOCTH MONYUYWIH Takue adropuTMel kak CRC16/32, cemelicTBO anro-
putMoB MD2/4/5/6 u cemeiictBo anroputmoB SHA.

Anroputmbl CRC16/32 nnu nmukJIimdeckn W30bITOYHBIA KOJI MpEeIHA3HA-
YeH JJI IPOBEPKU LIEJOCTHOCTH JAHHBIX U UCIOIb3YeTCsl B IOMEXOYCTOM-
guBoM KofupoBaHuH. AnroputM CRC 6asupyercst Ha CBOWCTBAX JICICHUS
C OCTaTKOM JJBOMYHBIX MHOI'OWJIEHOB, TO €CTh MHOTOYJIEHOB HaJl KOHEYHBIM

 Takke SIBICHHE KOJUIM3MU TIPH MONYyYCHUH XdIIa MONYYNIIO Ha3BaHUE «dhdexT GrusHe-
1oB» WK «3(Q(EKT THS POXKICHHUS.
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nosieM GF(2). 3nauenne CRC sBisieTcst OCTATKOM OT JISJICHUST MHOTOYJICHA,
COOTBETCTBYIOIIETO BXOIHBIM JaHHBIM, HA HEKUH (PUKCUPOBAHHBIN MOPOXK-
JAIONINI MHOTOYJIEH.

Jnst naxoxxaenust CRC u3 daiina 6epérces nepBoe cioBo. Eciau crapimii
OuT B cioBe «1», TO CIOBO CABHTACTCS BIEBO HA OIMH Pa3psz C MOCICAyTO-
UM BelnosiHeHueM onepanuu XOR ¢ nopoxaaromum nosimHomoMm. Coort-
BETCTBEHHO, €CJIM CTaplIMil OUT B cioBe «0», TO Mocie CABUIa ONEpaLus
XOR ne BoimonHsercs. Ilocne caBura TepsieTcsl cTapblii cTapmiuii OUT, a
MIIQJIIHA OUT OCBOOOXKTAETCS — €ro 3HaYCHHE YCTAaHABIWBACTCS PAaBHBIM
Hyro. Ha Mecto muaamero Outa 3arpy»aeTcsl odepeHoN OuT u3 (aiina,
U Omepalys MOBTOPSETCS O TEX IMOp, TOKa HE 3arpy3UTCs MOCICAHUHA OUT
¢aiina. Ilocne mpoxoxkaeHus Bcero (aiiya, B CIOBE OCTAaeTCsl OCTaTOK,
KOTOPBIM U SIBJISIETCA KOHTPOJIbHOM cymMmoi. Kak y»e rosopuiocs, ajiro-
PUTM HE SBISCTCS KPUNTOrPaUUEeCKUM IPeoOpa3OoBaHHUEM M HCIIOIB3Y-
€TCS TOJIBKO ISl IPOBEPKU LIEJIOCTHOCTH JaHHBIX.

Anroputmel MDI1/2/3/4/5/6 sBnstorcs TBopeHuem Ponanpaa PaiiBe-
CTa, OJHOTO M3 aBTOpoB anroputMa RSA. Anroputm MDI 0OblT mepBeIM
aNTOPUTMOM B DTOM JIMHEHKE aJIrOPUTMOB, OJHAKO CrielU(UKAIUS HA HETO
HHUKOTJIa He ObTa onyOnukoBaHa. Asiroput™M MD?2 pa3paboran PuBectom B
1989 ronmy 1Tl UCTIONB30BAHMSI B KAYECTBE OJHOTO M3 KPUITOIpadUICCKUX
aJNTOPUTMOB, BXOMSIIMX B CTaHAAPT 3allUIIEHHOH 3JIEKTPOHHOH MOYTHI
PEM (Privacy-Enhanced Mail). Ero peanuzamnus Ha si3bike Cu Oblila IpuBe-
nera B RFC 1115. A B 1990 rogy MD2 6bu1 ipe/iioskeH B KaueCTBE 3aMEHBI
BMAC (Bidirectional MAC). BriociieactBuu crieiiuukais U 0OHOBJICH-
Hag peanusanus MD2 Opumn ony6nukoBanel B RFC 1319. B 2011 rony
MD2 6b11 opunIHanbHO CIMCaH W3-32 MHOYKECTBA YCIICITHBIX KPUINITOATAK.

AnroputM MD3 Hukorma He Obul onmyonukoBaH. [1o Bcell BUIUMOCTH,
paspabotka MD3 0Oblna 3a0poineHa. [Tociie MD2 Obutn paspabotansl MD4,
MD5 u MD6 B 1990, 1991 u 2008 rogax cOOTBETCTBEHHO.

Ponanpn Pusect oTmeuan, uto MD4 co3naBanics, Ipexae BCEro, Kak
OYCHb OBICTPBIN ANTOPUTM X3IIUPOBAHHUS, TIOOTOMY OH MOXET OBITh IJIOX
B IIJIaHe KpunrocToikocTu. Kak nmokasanu nocsieqoBaBlIne HCCIeI0BaHUS,
OH OBLI MpaB, U AJI NPUIOKEHUH, TJie BaKHA MPEXJIE BCEro KPUIITOCTOM-
KOCTb, CTaJ MCIOJb30BaTbcs ainroputM MDS. Vassumoctu anropurma
MD4 Obimu IpoIEeMOHCTPHPOBAaHBI B cTaThe bepra nen Bypa m AHToHa
Boccemapca yxe B 1991 rony. IlepBast xonnususi Obuta HalineHa ['aHcom
Jlo60epTHHOM Yepe3 IIeCTh JIET Mociie Myoaukauu B 1996 roxay.

128 OuTHBIM aiaroput™m XsmwupoBaHus MDS umen Hexorna OONBIIYIO
MOMYJISIPHOCTH, HO MEPBbIE MPEANOCHUIKH B3JIOMa MOSIBUJIMCH €IIe B KOHIIE
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JIEBIHOCTHIX, B Hadasie XXI psaoM KpUNITOAHATIUTHUKOB MPOAEMOHCTPHPO-
BaHBI yCIIENIHBIC OBICTPhIC CIIOCOOBI TToncKa Koyutu3uid. B konie 2008 roma
US-CERT mnpwuszBan pa3paOOTYMKOB MPOrPaMMHOIO OOeCleYeHUs, BJa-
JenblieB web-caiiToB M moibp3oBaTenell MpeKpaTuTh HCMoab30BaTh MDS5
B JIOOBIX IEJSAX, TAK KaK UCCIIEJOBAHUS MPOJACMOHCTPUPOBAIIA HEHANEK-
HOCTh 3TOro anroputma, a 2011 romy aiaroput™m oQHUIMAIBLHO MPHU3HAH
He0e30MacHbIM U ObLIIO PEKOMEHIO0BAHO OTKAa3aThCs OT €ro UCIOIb30BaHU.

Anroputm MD6 (Message Digest 6) mpeaHa3HaueH A MOTYUYCHHS
JafHKeCTOB COOOIICHU TTPOU3BOIBHON JITMHHBL. AJITOPUTM BBIJIBHTAJICS
Ha KoHKypc SHA-3, HO, K coxaleHuto, PuBecT HE ycren JI0BECTH €ro A0
KOHJMIIMA M OTO3BaJl ero co BTOporo stama koHkypca’. B 2009 romy
PuBecT omyOnuKkoBan JaHHBIA aJTOPUTM C UCIPABICHUSMHU BBISBICHHBIX
ommOok. HecMOTpst Ha MCIIpaBIICHHS, aITOPUTM OCTAETCSl JOCTATOYHO M-
JICHHBIM U TIPOUTPBIBAET 10 ObICTpOACHCTBUIO anroputmMam SHA'™.

Anroputmbl nuHeiiku SHA Obutn paspaboranst NIST. B 1993 roapy
NSA coBmectro ¢ NIST pazpabotanu aaroputm 0e30MacHOTO XAIIHPOBaA-
HUsl ceiiuac u3BecTHBIN kKak SHA-0. OyHako BCKOpe alrOpUTM OBLIT 0TO3BaH
paspaboTunkamMu W Ha 3aMeHy emy B 1998 roay npemioxen 120 OuTHBIN
aixroput™ xamupoBanus SHA-1 cooOmieHuil mpou3BONBHON JIUHHBEL B
HACTOsIIIIee BpEeMsl Ha aJrOPUTM OCYUIECTBICHO MHOMECTBO YCIEUIHBIX
KaK TEOPETHYECKHX, TaK M MpakTH4YecKux aTak'’. [1oaToMy psij KOMIaHH
0TKa3aJIOCh OT WCIOJB30BAHUS TAHHOTO anroputMa: Hampmmep, Google
oTkazaics ot Hero B 2014 rony, a SIunekc ¢ 2016 rona.

B 2002 rogy AHB u HUCT ony06iukoBaniu HOBYIO BEPCHIO alrOpUTMa
X3IIHUpoBaHus, mnonyuuBiiee HazBanue SHA-2. bonmee Touno SHA-2 —
cobuparenpbHoe HasBaHue anroputMoB SHA224, SHA256, SHA384 wu
SHAS512. B mapte 2012 rosa Bl MOCEHSS HA TAHHBIA MOMEHT peflak-
uus anropuTMa. Ha Tekyluii MOMEHT AJisl aNirOpUTMa U3BECTHBI YS3BHUMO-
CTHU HaliieHHble HHAUMcKUMU uccienoBatesnsimu Comurpa Kymap Cananus
u [lamam Capxap. OmHako BBUIY alropuTMudeckor cxoxkectu SHA-2 ¢
SHA-1 u Hanuuus y mnocielHed NOTeHLHAJbHBIX YS3BHUMOCTEH HPHUHSATO

1 KommenTapuii bproca IlInaifepa: «9To NepBOKIACCHBIN CIy4all caMOOTBOJA, KOTOPBIIL MBI
Mornu Obl 0kunaTh oT Pona PaliBucTa, 0COOCHHO yUUTHIBasA TOT (PaKT, UYTO HA aJTOPUTM He
ObLIO HUKAKUX aTak, B TO BPEMs KaK JPYIrHe ajJrOpUTMbI HOJBEPKEHBI CEPbE3HBIM aTaKaM,
HO MPEJCTaBISAIONINE UX aBTOPBI MIPOJOJIKAIOT JeNIaTh BUJ, UTO HUKTO HE 00paIlaeT Ha 3TO
BHUMAaHHUE».

" MD6-512 MeanenHee B montopa pasa, ueM SHA2-512 na 32-6uTHbIX niaatGopMax v MOYTH
B 4YeThIpe pa3a Ha 64-OMHTHIX.

1223 despans 2017 rona cnenuanuctsl u3 Google 1 CWI 00bSBUIM O IPAKTHIECKOM B3JIOME
aJropuT™Ma
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peurenne, 4yto SHA-3 Oymer 6a3upoBaThCs Ha COBEPIICHHO WHOM alllo-
putMme. CooTBeTCTBEHHO, 2 oKTA0ps 2012 roma NIST yTBepaui B KauecTBe
SHA-3 anropurm Keccak, pa3paboTanHblii TpymIoi aBTOpPOB BO TIJaBe C
HNoarom JlaitMeHOM.

B Poccuiickoii denepanuu aist TOTydeHUs XOI-QYHKIUN I KPUIITO-
rpadguu B 1994 romy peKOMEHJIOBaH K WCIOJIb30BaHMUIO 256 OuTHBIN Poc-
cuiickuii crangapt — [OCT 34.11-94. B 2008 rogy xoMaHJ0i SKCHEPTOB U3
Agctpuu u Ilonpimm Obia oOHapyKeHa TeXHUYecKash Ys3BUMOCTh, COKpa-
maromasi mouck kKoyumsuit B 223 pas. KonudectBo omepanuii, HeoOXonu-
MO€ JUJIsS HaXOXKJCHHS KOJUTM3WH, TaKUM o0Opa3om, coctapiseT 2105, 9o,
OJTHAKO, HA JJAHHBIA MOMEHT IpakTU4YecKw He peanuszyemo. B 2012 romy
aJTOPUTM MPHU3HAH YCTAPEBIIMM U BbIBEJCH U3 dkciutyarauuu. C 1 ssHBaps
2013 rona 3amenén Ha [OCT P34.11-2012 «Ctpubor».

CymecTBYIOT TakKe KIIIOUEBBIC XAMI-PYHKIHH, HE HCIIOJIb3YIOIIHE
KaKyro-TH00 OCHOBY THIIa OJOYHOTO INH(POBAHUS WU BBEIYHACICHUS
OeckiatoueBoil XouI-QyHKIMHM, a pa3pabOoTaHHbBIE HE3aBUCUMO C YUYETOM
s¢dexTUBHOI peanu3anuu Ha coBpeMeHHbIX OBM. Hampumep, xiaroueBas
XomI-(OyHKINS, Ucroab3yeMast B anroputMe MAA (Message Authenticator
Algorithm), yrBepkaeHHOoM ctanaapToM [SO 8731-2.

KirroueBbie xomi-pyHKINU HA3BIBAIOT KOAAMHU ayTEHTHU(HKAIIMH CO00-
menuit. OHM JTAI0T BO3MOXKHOCTH 0€3 JOMOJHUTEIBHBIX CPEJICTB rapaHTH-
pOBaTh Kak MPaBUIBHOCTh HCTOYHHUKA JAHHBIX, TAK U HEJIOCTHOCTh JaHHBIX
B CHCTEMax C JIOBEPSIOMIUMH JPYT APYTY TOJIH30BATEIISIMH.

3.5 DaexkTpoHHO-IHGPOBast NOANUCH

PazButne cetn Internet mopommniio MHOXKECTBO BO3MOKHOCTEH. OmHOU
W3 TAKUX BO3MOXKHOCTEU CTall 91eKmMpOHHbIU QOKyMeHmoobopom. B HacTo-
sIIee BpPEeMsl JUJIsI COBEPILIEHUS IOPUUUYECKUX OIepaluii HEeT HeoOXOomu-
MOCTH HUCIIOJIB30BATh 6yMa)KHLIe HOCHUTCIIH, HpaBI/ITb M IIOAIIMCBIBATh HX,
MepechUIaTh JAPYT APYTY U OOSITHCS WX MOTEPH WU XHUIICHUS. DICKTPOH-
HbIC XpaHUIWIA HHOOPMAIMK U CPEACTBA MEPEIaun JaHHBIX PCIIMIIH 3TH
Borpockl. OJTHAKO CIIOXKHEE JIEI0 00CTOSIIO C MOAMUCHIO JIAHHBIX JIOKYMEH-
TOB Y 3aIIUTON WX OT MOAJENOK U Moau(UKaIUi.

Bce, HaBepHOE, MOMHST OYHT MOIICHHHYECTBA CBSI3aHHBIN C TOMIJICITKON
JIOKYMEHTOB TIOCTIE TIOSIBJICHHS IIBETHBIX MPUHTEPOB, KOTOPHIE MO3BOISIN
C BBICOKMM KaueCTBOM pacIleuaTaTh JIIOOYI0 paHee OTCKAaHUPOBAHHYIO TOJI-
IIUCh HUJIU II€YaTh. 3T0 l'[pI/IBCJ'IO JaXXE K 3aKOHOAATCIIBHO BBCIACHHBLIM Tpe—
6OBaHI/I$[M CTABUTH LITAMII «KKOIIUSI» HAa UBCTHBIC KCCpOKOHI/II/I }IOKyMeHTOB,
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XOTSI, €CTECTBCHHO, 3Ta Mepa abCOITIOTHO HE 3aIUIIAeT OT JAHHLIX BHIOB
MomreHHHYecTBa. Eme 0oee OCIIOKHUIIACH CUTYAIUS C TIOSIBJICHUEM H Pe3-
KUM CHHKEHHEM CTOMMOCTH Ja3€pPHBIX I'DAaBUPOBAJbHBIX CTAHKOB, KOTO-
pble MOIJIM B T€YEHHWE MHUHYTHI 332 CMEIIHbBIE JEHbI'H U3TOTOBUTH KOIHUIO
M000H TeYaTy UiTN KITUIIE MOATIHCH.

Ho 310 mpobGnembl OyMaXHBIX HOCHTENIeH HHOOpPMalMH B KOTOPBIX
uHpopManus GU3MYECKU MPUKpEIUIEHA K HOcUTeNo — Oymare. B nanHOM
cllydae MOTYT OCTaThbCs XOTSI Obl Kakue-THOO (U3MUECKUe Clebl MaHU-
MyTUPOBaHUS AOKyMeHTaMu. CIIoKHEE JeN0 ¢ IEKTPOHHBIMH JOKYMEH-
TaMu. 3n1ech WHGOpPMANHSI W €CTh MOKYMEHT. B maHHOM ciydae Takxke
CYILECTBYIOT MPOOJIEMBI JI0OBEPUsI MEKIY YYACTHUKAMH IPOLIECCOB, CyIle-
CTBYIOT MaXWHAlUMU TOAJEIKH, TMEPEelNeiKd, PEHEeraTcTBa M MOBTOPHOTO
UCITIONIB30BaHUs JIOKYMEHTOB. [JIsi peleHusi NaHHBIX MpoOJIeM 3JIeKTPOH-
HOTO JOKYMEHTOO0OpOTa M OBLIO MPEII0KEHO HCIIONB30BAaHHE MEXaHU3-
MOB DJICKTPOHHO-IIU(ppoBoi moamucu (DLIIT).

B Hacrosiee Bpemst L1 — smo pexguzum 31eKmponno2o 00KyMeHmd,
NONYYEeHHbII 8 pe3yIbmame KpUnmo2papuuecko2o npeoopasoe8anus ungop-
Mayuu ¢ UCNOTb30BAHUEM 3AKPLINO20 UNU CEKPEMHO20 KAIUd NOORUCU.
SUIT xak MeXaHU3M MO3BOJISIET TPOBEPUTH OTCYTCTBHE HCKAXKEHUS HHPOP-
MalKU B DJEKTPOHHOM JOKYMEHTE C MOMEHTa (OPMUPOBAHMS MOIIMUCH
(LIeNOCTHOCTD), MPUHAANIEKHOCTD MOJIUCH BIaAETbIly cepTudukaTa Kitoya
MOATHCH (ABTOPCTBO), & B CIIydae YCIEHIHON MPOBEPKH MOATBEPANUTD (aKT
MOATICAHUS AIEKTPOHHOTO JOKYMEHTa (HEOTKa3yeMOCTB).

Lugpposas noodnuco cmpoumcs Ha MexaHusMAax aAcCUMEmMpUUHO2O
wugposanus. I103TOMy €CTECTBEHHO €€ pa3BUTHUE HAualaoCch C PabOTHI
Huddu-Xannmana B 1976 romy u mossieHus cuctemsl RSA Pusecra-
[Mamupa-Annemana B 1977 rogy. Cuctema RSA 1 crana mepBeIM MEXaHH3-
MOM ITOCTAHOBKH M BepU(PHKAINH HH(HPOBOU MOAIIHCH.

B nanbHeiinieM 3HaYMMBIMU BexaMu pa3BuTus MeTogoB DI cramu:

— 1981 rox — paspabotan anroputM DSA, KOoTOpHIit U ceifuac UCTIONb-

3yercs kak ctanaapt CHIA nms sneKTpoHHON MOANNCH;

— 1984 rom — co3maHue KPUNTOCUCTEMbI Dib-I'amais u (opynuposa-
nue Madpu lonpasaccepom, CunesBuo Muxanu u Ponansnom Puse-
CTOM TpeOOBaHUN OE30MACHOCTH K alrOpUTMaM HU(POBON MOAMHCH.
Vimu sxe ObLIH 1M OTTHCaHBI MOACTH aTak Ha adroputmsl JLIIT;

— 1991 rox — onyOJaMKOBaH CTaHAAPT HA AIEKTPOHHYIO moianmuch DSS
(Digital Signature Standard), pa3paboTumnkom kotoporo sBuics Ha-
LMOHANIBHBI HMHCTUTYT cTaHnapTu3auuu W TexHonoruit (NIST)
CILIA. B sToMm ke rogy pa3zpadoTaH 3aK0H 00 3JIEKTPOHHO-IIH(POBOH
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noanucu B Poccuiickoit denepanuu (XOTsS MPUHAT OH OYJET TOIBKO B

2001 rony);

— 1997 ron — npUHSAT 3aKOH 00 AIEKTPOHHO-ITUPPOBOH moanucyu B ['ep-
MaHUH;

— 2003 rox — mpunaTH 3akoHbl 0 DIIT B PecryOnuke Kazaxcran u
VYkpaunse.

C TOYKH 3peHUs 3aKOHOJIATEIILCTBA B HCTOSAIIEE BPeMsI BO MHOTHX CTpa-
Hax BBEJICHBI MOHSITHS HEKBaNH(DUIIMPOBAHHAS DICKTPOHHAS TMOMAMKUCH U
MpoCTasi DIEKTPOHHAS TIOATIHCE.

KBanudunupoBanHasi OTIHYaeTCs OT HEKBaJU(DHUIIMPOBAHHON TeM, 4TO
KBaJU(UIIUPOBAHHYO TIOJIUCHh BBIJIACT aKKPEIUTOBAHHBIM YJIOCTOBEPSIIO-
IIUH [EHTpP, a HEKBATHU(PHUIMPOBAHHYIO — COOTBETCTBEHHO HE aKKPEIHUTO-
BaHHBIN LIEHTP.

Celiuac HajeXHee W Oe30MacHee KCIOIb30BaTh KBaIU(DUIIMPOBAHHYIO
ANEKTPOHHYIO MOANKCh. HeKkBaJMIMpoBaHHAS MOMIIKCH ceyac MpaKTHUe-
CKH He HCmonb3yercsa. HeoOXoMMMOCTh B TakoW MOJMUCH Oblia Ha mepe-
XOJIHOM 3Tarle, Korja 3aKoH OblI, a aKKPEIUTOBAHHBIX YIOCTOBEPSIOIINX
LIEHTPOB eIlle He ObLIO.

KBanupunupoBaHHasi 3JCKTpPOHHAsS TOAINUCH MpEJIHA3HAUCHA IS
OTpe/ICTCHUS JIMIIA, MOAMUCABIIET0 JCKTPOHHBINA TOKYMEHT, U SIBJISCTCS
AJIEKTPOHHBIM aHAJIOTOM COOCTBCHHOPYYHOH TIOJAIMKCH B CIIyUasx, MPeayc-
MOTPEHHBIX 3aKOHOM.

Keanuguyuposanuas snekmpoHHas nOONUCL NPUMEHAEMC NPU Co8ep-
WeHuy 2paxcOancKO-npasosvlx COeNoK, OKA3AHUU 20CYOAPCMBEHHbIX U
MYHUYUNATILHBIX VCAYe, UCNOIHEHUU 20CYOAPCMEEHHBIX U MYHUYUNATbHBIX
¢yukyuil, npu cogepuleHut UHLIX I0PUOUYECKU SHAYUMBIX QeUCTEULL.

CyniecTByeT HECKOIBKO CXeM MOCTPOCHUS U(POBOI TOATHCH:

— Ha OCHOBE aJTOPUTMOB CHMMETPHYHOTO muppoBanus. [JaHHas cxe-
Ma MpeTycMaTpruBaeT HAIMYHUE B CHCTEME TPEThEro JInia — apouTpa,
MOJIB3YOLIETOCS TOBEPUEM 00CHX CTOPOH. ABTOpHU3aIMel JOKYMEH-
Ta sBIIsieTcs caM (hakT 3amu(poBaHUs €ro CEKPETHBIM KITHOUYOM H I1e-
penada ero apoutpy. OmHaKO Takas cXeMa OYCHb YsA3BMMa K aTakam
Ha apOutpa. EAMHOKIBI CKOMITPOMEHTUPOBAHHBIN apOUTp yKE BPs
T OyZIeT MOJIb30BAThCS JIOBEPUEM;

— Ha OCHOBE aJTOPHTMOB aCHMMETPHUUYHOr0 mudppoBaHus. Ha maHHBIHA
MOMEHT TaKHe CXEMBbI AJICKTPOHHOMN MOAMUCH Haubosee pacmpocTpa-
HEHBI U HAXOJAT NIMPOKOE MPUMEHEHUE KaK B OTHOIICHHUSIX «T'PaK/ia-
HUH-TIPABUTEIBCTBOY, TAK U «OU3HEC-OM3HECY.
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Kpome 3ToTO0, CYymIecTByIOT qpyrue pa3HOBUAHOCTH IHU(POBBIX TOMIHU-
ceil (rpynmoBasi NOANMCH, HEOCIIOpUMAas IOAINUCH, JOBEPEHHAs! MOAIMKCEH),
KOTOpBIE SIBIAIOTCS MOAU(UKALMAMHU ONMUCAaHHBIX BhILIE cxeM. VX mosiBiie-
Hue 00yCIIOBJICHO pa3HOOOpa3ueM 3aaad, peraeMbIx ¢ nomousio LTI,

[TockobKy TOAMMCHIBAEMBIC JIOKYMEHTBI TEPEMEHHOTO W 3a4acTylo
OYEHBb OONBIIOTO pa3Mepa, TO B OOJBIIMHCTBE CIydYaceB ITOIMUCH CTABUTCS
HE Ha caM JOKYMEHT, a Ha X3MI-(QYHKIHIO TaHHOTO JOKYMCHTA.

Hcnonb3oBanue x31I-QyHKIUN Ha€T caeayronue IpeuMyIecTBa:

— npeumyujecmeo Guiuucaumenvholl crodxcrocmu. OOBIYHO X3 IH(-
POBOTO TOKYMEHTA JIENaeTCsl BO MHOTO pa3 MEHBIIET0 00bEMa, deM
00BEM HCXOTHOTO MOKYMEHTA, W aJITOPUTMBI BBIYUCICHUS XOIIa SIB-
nsarTcs 0onee ObicTpbiMu, yeM anroput™Mbl DI ITostomy dhopmu-
pOBaTh XOII JIOKYMEHTA M IOJIMUCHIBATH €r0 MOJy4aeTcs HaMHOTO
ObIcTpee, YeM MOANHCHIBATE CaM JIOKYMEHT;

—  npeumyujecmeo coemecmumocmu. BoIbIINHCTBO aJITOPUTMOB ONEpH-
pYyeT co CTpOoKamMH OUT JaHHBIX, HO HEKOTOPBIE MCIONB3YIOT ApYyTrue
MpeacTaBIeHUS. XAMI-(QyHKIIMIO MOKHO HUCIOJIb30BaTh AJIs Mpeodpa-
30BaHUsI IIPOU3BOJIBHOTO BXOJIHOTO TEKCTa B MOAXOAANUN (hopMaT;

— npeumywecmea yerocmuocmu. be3 wMcmoap30BaHUS XAUI-(QyHKIUN
0OJIBIION AIIEKTPOHHBINA TOKYMEHT B HEKOTOPBIX CXEMax HYXHO pas-
JIENSITh Ha JIOCTATOYHO MaJible OJOKM IS TPUMEHEHUs aJrOpUTMOIN
noctanoBku DIII. [Ipu Bepudmkanum 10CTaATOUHO CIOKHO OIpene-
JUTH, BCE T OJIOKW MONYYCHEI U B IIPABUJIHGHOM JIH OHH TIOPSIIKE.

OnHako UCHoNIb30BaHUE XAII-(QYHKIHUHM HE 0053aTE€NbHO MPHU JIEKTPOH-
HOW moanucH, a cama (YHKUUS HE sIBIsSETCS 4acThio anroputma LTI,
HOATOMY XAII-(PYHKIHS MOKET MCHOIB30BATHCS JII00ast UM HE UCIOIb30-
BaThCs BOOOIIIE.

Takke cieyeT OTMETUTh, YTO UCHOJIb30BaHUE XAIIMPOBAHUSA BHOCUT B
cxemy OLII 1 cBOM yA3BUMOCTH.

Acummetpuunble cxeMmbl DIII oTHOCATCA K KPUIITOCUCTEMAM C OTKPBI-
TBHIM KJIFOYOM. B OTiM4#e OT aCHMMETPUYHBIX aJTOPUTMOB IIU(PPOBAHUS,
B KOTOPHIX IMHU(POBAHNE MPOU3BOAMUTCS C TOMOIIBIO OTKPHITOrO KIFOYa, a
pacmudpoBka — ¢ MOMOIIBIO 3aKPBITOTO, B ACHMMETPHYHBIX CXeMax ITH(-
pPOBOH TOAMMUCH MOJANUCAHUE MPOU3BOIUTCA C MPUMEHEHUEM 3aKPBITOrO
KJI04a, a MPOBEepKa TOAMKUCH — C TPUMEHEHHUEM OTKPBITOTO.

Inst npmMepa pPacCMOTPMM aJITOPUTM [OCTAHOBKMU U BepU-
buxanuu umppomBor mnomnmucu. BMeCTO JOKYMEHTA MCIOJNBLBYeM

TexcT «1 2 3 4 5 6 7». [nsT DPOCTOTH I[IOHMMaHMSI BOSBMEM
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aJNTOPUTM MNONYYEHMsI X3W-QyHKUMM, KaK CyMMb SHa4YeHMN BCeX
upcen coobmenusi. I[IpM reHepaumMmM KIKOYEN MCHOJNB3YyeM aJro-
puTM cucTeMsl RSA:

1) Babepem p = 3 m q = 11.

2) OnpepenuM n = 3e¢11 = 33.

3) Hampem (p-1)¢(g-1]) = 20. CnepmomarensHo, d 6ymeT paBHO,
Hanpumep, 3: (d = 3).

4) BroiGepeM uMCIJIO € @O cunegymiumernn oopmyne: (ee3) mod 20
= 1. BuHauuT e 6ymeT paBHO, Hanpmumep, 7: (e = 7).

5) llapa BHaueHMM € M N NOPMMEM KaK OTKPHTE kjiou {7,33}
¥ OomnyGbImMKyeM ero nIisi TOr'e dYTo6m Jio60i MOI' NPOBEPHUTH
MCTMHHOCTE IIOIINCH.

6) Mapy =HaveHMyt d M n HOpMMEeM CEKPEeTHEIM KJIOYOM MOIINMCH
{3,33} u 6ymeM ero HCIOJBLBOBATEL NJsI IOCTAHOBKM 3IIII

7) OInss nocTaHoBKM Il mnas TekcTa IMIONYyYMM X3W-OQYHKIINMIO,
koTopass 6ymer paBHa h = 1+2+3+4+5+6+7 = 28.

8) IlpomsBemeM umbpoBaHMe h C NOMOWBIH CEKPEeTHOT'O KJoda
nognucu {3,333}

Jinnal
SII2

(2°) mod 33

8 mod 33 = 8;
(8®) mod 33 =

512 mod 33

17.

TakuM ob6pasoM, 6yJeT mnepemaBaThbCsaA coobumenme «1 2 3 4
5 6 7» m ero sJjeKTpoHHast LuppoBast nommmuck «8 17». Taxxe
6ymeT ony6IMKOBAH OTKPHITHI KoY Blagernblia nommmcu {7,33}).

lpn nonyueHum coobuenHmst «1 2 3 4 5 6 7» m ero 3N «8
17» BHOOJNHSIEM CJEeOYKIYH0 I10CJIeNOBATEJIEHOCTE IeMCTBUIMA:

1) BrumcamM x3m-QyHKUMIO COOBUWEHMsI, KOoTopas 6ymeT paBHa
hl = 1+2+3+4+45+6+7 = 28.

2) Pacumppyem 3l C UEeNnpo NOJNYYEHMS XBUW-QYHKLIMM MCXOR-
HOT'O COO6meHMs h C MCHOoNBEBSOBaHMEM OTKPHTOI'O KJIIYA

h(1)

(87) mod 33 = 2 097 152 mod 33 = 2;
h(2) =

(177) mod 33 = 410 338 673 mod 33

8.

Tak Kak BHUYMUCIEHHas XxXsw-oyHkumss hl wu pacumppoBaHHas
X3W-QYHKIUST COBHaNM, IIO3TOMY MNPMHMMaeM pelleHMe, YTO COoob6-
meume «l1 2 3 4 5 6 7» He mnoaBepranock MomOuMbOMKALMAM U
NOANMCAHO BJIafeNblieM KJo4Ya, 4YTO IIpaBha.

PaccMOTpMM @pMMEp @pPM MNOJYyYEeHMM [APYyTOr'o COOBIeHus,
MMENIWEero Ty Xe NOANMCE M TOT Xe KoY. HanmpuMep, NOJNydYeHO

coobmenme «2 3 4 5 6 7 8». Torma BHUYMUCIEHHOE IOJjiydaTe-
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JeM 3BHaueHMe xsu-dyHxumm Oymer paBHO 35, a pacumbpoBaHHOE
BHaUeHMe OBymeT paBHO, Kak MHl nocumrTanm Bmme, 28. CooTBeT-
CTBEHHO, BHAuYeHMsI He pPaBHH M BHBOJ, UYTO JAaHHHENM [OKYMEHT
(cooBuenme) He COOTBETCTBYET MNPEeACTAaBJIEHHOM IMOANMCH, UYWTO
TOXe npaBha.

M, HaKOHel], PacCMOTPMM NpPMMEP, [OKaBHBAaIMA BOBMOXHOCTE
BOBHMKHOBEHUSI KOJNIMBUM B X3U-QYHKIMM M, COOTBETCTBEHHO,
IOCNEenCTBUI [MJjis1 6eB30NacHOCTHM. JMCIONBBYEeMEI HaMyM aJIOPUTM
X3UMPOBAHMUSI He UYYBCTBUTEJIEH K I[IepecTaHOBKE CHMMBOJIOE B
COOBWEeHnM, a TaKXe JerKO I[IOBBOJISeT BHUUCISTE COOBWEeHMsI-
6MMBHEeLs, WMeoMe TaKoe Xe BHadueHme xsuw-dyHxumm. Hanpu-
Mep, MNoJiyy¥aTelio OOCTAaJIOCk I[onAeslaHHoe coobmenHme «10 8 5
5», 3BLI m kKJIOY OT INOKyMEeHTa IepBOr'c IpmuMepa. B pesyneTare
BEIUMCJIEHMM NojiydaTrenes noaydmT hl=28, korTopast 6ymeT corBma-
maTe C pacunbdpoBaHHEM BHadYeHMeM. ECTecTBEeHHO, Ha OCHO-
BaHMM TaKMX [AaHHHX OH NPMMET pelleHue, dYTO coobumenme «10
8 5 5» c 3l «8 17» m O6mJIO OTHPaBJIEHO BJAajeNbleM KJYa,
XOTSsI BTO U JIOXKb.

Kaxk Buano u3 mpumepon, Ha DLII MoryT ObITh OCYIIECTBIIEHBI aTaKu
TpeX THUIIOB: KOJUIM3UH IEPBOTO U BTOPOIO HOPsAKA U COLUATIbHBIE aTaKH.
[Monnenka mokymeHTa (KOJTU3USI TIEPBOTO POJIA).

Konnusus nepBoro nopsiaka WiM NOAJeNKa JOKYMEHTa 3aKjHyaercs
B TOM, YTO 3JIOyMBIIIJICHHHK MOXET TOMBITAThCA MON00paTh JOKYMEHT
K JJaHHOHW MONIMHUCH, YTOOBI MOANHUCH K HEMY NOAXOJWIa (KaK MOKa3aHO B
npumepe). OnHAaKO B MOJNABIAIOIIEM OOJBIIMHCTBE CIy4aeB TaKOW JOKY-
MEHT MOKET OBITH TOJIbKO OfMH. [IpnumHa B cieqyromem:

— JIOKYMEHT BC€ K€ MPEACTABILICT U3 ce0s OCMBICIICHHBIN TEKCT U TIOMI0-
Oparb yIOBICTBOPSIONIUE 3JI0YMBIUICHHUKA U3MEHEHUS MPAKTUICCKH
HEBO3MOXKHO;

— TEeKCT JOKYMeHTa O(OpMIIEH MO YCTaHOBIEHHOH (hopme, YTO Takxke
3HAYUTENIBHO YCIOKHAET NOAAETKY JOKYMEHTa (€CTECTBEHHO TOJBKO
B TepmuHax OLIIT);

— JIOKyMEHTHI penko o(OpMIISIOT B BUIE TCKCTOBEHIX-(aiina, Jarie Bce-
ro B ¢opmate DOC nnu PDF.

Ecnn y ¢danpmmBoro Habopa 0allT M MPOM30MIET KOJMIH3US C XAIIEM
HCXOJHOr0 IOKYMEHTA, TO BBIIIOJHEHHUE U OTUX TPEX YCIOBUM JleaeT BEpo-
ATHOCTh JAHHOW aTaku MPaKTUYECKU PaBHOW HYIIIO.

Kyna Gosnee BeposiTHa aTaka BTOPOTro poja. B 3ToM ciyuae 370yMbII-
NeHHUK (abpuKyeT ABa JOKYMEHTa C OJJUHAKOBOW MOJIMMUCKHIO, U B HYKHBIN
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MOMEHT MOAMEHSAET OAuH ApyruM. Ilpu mcnonb3oBaHMM HaIEKHOM XdILI-
(byHKUMM Takasg araka JOJDKHA OBITh TaK)K€ BBIYMCIUTEIBHO CIIOMKHOH.
OmHako 3TH yTpO3bI MOTYT PEaTH30BaTHCS M3-3a cilabocTell KOHKPETHBIX
aJTOPUTMOB XAIIUPOBAHUS, MOANUCH, WIM OIIMOOK B UX peanu3auusx. B
YaCTHOCTH, TAKUM 00pa3oM MOXHO MpoOBecTH aTaky Ha SSL-cepTudukarsl
W alITOpPUTM X3IIupoBanus MDS.

ConmanpHbIC aTaK{ HANPABICHBI HE HA B3JOM aJTOPUTMOB IH(POBOH
MOJIUCH, @ HA MAHUIMYJISLUU C OTKPBITBIM U 3aKPBITHIM KJIIOYaMH MOJIb30-
BaTenei:

— 3JIOYMBIIIJIEHHUK, YKPABIIUH 3aKpBITHIA KIIIOY, MOXET MOANHUCATDH

10001 TOKYMEHT OT UMCHH BJIA/ICNIbLA KITI0Ua;

— 3JIOYMBIIIJIEHHUK MOKET 0OMaHOM BBIHYJIUTD BJIaJeJIblia CEKPETHOTO
KJIIOUa NepeaTb 3TOT KIJIIOY EMY;

— 3JIOYMBIIIJIECHHUK MOKET 0OMaHOM 3aCTaBUTh BJIaJeJiblia MOANUCATD
KaKoH-Tn00 JOKYMEHT, HallpUMep, HCHOIB3Ysl MPOTOKOJI CIICTIOHN Moj-
TIUCH;

— 3JIOyMBIIIJIEHHUK MOXET NOAMEHUTb OTKPBITHIN KIIIOY BiIaJesblla Ha
CBOM COOCTBEHHBIH, BbIJaBas ce0s 3a HEro.

Hcnonp3oBaHne MpOTOKOJIIOB OOMEHA KIIIOYaMH, YCTAHOBJICHHE CpPOKa
xu3HU Kiroueil DUIT u 3amuTa 3aKphITOTO KIO4a OT HECAaHKIIMOHUPOBAH-
HOT'0 J0CTYIla IO3BOJISAET CHU3UTH ONACHOCTh 3TUX aTak.

3.6 IlepcniekTUBBI Pa3BUTHA U MPOOJIEeMbI IPUMeHEeHHU
KPHUITOCHCTEM € OTKPBITHIM (My0JIHYHBIM) KJIIOYOM

Pa3Butne 0O0JNAYHBIX TEXHOJOTHH, KPUITOBAIIOT U MPOCTO AJIEKTPOH-
HBIX JICHET, TEXHOJOTUH OJIOKYEHH, la U «yXOA» B JJIEKTPOHHBIN OH3HEC,
€CTECTBEHHO, OyJICT MOBBIIIATH TPEOOBAHUS K MIPHUMEHSIEMBIM TEXHOJIOTHSIM
KpUITOrpaMuecKoi 3alluThl JaHHBIX, HAJICKHOH ayTeHTU(PHUKALNUHU TT0Jb-
30BaTelici U 00CCICUCHU S FOPUIMYCCKON 3alIUICHHOCTH CACIOK. Pemenne
3THX BOIIPOCOB HEBO3MOXKHO 0€3 HCIIOJIb30BaHUSI METOJOB PACIPOCTpaHE-
HUS KIIOUCH B HE3AIIMIICHHOU ITU(POBOH Cpere — mMemodog accumempuy-
HOU Kpunmozpaguu.

O’kuaeMoe TOSIBICHUEC KBAHTOBBIX KOMIIBIOTEPOB, paclapajiieInBaHIe
BBIYHCIICHUH TpeOyeT OT HccieaoBareeid B 00JacT KpuInrorpadudeckoi
3alIUTHl MPUHIMITHAIFHOTO YCUJICHUST KPUMTOrpaUuyYecKuX alrOpUTMOB.
U opHMM U3 TaKUX LIaroB B O0JNACTH aCCHMETPUYHOrO MIM(POBAHUS CTAIIO
nosiBnieHue areopumma SHA3.
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EctecTBeHHO, 9TO MPHUBEICT K YBEIMUCHHUIO BHIYHCIUTEIBHON CIOKHO-
CTH KPUNITOAITOPpUTMOB. [109TOMY OHUM M3 BO3MOXKHBIX OM3HEC-TIOJXO/I0B
MOXET CTaTh aKTUBHOE BHEIAPEHHUE JICTKUX KPUITOAITOPHUTMOB, KOTOpBIC
MO3BOJIAIOT MOJYYHUTh MPAKTUYECKU TY XK€ KPUIITOCTOWKOCTB, MIPHU 3HAUU-
TEJIbHO MEHbLIEH BBIYNUCIUTEIBHOW CTONKOCTH.

Taxxe He cnenyeT oTOpacbiBaTh TOT (DakT, YTO BCS COBpEMEHHas
acCHMeTpHyHasi Kpunrorpadus MOCTPOSHa HA OTCYTCTBHH pe3yibTa-
TOB IO TIOCTPOCHHUIO MATEMAaTHMUECKMX WM BBIYUCIHUTENBHBIX aJrOpUT-
MOB pemeHusi oOpaTHBIX 3amad. Ml HUKTO HE rapaHTHPYET HEMOSBICHHE
TaKuX aJropuTMoB B Oyaymiem. Tak, Hampumep, B 1994 rony Obln mpu-
HST TEPBBIM POCCHUCKHMI CTaHAApT B 00JAaCTH 3JCKTPOHHOW HH(POBOI
noanucu — ['OCT P34.10-94 «Unpopmanuonnas texnosorus. Kpumnro-
rpadudeckas 3ammura uHpopManuu. [Iponeaypsl BEIpAOOTKHA U MPOBEPKHU
JNEKTPOHHOH 1U(POBOI MoANUCH Ha 0a3ze aCUMMETPUYHOTO KPHUITO-
rpadudeckoro anroput™ay. OH ompenensur mpoueaypsl padoTsr ¢ DI
Ha OCHOBe cxeMbl OJnb [amansg. HeBO3MOXXHOCTh MOAAETKH MOIMUCH
OCHOBaHa Ha CJOKHOCTH PCUICHUS 3aJadd ITUCKPETHOTO JIOTapu(pMHpo-
BaHHS B MoJie U3 p dneMeHTOB. OJHaKO MaTeMaTHKa HE CTOMT Ha MECTe,
U MaTeMaTHKaMH pa3pabdoTaH TaK Ha3bIBACMEBIN Memod peuiema uucio-
6020 nons. C ero momouibio MokHO «B3iaoMaThy OLII, chopmupoBan-
Hyl0 1o cxeme Onb [amans, mo kpaifHed Mepe B ciydae 512-OMTHOTO
MOJYJIS .

Bomnpocsl 111 caMOKOHTPOJISA

1. UYro Takoe acHMMETpUYHASI KPUIITOCHCTEMA?

Krto ucronb3yeT OTKpHITHIN (ITyOIMYHBIA) KITFOY B aCCUMETPHYHOM

KpUITocucreme?

KTo mpeiiok it uiero acCHMETPUIHOTO MTUppoBaHUs ?

Kakas cuctema acCHMETpUYHOTO MU(POBaHUs OblIa MepBoii?

5. Kaxoii anroputm mudposanus nonoxer CIIIA B 0CHOBY MOCTKBaH-
TOBOM Kpunrorpadun?

6. KakoBa pexomeHnmyemas JJIiMHa KJIOUEH B aCCUMETPUUYHBIX KPHUIITO-
cuctemax?

7. Uro Takoe XdmI-(QyHKITHA?

8. Kakwue anropuTMbl X3IIUPOBAHUS B HACTOSIICE BPEMs PEKOMEHI0Ba-
HBI 111 ucnoib3oBanus B CIITA?

9. Uro Takoe 3IeKTPOHHO-IIU(PPOBas MOJMUCH?

W
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10. Kakue anropuT™bl mocTaHoBKH u Bepudukamuu LI npumenstorces
B Pecniy6nuke Kaszaxcran?
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IVTABA 4. YITIPABJEHUE KPUIITOI' PAONYECKUMHU
KJIIIOYAMHA

Knrwouessle cnosa: eHTp pacrpe/iesieHus KITIOUei, OKa3us, CECCUOHHBIN
ko4, SSL, TSL

4.1 YupaBijieHUe KJII0YaMH B CHCTEMAX € OTKPBITHIM
(MyOJINYHBIM) KJIHOY0M

OnHolt U3 IIaBHBIX c(ep MPUMEHEHUs CXEMbl HMIH(POBAHUS C OTKPHI-
TBIM KJTIOUOM SIBIISICTCS peIICHHEe MPOOIeMBI pacnpeaeaeHns Kirodeid. Mme-
IOTCSI JIBE COBEPILIEHHO Pa3JINYHbIe 00JIACTH HCIIONB30BaHMS HIHM(YPOBAHUS
C OTKPBITHIM KJIIOUOM B 3TOH cdepe:

— pacmpezeneHne OTKPBITHIX KIIIOUeH;

— HCIIONB30BaHUE MHN(PPOBAHUS C OTKPBITHIM KIJIIOUOM JUIS pacipeese-

HUS CEKPETHBIX KIIIOUEH.

Jnis pactpeneneHns OTKPBITEIX KIFOUeH MPEIIoKeHO HECKOIBKO METO-
n0B. DaKTHYECKN X MOXKHO CTPYIIIHPOBATh B CIEAYIOIINE OOIINE KITACChL:

— myOnuuHOE OOBSIBICHUE;

— TyONMYHO NOCTYMHBIA KaTaor;

— aBTOPHUTETHBIH UCTOYHHUK OTKPBITHIX KITIOYEH;

— CepTU(UKATHI OTKPBITHIX KIIOUYEH.

CaMBIM TIPOCTBIM CIOCOOOM PACHPOCTPAHEHHS SABIACTCSA ITyOIMYHOE
OOBSBICHUE OTKPBITBIX KIIOYEH WIJIM TaK Ha3bIBAEMOE HEKOHMPOIUPY-
emoe pacnpeoenenue Kiovel. B naHHoM Meroze st00as yduacTBYyIoLas B
oOMeHe NaHHBIMH CTOPOHA MOXKET IIPEJOCTABHTH CBOM OTKPBITHIN KIHOY
000l Apyroif CTOpoHE MM MEepefaTh KI4Y IO CPeiCTBaM KOMMYHMKa-
Uil BooOI1IE I BCEX.

OTOT mMoAXox ynoOeH, HO MMeeT OAWH HEJNOCTAaTOK: TAaKoe ITyOIMYHOe
OOBSIBIIGHUE MOXKET CENaTh KTO YTOAHO, B TOM 4YMCJIE M 3JI0YMBIIIICH-
HUK. DTO 3HAYHUT, YTO KTO-TO MPEACTABUBIINCEH MOJIB30BATEICM A MOXET
MOCJIaTh OTKPBITHIH KIF0Y APYTOMY IOJNB30BATENIO CETH MIH NMPEIIOKHUTh
TaKOM OTKPBITHIN KJIIOU JJIsl BceoOliero nonb3oBanus. [loka nonp3oBaTens
A OTKpOCT MOAJIOT M NMPEeRyHNpeauT APYTUX IMOJb30BaTenei, dhaabcuduka-
TOp CMOXET IPOYNTATh BCe MHU(PPOBAHHBIE COOOUICHWS, MPHUIIEIINE 3a
3TO BpeMs AJig A, U CMOXET UCNOJb30BaTh (haabCU(PUIUPOBAHHBIC KIIOUU
JUTS ay TCHTH(UKALINH.

Bropoii myTh — 3TO HCTONB30BaHUE MyOJNYHO JOCTYNHOTO Karajora
UM LEHTPAJU30BaHHAS CXeMa. 3a CONPOBOXKACHUE U PACIPOCTPAaHEHUE
MyOIMYHOrO KaTayjora B TaKOH CHUTYyallMH JIOJDKEH OTBEYaTh HEKOTOPBIH
Ha/IeKHBINA HeHTp. Takas cxema JTOJDKHA BKITIOYATH CIETYTOIINE SJIEMEHTEL:
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— YIOJHOMOYECHHBIA OOBEKT, MOIJACPKUBAIONINI KaTaJIOT C 3aIlCIMH
BHUJIa {MMsI, OTKPBITBIN KJII0U} JIJISI KaXK/I0TO U3 YYaCTHHUKOB;

— KaXJbIJl YYaCTHUK PEruCTPUPYET CBOM OTKPBITHIN Kitou. Takas pe-
TUCTPALHS JTOJKHA TIPOUCXOAUTH INOO MPH TUYHOU SIBKE YUYaCTHHKA,
00 1O 3aUTUIIEHHBIM KaHajaM KOMMYHUKAIUW;

— TIpH KOMIPOMETAIMK KJIF0Ya YYACTHUK MOXKET 3aMEHUTD CYIIECTBYIO-
U KJTFOY HOBBIM B JIFOOOW MOMEHT C HMCIOJIB30BAaHHUEM CPEICTB ay-
TEHTU(DHUKAIIH;

— Karallor PeryJsipHO OOHOBIISETCS.

Orta cxema OoJjee 3alUIICHA, YeM HWHIWBHIYaJbHBIC ITyOJIHYHBIE 00b-
SIBJICHUSI, HO U OHA ys3BUMa. ECIM MPOTUBHUKY yAACTCS OJNYUYUTh JIMIHBIN
KJIFOY 00BEKTa, YNMOJTHOMOYEHHOTO BECTH KAaTallol, OH MOMKET BbIJIaBaTh
(hanbCcUpUITUPOBAHHBIC OTKPBITHIC KIFOYH M, CJIEIOBATEIBHO, BBICTYNATh
OT UMEHH JTIIO00T0 U3 YYaCTHUKOB OOMEHA JJaHHBIMHU M YUTATh COOOIICHHUS,
MpeHa3HauYeHHBIC TI0OOOMY YYaCTHUKY.

TpeTuii BapuaHT — 3TO HCIOIH30BAHUEM aBTOPUTETHOT'O HCTOUYHHKA
OTKPBITHIX Kitoueh. CrieHapuil TaKoro BapHaHTa IMPEIoJiaraeT HaTudue
HEKOTOPOTO IIGHTpa pacupe/elieHuss KIIYel, YIOJTHOMOYEHHOTO TIOJ-
JICP)KUBATh JUHAMHYECKWNA KaTalor OTKPBITBHIX KIFOUEH BCEX YYaCTHH-
KOB oOMeHa JaHHBIMHU. Kpome TOro, KaxJjoMy U3 yYaCTHHKOB JJOCTOBEPHO
M3BECTCH OTKPBITBIA KIFOY IICHTPA, HO TOJBKO IIEHTP 3HAET COOTBETCTBYIO-
A TAYHBIA Kr04. [Ipr 3TOM BBIIOJHAIOTCA CIEAYIOMINUE ACHCTBUSA:

— HMHUIUAATOP A MOCHLIAET COOOIIEHUE C METKOU J1aThl/BpeMEHHU (OKa3u-
el N|) aBTOPUTETHOMY UCTOYHHUKY OTKPBITBIX KIIKOUEH C 3aIPOCOM O
TEKyIIeM OTKPBITOM KJII0Ue y4acTHHKA B;

ABTOPUTETHBI

_ WCTOYHUK V\

KAntouei
1) 3anpoc/Bpems, 4)3anpoc/Bpema,

2) E KRun /KU»/ 3anpoc/Bpems,

5) E KR /KUp/ 3anpoc/Bpems,

3) EKU, (IDA/N, \

6) E KU, (N}/N.
MHuumatop A | €¢— ) (LD p— PecnoHpeHT B

\ 7) EKU, (Np) /

Pucynox 4.1 — Cyenapuii pacnpedenenus koveti npu
UCNONB30BAHUU ABMOPUMEMHO20 UCMOYHUKA KIHOYell
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— AaBTOPHUTETHBIH HUCTOUYHHK OTBEYACT COOOIIEHHEM, KOTOpPOE IUPPY-
€TCS C MCIOJIB30BaHUEM JINYHOTO KJII0Ya aBTOPUTETHOIO MCTOYHHUKA
KR, . OT0 coo0imenre MHUIMATOP A MOKET NeMU(POBATH, UCTIONb-
3ysl OTKPBITBIN KIIF0OY aBTOPUTETHOIO HMCTOYHHKA. [loaTomy ormpa-
BUTENIb A MOXET OBITh YBEPCHHBIM B TOM, YTO COOOIIEHUE UCXOIHT
OT aBTOPUTETHOrO MCTOYHUKA. DTO COOOILIEHHE JOJKHO BKIIIOYATh:
OTKPBITBIA K04 yuacTHuka B (KU,), opurunanbueiii 3ampoc, (4to-
OBl cCTOpOHa A MMella BO3MOXHOCTh YOCIUTHCS, YTO 3allpoC HE OBLI
W3MEHEH Ha NYTH K aBTOPUTETHOMY HUCTOYHUKY) U OPUTMHAJIBHYIO
METKY JaTbl/BpeMeHH (0ka3us N,), 4ToObl OTIpaBuTENh A MO yJI0-
CTOBEPUTHCA, YTO 3TO OTBET UMEHHO Ha JaHHBIN 3a1poc;

— HHULIMATOpP A COXpaHsAET OTKPBITHIN KJIIOY yuacTHUKA B 1 ucnomns3y-
eT ero M MHUPPOBAHUS COOOIICHHS, HAIPABISIEMOTO MOTyYaTeITIo
B u conepsxamero uaentupukarop ornpasurens A (ID,) u okxasuro
N;

— pecnoHAeHT B mosjydaer OTKpBITHIM KJIIOY ydacTHUKa A OT aBTOpU-
TETHOTO UCTOYHHMKA TOYHO TaKUM K€ CIOCOO0M, KAKUM OTIIPaBUTEb
A mosty4yus OTKpPBITBIHM KiTt0o4 nonyyatens B.

K 5TOoMy MOMEHTY OTKpBITHIE KJIIOUH OKa3bIBAIOTCS JOCTaBICHHBIMU
yuacTHUKaM A u B, Tak uto tenepp A u B MoryT HauaTh 3amuiieHHbBIN
oOMeH maHHBIMH. Ho mepes TUM MM KeaTeNbHO BRITIOTHUTE JBa CICIYTO-
LIUX JOIOJHUTENbHBIX JASHCTBUSA:

— pecnoHaeHT B moceuiaeT cooOuieHne MHULMATOPY A, MUPpPOBaH-
Hoe ¢ nomouisto KU, n comeprxainee okasuto ornpasutens A (N)), a
TaK)Ke HOBYKO OKa3MI0, CreHepupoBaHHyo ydactHukom B (N,). Ilpu-
cytcTBue N, B 3TOM COOOIEHNH YOk Ia€T y9aCTHUKA A B TOM, YTO
OTIPaBHUTENIEM MOJTYUYEHHOTO cO00IIeH s ObLT B;

— wuHMOMarop A Bos3spamaet N, mH(pPOBAHHOE C TIOMOIIBIO OTKPHITOTO
KJII0Ya y9acTHUKA B, 9TOOBI TOT MOT yOEAUTHCS B TOM, YTO OTIIPaBH-
TeJIeM OTBeTa sIBJseTcs A.

B sTom BapuaHTe pacmpeeneHus Kiodei notpedyercs ceMb cooOrie-
Huid. OIHAKO OTCHIJIATh TEPBBIC YETHIpE COOOIEHUs TpeOyeTcsl HeyacTo,
TaKk Kak ¥ 00¢ CTOPOHBI MOTYT COXPAaHHUTHh OTKPBHITHIC KIIOUH IPYT IpyTa
IUTSL TaJIbHEUIIIEr0 UCTIONb30BaHUS, YTO OOBITHO HAa3BIBAIOT KIOUIUPOGAHUEM.

B derBepTOM BapHaHTE HCHOJIB3YIOT CEPTHU(PHUKATHI OTKPBITHIX KO-
yeil. B mpeasinyiem cueHapun ABTOPUTETHBIN UCTOYHUK SABJISETCS Y3KUM
MECTOM CHCTEMBl. AIIBTEPHATUBHBIM TOAXON mpenioxun B 1978 romy
Jloper Kongensaep (Loren Kohnfelder). B nanHoM MeTone kakablid cep-
TU(DUKAT COAECPKUT OTKPBITBIN KIIIOY M APYTyH0 HH(OPMAaLUIO, CO3IAETCs
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ABTOPUTETHBIM HCTOYHHKOM CEPTHU(PHUKATOB M BBINACTCS yYAaCTHUKY. B
CHCTEME TIPEIBSIBISIOTCS CIEAYIONINE TPEOOBAHMUS:

— 10001 yYaCTHUK OKEH MMETh BO3MOXHOCTH IIPOYUTATh CEPTUPH-
KaT, YTOOBI ONPENICIUTh UMS U OTKPBITHII KJIIOU BJIAJICIBIA CEPTUDH-
Kara;

— 0001 YYaCTHHUK JOJKEH UMETh BO3MOKHOCTH IIPOBEPUTH, UTO CEp-
TA(PUKAT UCXOIUT OT aBTOPUTETHOI'O UCTOYHHKA CEPTUPHUKATOB U HE
SIBJISICTCS TIOJIJICIIKOM;

— TOJNBKO aBTOPUTETHHIN UCTOUHUK CEPTUPHUKATOB TOIKCH UMETh BO3-
MOXHOCTH CO3J1aBaTh W U3MECHSITH CEPTUPHKATHI.

Hennunr (Denning) Kk 3TUM TpaBmiiaM A00aBHII CleAyromiee TpedoBa-

HUE — JTI000H YYaCTHUK TOJKEH HMETh BO3MOKHOCTH IIPOBEPHUTH CPOK JEH-
CTBHS cepTUPHKATA.

/ ABTOPUTETHbI MCTOUHUK Ktouei

KUa
Ca Cb

\ pd e W

MNonb3osatenb A (MHUUMATOP)

Monb3osatens B (pecnoHaeHT)

(2) G

Pucynox 4.2 — Obmen cepmughuxamamu omxpuimoix Kiodeu

Kaxxaprif y9acTHHK B TaKo# cucTeMe oOpamiaeTcs K IEeHTPY cepTudu-
KaTOB, MPEIOCTABIISISI OTKPBITHIA KJIFOY ¥ 3alpalluBasi [JIsl HEro IO 3alllu-
IIEHHOI (hopMe CBS3U cepTU(DHUKAT.

Lentp nepeceinaet ceprudurarel C, u C,, comeprkanue

— BpeMs JeHCTBUs cepTudUKaTa;

— UJCHTU(PHUKATOP BIAJCTbIIA;

— OTKPBITHIH KJTIOY BIIa/IENbla CepTUHHUKATA.

[Ipu >TOM cepTUhUKATHL 3aMIUPPOBAHBI C IIOMOIIBI JHYHOIO KIIF0YA
ABTOPUTETHOI'O UCTOYHHUKA.

[Ipu 3TOM moNB30BaTedh A MOXET IepeciiaTh cepTU(PUKAT JH0OOMY
YYaCTHUKY.

[Nomyuarens cepTudurara ucrnoiaszyeT OoTKpbITHIN Kiaod KUauth men-
Tpa CepTU(HKATOB, YTOOBI MPOYUTATh CepTH(UKAT. DTO JaeT rapaHTHIO,
4TO cepTH(UKAT NMPHIIET UIMEHHO OT HEro.
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4.2 TIpoToKoa 00MeHA CEeKPETHBIM KJIKY0M

[Ipu cummeTpruyHOM MUGPOBAHUHU 00 CTOPOHBI JIOJKHBI UMETh OJIUMH
U TOT e CeKpeTHbIi kirod. [loaTomy kpunrtorpaduyeckas HaJEKHOCTh
1000 CUMMETPUYHON KpUNITOrpauyeckoil CUCTEMbl 3HAYUTENIbHO 3aBH-
CHUT OT HCIIOJIb3yeMON CUCTEMBI pacipeesIeHus KIIUeH.

Hns nByx cropon A u B pacnpenenenue kitoueii BO3MOKHO OpraHU30-
BaTh YETHIPbMsI PA3ITMYHBIMH CIIOCOOAMHU:

— KJII0Y BBIOpPAH CTOPOHON A M (M3MUECKU JOCTaBICH B;

— KJII0Y BBEIOMPAET TPEThsS CTOPOHA U (PU3MUECKHU AOCTaBIsICT A U B;

— OJIHa W3 CTOPOH IepeIaeT HOBHIH K0 B 3amIM(pOBaHHOM BHJIE, HC-

MOJIB3YS CTAPBIN KITIOY;

— TpeThbs cTtopoHa C nocTaBiseT kiod A U B 1o 3amunieHHbIM KaHa-
JlaM CBfI3H, T.€. MCIONb3yeTcsl Hekuil LleHTp pacnpeneneHus Kiroden
(LIPK).

B TaxoMm crmydae Ans CHMMETPHYHBIX KPHIITOCHCTEM cXeMa (IIPOTOKOIN)
pacnpeesieHus KIYed MOXeT ObITh IEHTPAJIM30BAHHON U pacrpeneiicH-
HOH (C MOCPETHUKOM U CaMOJIOCTATOYHOM).

Ucnonp3oBanue LIPK mpenmnonaraer opraHu3anuio HEpapXuM KIrOUen
(MEHUMYM 11Ba ypOBHs1). CBSI3b MEXK/IY KOHCYHBIMU TOIB30BATCIISIMH IIU]-
pyercs ¢ HCHOJIb30BAaHMEM BPEMEHHOIO KJIIOYa, Ha3bIBAIOILEIOCS CeaHco-
evim Kaouom. CeancoBbldl kitou monyyatoT oT L[PK mo Tem ke kanamam
CBSI3M, YTO UCHOJB3YIOTCA JIJIsl JOCTABKU JaHHBIX. CeaHCOBbIE KIIIOUH Mepe-
JAI0TCS B 3alIU(POBAHHOM BHIE, a JJIS HX IMU(PPOBAHUS HCIOIB3YETCs
TJIABHBIN WU MacTep-kito4, oomui 1is LIPK u nanHOro mosp3oBarers.

B Takoii cxeme rnaBHBIX Kitodel TpeOyercs N (1o Yucity MoJib3oBaTte-
neit). Ux pacnpenensitoT HekpuntorpadguyeckuM crocodom (husznueckont
JIOCTaBKOH azipecary).

[Ipenmnonoxkum, 4TO MPU MCIOJIB30BAHUM LEHTPATU30BAHHONH CXEMbI
pacripenesieHusT KIIIoYel TONb30BaTellb A XOYeT NepenaTh WHPOPMAaIUio
MOJIb30BaTEN0 B | /IS 3aIUTHI TaHHBIX TpeOyeTcs OJHOPAa30BBIA CEaHCo-
BBIN KJTIOY.

IIpu sToM moONB30BaTENb A HMMEET CEKPETHBIN Kitou K , M3BeCTHBIN
tonbko emy u L[PK, a mombsosarens B umeer K, (K, u K, — riaBubie
KJIIOYM Nojib3oBaresei A u B coorBeTcTBeHHO, K — 0IHOpa30BbId ceaHco-
BBIN KIIFOU).

OOmeH nH(popManuei MPOUCXOIUT CISTYIOUIUM 00pazoM:

1. Tlonb3oBatens A mocbutaet 3anpoc B LIPK Ha monydenue ceanco-
BOT'O KJItOYa JJid 3allUThl cBs3u ¢ B. IIpu 3TOM mochliaemslii 3anpoc a0ii-
JKEH BKJIIOYATh:
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—  uH(OPMANKIO, MO3BOJIAIONIYIO OHO3Ha4YHO onpenenuts A u B (ID,,
IDy);

— HEKOTOpbIH uaeHTHGHKATOp N, YHHKANBHBINA 1S KaXI0ro 3armpoca
Y Ha3bIBaeMblil okasuet. Oka3ueil MOKET ObITh BpeMsi, CYETYHK, CIIY-
yaifHoe 4yucio.

2. 1IPK oTBedaeT Ha 3ampoc MOIB30BaTeNs A, MUPPYST OTBET KIIOYOM
Ka (rmaBHBIM KiIIOUOM mOJB30BaTenst A). EAMHCTBEHHBIM MOJIb30BATEIIEM,
KTO CMOXET MPOYeCTh OTBET, SABIsAETCA A (CieqoBaTelbHO, A yBEepeH, 4TO
coobmenue npunuio ot L[PK).

Coobmenne-oreer L[PK BKIIIO9aeT ciemyromIe IeMeHTHI, MpeaHa3Ha-
YyeHHbIE I A:

— OIHOPa30BbIf CeaHCOBbIH Kimod K (mis cBsa3u momb3oBarens A ¢

noJib3oBareseM B);
— 3anpoc ¢ okasueil N, 9T00bI N0JIb30BaTENb A MO CONOCTABHTH OT-
BET C 3alIPOCOM.

Takum 00pa3oM, MONB30BaTeIh A MOXET YIOCTOBEPUTHCS UYTO €ro
3anpoc He OblT u3MeHeH Ha nyTH B [IPK, a oka3us He MO3BOJISET mepeny-
TaTh OTBET Ha JAHHBIH 3allpoc C OTBETOM Ha MPEAbIAYIIHE 3aIPOCHL.

CooOmienue-orBeT LIPK BkiIOUaeT cienyrouiue 3JI€MeHThI, IpeJHa3Ha-
yeHHbIe 17151 B.

— OJHOPA30BbIA ceaHCOBbIH K04 K ;

— wuaeHTH(uUKaTop nonb3osarens A —ID,.

O6a snemenTa mupyroOTCsS ¢ moMoubl Kiaoda K (rmaBHoro kiroda
IIPK u nons3oBatens B).

3. Tlonmp3oBaTenb A COXpaHSET CBOW CEAHCOBBIM KIJIIOY M TEPECHLIACT
nosib3oBareo B uapopmanuio ot LIPK, npeanaznavuennytro mis B.

[MonezoBarens B nonyuaer K u 3Haer, uto momyvennas unpopmaius
npumia ot [PK (rak kak ona sammdposana K, KOTOpBIA 3HAIOT TOJBKO
B u I1PK).

CeaHCOBBIN KITIOY, TAKUM 00pa3oM, €CTh KaK Y MONB30BaTEeNs A, TaKk H
B. Ho nepen 0OMEHOM JJaHHBIMU KEJIATEIbHO BBIIIOIHUTH CIeNyIOLIee:

4. Vcnonw3ysl TOJNy4YCHHbINH ceaHcoBblii kimod K nomabsosatens B
HOCBUIAET TI0JIb30BATEN0 A HOBYIO OKasuio N,.

5. C nomompro K mnompsoBarens A B oTBeT Bo3ppamaer f(N)). Oto
He00X0UMO, YTOOBI yOEeIUTh MoJb30BaTeNs B B TOM, 4TO IepBOHAYAIBHO
MOJYyUYCHHOE UM COOOILICHHE HE OBIJIO BOCIPOM3BEACHO 3JI0YMBIIIICHHU-
KOM.

Takum oOpa3om, obecrieumBaeTcss HE TONBKO Ieperada Kioda, HO H
ayreHTH(pUKanus (warn 4 u 5).
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/ LieHTp pacnpeaeneHus Katodei

(1)1D4] 1Dg| Ny B) B
\ (2) Eka/\
v @) E
UHuumatop A PecnoHpeHT B

W

Pucyrnox 4.3 — llenmpanuzosanuas cxema pacnpeoeneHusi CeKpemublx Kaoyell

CrnemyeT OTMETHTb, UTO HEOOS3aTEIbHO BO3JIarath (GYHKIHUIO pacipene-
nenus kmoued Ha oguH LIPK. Bonee BBIrOJHO HCIONB30BaTh HEKOTOPYIO
uepapxuto LIPK. Yem yaie MEHSIOTCS CEaHCOBBIE KIJIIOUU, TeM 00Jee OHU
HaJIeKHbI, HO PACIPEJEIICHHE CEaHCOBBIX KIIOYEH 3a/JepKMBAET Hadaso
ceaHca OOMEHAa TaHHBIMHU W YBEIUYHBACT 3arpy3Ky CETH.

Ucnonp3oBanne [[PK npennonaraer, uto [[PK nomkeHn BHymath jgoBe-
pue U ObITh HAJICXKHO 3AIMMINEHHBIM OT MocsraresbcTB. OT 3TUX TpeboBa-
HUHW MOXHO OTKa3aThCsl, €CIIM HCIOJIb30BaTh JICHEHTPAJIN30BAHHYIO CXEMY
pacrpezeneHus KIo4en (CaMoI0CTaTOuYHYIO).

(1) 3anpoc| | Ny(okasua)

(2) Emkm[Ks| [1Dg| 3anpoc | f(Ny)] [ N,]

WHnumaTop A PecnoHpeHT B

\ (3) Eclf(N]

Pucynox 4.4 — Jleyenmpanuzoeannas cxema pacnpeoeienus CeKpemHuix Kiouell

B npeneHTpann3oBaHHOM CXEME pacHpeAcsieHUs KIIoUel CEeaHCOBBIN
KJIFOY MOXET OBbITh OIpENesIeH B pe3ysibraTe CIeNyIOLIel MociaenoBaTeb-
HOCTH JIEHCTBHI:

— TI0JIb30BaTElb A TOCHUIAET 3anpoc Ha nonydyenue K + okasus N ;

— Tonb30BaTenb B oTBewaer, mudpys 0TBET C UCIIOIB30BAHUEM OOIIIe-

roy A u B rmasnoro kimoya E .
— monb3oBarenb A Bospamaet f(N,), muppys ¢ nomomsro K.
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4.3 Cepruduxarsl 6€301aCHOCTH

Ceptudukarsl 6€30MaCHOCTH UM OTKPBITHIX KIIOYEH — 3TO CTPYKTYPHI
TAHHBIX, MPEAHA3HAYCHHBIC [T XPAaHEHHUS, PACHPOCTPAHEHHS WM Mepe-
CBUIKHM TI0 HE3alWIIEHHBIM KaHaJaM OTKPBITHIX KIIOYeH ¢ rapaHTHeH HX
LEJIOCTHOCTH U ayTEHTUYHOCTH (IPUHAAJICIKHOCTH KOHKPETHBIM CyOBEK-
Tam).

Llens wucmonp30BaHUSA CEPTUPUKATOB — CHENATh OTKPBITHIE KIIIOYH
ONHUX CYyOBEKTOB (B3aMMOJECHCTBYIOIINX CTOPOH) JOCTYIHBIMH IS Jpy-
X TaK, 4TOObl UX AYTEHTUYHOCTb (T.€. NMPUHAJICKHOCTh KOHKPETHBIM
CyOBEKTaM) U ICHCTBUTENBHOCTD MOXKHO OBIJIO HA/EKHO IPOBEPSATE.

B ceptudukare maentndpunmpyromas uHGopManus o6 o0BbekTe (CTO-
pOHe, BIIajieNIblie KIF04a) JOCTOBEPHO CBA3BIBAETCS C €r0 OTKPBITHIM KITIO-
goM. JlocToBepHOCTH 00ecre4YrBaeTcs IPOBEPKOH TOANNCH H3aTels
— YIOCTOBEPSIOIIEr0 LEHTPAa MM LEHTpa cepTU(UKANUU, KOTOPOMY BBI
JIOBEpsIeTE.

CepTuuKaT OTKPBITOrO KIJIF0o4a — 3TO MU(MPOBOI JOKYMEHT (CTPYKTypa
TAHHBIX), COCTOSIINHN U3 pa3jiena JaHHbIX U pa3/esa MOAIHCH.

Paznen qaHHBIX COAECPKUT OTKPBHITHIC AAHHBIC BKIIIOYAIOLIUE, KAK MUHU-
MyM, OTKPBITBIM KIIOY U HACHTH(GUIHPYIOIIYIO CTOPOHY HH(DOpMAIUIO
(uMs1 00BEKTa M JOTOMHHUTENbHEIE cBefeHus). llomp3oBaTenbckoe UMs B
¢dopmate otnmuutenabHoro umenu (DN). DN onpeneinsier Ha3BaHHE TOJb-
30BaTeNs, U JII00bIE TONOIHUTENbHbIE aTPUOYTHI, TPeOyeMble ISl YHUKAIIb-
HOrO MJeHTH(UKATOpa Tosb30oBaTens (Hampumep, DN MoxeT coaepxaTh
MOJIB30BATEIBCKUI HOMEp ciryKamero). OTKPBITEINA KITI04 TpeOyeTcs s
TOT0, YTOOBI TTOJIF30BATENIN MOTJIH PEATN30BaTh YCIYTH MO 3amuTe HHQOp-
MallM{ 4epe3 MCIIOIb30BaHUE OTKPBITHIX KIIIOUeH B cepTH(HKATE.

JononHuTenbHas HHPOPMAIUS MOXKET BKIIOUATh:

— CPOK JAEHCTBHSI OTKPBITOTO KIIIOYA;

— CepuiHBI HOMEp WM WM, HACHTHGHUIHPYIOIEee cepTHHHUKAT HITH

KITIOY;

— JIONOJIHUTENIbHYI0 MH(OpMALUIO O BIajeblie cepTudukata (Hampu-
Mep, OOBIYHBII HIIN CETEBOH afpec);

— JIONOJIHUTENbHYI0 MH(OPMAINIO O KII0Ye (HallpuMep, adrOpUTM H
HaMeJaeMoe HCIIOIb30BaHMe);

— 0coOble XapaKTEepPUCTHKH, OTHOCSIIUECT K WASHTH(QHUKAIHMU Tpes-
CTaBJISIEMOr0 OOBEKTA, TEHEPHUPOBAHUIO KJIIOUEBON Mapbl WIH JpPY-
T'UM TIpo0eMaM IMOMNTHKH;

— wuH(popMaIHIo, 00JIErYaroIlyo MPOBEPKY MOIIHCH;
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— KOHKPETHBIC OTEpAINH, I KOTOPHIX TOJDKEH HCIIONB30BaThCS OT-
KPBITBIN K104 (rppoBanus JaHHbIX win DIIT).

Korga rosopar o0 uzmanum ceprudukara, TO MOApasyMeBaeTCs MOA-
MUCaHue pa3zenia JaHHBIX OpraHoMm ceptudukanuu. M3napas ceprudukar,
M3lIaTeNb yIOCTOBEPSCT MOUIMHHOCTD (JJaeT CBOM TapaHTHUU TIOJJIMHHOCTH)
CBSI3M MEXKIY OTKPBITBIM KJIIOUOM CYyOBEKTa M HICHTH(OUIIUPYIOMEH ero
nHpopmanuen.

OnHMM W3 MEPBBIX MPOTOKOJIOB, HCIOJB3YIOMIMX CEPTU(DUKATH OBLI
nporokos SSL. SSL (anrm. Secure Sockets Layer — ypoBeHb 3amumén-
HBIX COKETOB) — KPHUIITOTpapUUECKUI IMPOTOKOI, KOTOPEIi Ioapa3yMeBaeT
Ooiee Oe3omacHyro CBsi3b. OH HCIOIB3YyEeT aCHMMETPUYHYIO KPHUIITOIpa-
¢buto s ayreHTUDUKALUK KIIOUell oOMeHa, CHMMETpUYHOe mu(poBaHue
JUIS. COXpaHEHUS! KOH(MUICHIIMATBHOCTH, KOIBI ayTeHTU(UKALIMH COO0IIe-
HUM 171 HEJTOCTHOCTU COOOLIECHUIA.

SSL m3nawansHO pa3paboTan kommanuei Netscape Communications s
nobasnenust nportokosna HTTPS B cBoit web-0Opaysep Netscape Navigator.
Briocnencteun Ha ocHoBanuu npotokona SSL 3.0 Obin pa3zpaboTan u mpu-
HaT ctanaapT RFC, nonyuusmuii ums TLS. B 2014 rogy npaBUTEIbCTBO
CILIA coobmuiio 06 ys3BUMOCTH B TeKyIllel Bepcuu npotokosa SSL. SSL
JOJDKEH OBITh MCKITIOUEH U3 paboThl B moib3y TLS.

Ilo cytu, SSL-ceprudukar — nudppopas NOAMNHUCH caiiTa, MOATBEPKIa-
IOIIast €ro MOJIMHHOCTh U 0€30MacHOCTh KJIMEHTY. Vcnonb3oBanue cepTu-
¢uKaTa TO3BOJISET 3aNTUTHTH KaK BIAJCNbIA CaliTa, TaK W €r0 KJIHEHTOB.
SSL-ceprudpukar maét BO3MOKHOCTH BIAJACIBLIY MPUMEHUTH K CBOEMY
caiity TexHosoruto SSL-mudpoBanus. Taxum oopasom, nasHauerue SSL-
cepmughuxama — obecneuums 6€30NACHOE COCOUHEHUE MeNCIY CepeepoM U
opayszepom nonv308ames, HAOEICHO 3AWUMUMbL OAHHbIE OM Nnepexsama U
NnoOMeHbl.

[Ipuobperator ceprudukarsl OOBIYHO HE HANPAMYIO Y YIOCTOBEPSIO-
hero LEeHTpa, a yepe3 napruépos. B Kazaxcrane u Poccun npogaxkeit cep-
TH()HUKATOB W3BECTHBIX YAOCTOBEPSIONUX IIEHTPOB, Takux kak Comodo,
Geotrust, GoDaddy, GlobalSign, Symantec u mpo4ux, 3aHUMaeTCs MHOXe-
cTBo kommnanwii. KopHeBbie SSL-cepTuukaTsl dTUX IIEHTPOB MpeIycTa-
HOBJICHBI B KaY€CTBE JJOBEPEHHBIX BO BCEX MOIYJISPHBIX Opay3epax.

CyniecTBYIOT CepTU(PHUKATHI Pa3HBIX YPOBHEW MpoBepKH. JlJis 3aImuThl
TIEPCOHATBHBIX JaHHBIX MOJH30BaTENCH OOBIYHO HCIIONB3YIOT cepTH(UKAT
¢ ynpoméHHoi nposepkoii — DV (Domain validation).

Crnenyrouuii ypoBeHs — cepmugpuxam OV (Organization validation) ons
opeanusayull, npumeHaemsill Onisi NPOGEPKU C8A3U MeHCO)y OOMEHHBbIM UMe-
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HeM, XO35UHOM 0OMeHA U UCnoavb3yruell cepmugpurxam xomnanueti. To ectb
TaKol cepTu(uKar yJIoCTOBEepsieT He TOJIBKO JOMEHHOE MMS, HO M TO, YTO
CallT MPUHANICIKUT ACHCTBUTEIHHO CYNIECTBYIOIICH OpraHU3aIuu.

s bonee kauecmeeHHOU NPOGEPKY KOMNAHUU U €€ NOTHOMOYULL HA NPU-
obpemenue cepmupuramos UCHOIL3VIOMCS MAK Ha3vbleaembvle cepmupu-
Kamvl ¢ pacuwupennoll nposepkoil — EV (Extended validation).

Takoke CyHIeCTBYIOT U HAYUOHALbHbIE CEPMUPUKAmMbL Oe30NACHOCMU.

4.4 AHOHMMHOe pacnpeje/ieHUe KJ04eil

B cnyuae, ecnu monb30BaTeNn caMM HE MOT'YT BBIOUPAaTh COOCTBEHHBIE
KJIIOYH, TO OHM JOJIKHBI MOJIB30BAThCs YCIyTaMU LIEHTPA paclpeesIeHus
kiroueit. [IpoOema 3akirodaercs B TOM, YTO KIJIFOUM JOJDKHBI pacripene-
JATHCS TaK, YTOOBI HUKTO HE MOT OIPEOCIUTh, KTO IONYYHJ KaKOW KITIOU.
[Ipouenypa pacmpeneneHust Kio4yeil B 3TOM cilydae MOJydHsa Ha3BaHUE
«aHOHUMHOE PacIpe/esICHUE KJII0UeH» U MOXKET BBIMJISICTh TakK:

— TONb30BaTeNb A BBIOMpACT Mapy «OTKPBITBIM KIIIOY, CEKPETHBIN

KJIFOU»;

— TIPK renepupyet HeNpepbIBHBIN MOTOK KJIIOYEIH;

— IPK mudpyeT kiro4u, OAHH 3a APYTHM, CBOMM OTKPBITBIM KIIIOUOM;

— HPK nepenaét 3ammn¢ppoBaHHbIC KIIOYH, OIUH 32 IPYTUM, B CCTh;

— TI0NIb30BaTelbh A BRIOMpAET KIFOY CIIy4ailHBIM 00pa3oM;

— Tonb30BaTeNb A mIH(PYeT BBHIOPAHHBIN KIIOY CBOMM OTKPBITHIM
KJII0YOM;

— TIOJIB30BATENb A 0XKHIAET HEKOTOPOE BPEMS U IMOCHUIACT ABAXK/IBI 3a-
mmdpoBaHHBIN Kit04 00paTHO B LIPK;

— HPK pacmmmdpoBsiBaeT ABaX bl 3alIM()pPOBAHHBIA KIFOY CBOUM Ce-
KPETHBIM KJIFOUOM, OCTABJISsl KJFOY 3alIi(pOBaHHBIM ONUH pa3 OT-
KPBITBIM KJIOYOM TIOJIB30BaTENS A;

— UPK nmoceinaet 3amudpoBaHHBIN KIIF0Y Ha3a]l MOJIB30BATEIIO A;

— TONB30BaTeNb A pacmu(poBHIBACT KIIOY CBOMM CEKPETHBIM KITIO-
YOM.

IToTHOCTBIO AHOHMMHASI CECCUsl MOXKET OBITh YCTAHOBJIEHA NPH UCIIONb-
30BaHUM, Hampumep kak B SSL, amroputma RSA nnum [uddu-Xemnmana
JUISL CO3JIaHUs Kiroued oOMeHa. B ciryuae mcmonb3oBanust RSA wimeHT
mudpyeT CBOI CEeKpeTHHIH KiIfod (pre master secret) ¢ MOMOIIBIO OTKPBI-
TOro KJwoya HecepTU(GUUUPOBAaHHOTO cepBepa. OTKPBITHIM KIIOY KIUEHT
y3HaeT U3 cooOmeHus: oOMeHa KJIIouaMHu OT cepBepa. Pesynbrar mocseuia-
eTcst B cooOmmeHnn oOMeHa KJIIoUaMu OT KJIHeHTa K cepBepy. [lockombky
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MepeXBaTUYMK HE 3HACT 3aKPBITOrO KII0Ya CepBepa, TO eMy OyIeT HEeBO3-
MOXHO pacmudpoBaTh ceKper (pre _master secret).

[Ipu wucnonp3oBanuu anroput™a Auddu-Xemimana OTKpPBITHIE Mapa-
METpBI CepBepa CONEpKaTcsl B COOOIIEHMH OOMEeHa KJIIo4aMH OT cepBepa,
W KIWEHTY TOCBUIAIOT B COOONIEHWH oOMeHa Kirovamu. [lepexBaTdmk,
KOTOPBI HE 3HAET NMPHUBATHBIX 3HAYEHUN, HE CMOXET HAWTH CEKpeT (pre
master_secret).

Bonpocs! 1J1s1 cCaMOKOHTPOJIA

B gem 3akirouaeTcs nmpobiiemMa oOMeHa KITroyamu?

. Kakum o6paszom peanuzyeTcst 0OMEH KIO4aMH ISl CHMMETPUYHOTO

mudpoBaHus?

KTo mpeaiox it uiero ooMeHa KirroyamMu?

4. Kakas cuctema oOMeHa KJII0OYaMH B HACTOsIIEE BpeMsi Hanboee pac-
npocTpaHeHa?

5. Kakwue neHTpsl pacupeeiaeHus Kiatouel cynecTByoT?

6. KaxoBbI mpo0IeMBl HCTIONB30BAHMS IIEHTPOB PACHPEICICHUS KITIO-
qeit?

7. Kakue mpOTOKOJBI MCHONBb3YIOT MEXaHU3Mbl YINPABICHUS KPHIITO-
rpaduIecKUMHU KJII04aMu?

8. Tlowemy CIIA pekomeHI0BajI0 OTKAa3aThCsl OT UCIOJIb30BaHUS SSL-
cepTUpUKaToB?

9. Uro takoe TSL-ceprudukar?

10. Kaxkne ceprudukarsl 6€30macHOCTH MPUMEHSIOTCS B PecmyOmuke

Kazaxcran?

N
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IVTABA 5. KPATKHUE CBEJAEHUSA O KPUIITOAHAJIN3E

Kntouesvle cnosa: xpunroaHaius, Kpunrorpadguueckas ataka, MOTHBIH
riepebop, rnmepedop Mo CIOBApIO, YaCTOTHBIM aHaiu3, nudQepeHIuaibHbId
aHaJIu3, TUHEHHBINA aHaIN3, aTaKy 10 MOOOYHBIM KaHaJaM.

5.1 KpaTkasi ucTopusi BOSHNKHOBEHHSI KPUNITOAHAJIN3A

TepMUH «KpUIITOAHANIN3» B HAYYHYIO TEPMUHOJIOTHIO BBeneH B 1920
rogy amepukaHckuM kpunrtorpadom Yumbsimom . OpuamanoMm. U xots
9TOMY TEPMHHY MEHEC COTHH JIeT, CAMH ICHUCTBHUS MO ACIH(POBAHUIO
CEKPETHBIX COOOMICHUH CTaJH MPEANPUHIMATHECS C MOMEHTa IMOSBICHHSI
nepBbIX MUQpoB'.

B VIII-XV Bekax 3HauMTeNbHBIM BKJIaJ B pa3BUTHE KPUNTOAHAIU3A
crenanu apabckue yueHble. B TOT mepuon HamucaHbl TpyIabl XaJuiis
anp-Gapaxunu («Kuura taiiHoro sspika»), Anb-Kunam («MaHycKpunT
0 nemu(poBke KpunrTorpaduyeckux coodmieHui»?), Illuxaba anb-
Kankamannn («Cy0x anx-Aamay?®).

B XV-XIX Bekax pa3BUTHE MEXaHU3MOB JeIIU(POBAHUS MEPEXBAYCH-
HBIX COOOIICHWI aKTHBHO CTaJ0 pa3BUBaThcs M B EBpome. Tpyabl Takux
M3BECTHBIX E€BPOIEHCKUX Y4YeHbIX TOBOro BpemeHu kak Jleon barrtucra
Anpbeptu, Morann Tpucemyc, @puapux Kacucku, Orioct Kepkxoddc
MOCBSIICHBI KaK ONMHMCAHUIO MH(POB, TAK U BOIIPOCAM KPHUIITOAHAIN3A.

Takxe B 3TOT nepuoa B EBporie cTaiu BbIACISATHCS U NEPBbIE roCyAap-
CTBCHHBIE CIIYXOBbl, B KOTOPBIX 3aHHUMAJIUCh BONPOCAMU JCIIUPPOBAHUS
MEPEXBAYCHHBIX CEKPETHBIX cOOOIIeHnH. OMHON U3 MEPBBIX TaKUX CIYKO
CTaJIM OpPraHWU30BAaHHBIC BOCHHBIM MUHHCTpoM Dpancya JlaBya ¢paniys-
ckue «4epHble kabuHeThl» (pp. Cabinet Noir). AHrnuiickuil yepHbIii Kabu-
HeT mosiBuiCs B 1655 romy mpu cekpeTHou ciyxOe [lapmamenTa (aHTI.
Secret Office) nns mepmrocTpanuu muceM. Bo BpeMeHa mpaBiieHUST UMIIe-
patpunsl Mapuu Tepesun B ABcTpuM Oblia co3laHa AemugpoBaiibHas
ciyx0a (Hem. Geheime Kabinets-Kanzlei). Ha nuke cBoelt a3 dpexTuBHOCTH,
npurreamemcs Ha 1730-1760 rompi, Kabinets-Kanzlei cuuranace mydinei
opranmuzainueil mogooHoro pona B Epome. B Poccum paroit yupexne-
HUS TIEPBOH TOCyNapCTBEHHOH MHM(POBaIBHON CIIyXKOBI MOXXHO CUHTATh

! B xadecTBe IIpUMepa MOXKHO IIPHBECTH OJHO U3 HMEPBBIX U3BECTHBIX HBIHE ACIIH(POBAIIL-
HBIX YCTPOMCTB — «aHTUCLUTAILYY.

2 B kuure Anp-Knuan BcTpedaeTcs nepBoe M3BECTHOC YIIOMHHAHUE O YaCTOTHOM KPHIITO-
aHaju3e.

* B xuure ITuxa6a an-Kaikamanan onsTh e NPUBEACHBI IEPBbIC H3BECTHBIC HbIHE TaOIIH-
(bl YaCTOTHI MOSIBJICHHS OYKB B apaOCKOM si3bIKe Ha ocHOBe TekcTa KopaHa.
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1549 rom — oOpa3oBaHUE «IIOCOJIBCKOTO MPHUKa3a» ¢ «IU(EPHBIM OTIEIe-
HUEM.

Iocne Ilepsoit mMupoBoii BoitHBI, (hopmanbHO 3aKpbIThIe B 1911 Tomy
«depHBIe KAOWHETBD) MEPEIIIN IO FOPUCIUKIINIO BOCHHBIX Pa3BEIOK H
KOHTppa3BeIoOK. B 3TOT mepwon B KpUNTOAHATM3 aKTHBHO BHEAPSIOTCA
JNIEKTPOMEXaHUYECKUE ACUIN(pOBaIbHBIC yCTPOHCTBa, Hauboiee HU3BECT-
HBIM U3 KOTOPBIX siBUJach «Bomb machine» Amana TeropuHTa.

[NosiBneHHe AMEKTPOHHBIX BBIYHCIUTEIBHBIX MALIUH ITOPOJUIO HOBBIC
HAaIpaBJICHUs KPUIITOAHAIH3A.

[lepBoHauanbHO METOABI KPUITOAHAIHM3a OCHOBBIBAJINCH Ha JIMHTBU-
CTHYECKHX 3aKOHOMEPHOCTSIX €CTECTBEHHOTO TEKCTa M PeasTM30BBIBAIINCH
C HMCHOJIb30BAHUEM PYYHBIX BerunciaeHui. Co BpPEMCHEM B KPUINITOAHAJIU3EC
BO3pOCIIa POJH YHCTO MATCMAaTHYECKUX METOMOB aHAM3a, peaH3allis
KOTOPBIX HEBO3MO)KHa 0€3 HCIIOJNB30BAHUS BBIYMCINTENBHOW TEXHHKH. B
HACTOSIIee BpeMs JJISl KPUIITOAHAIN3a UCIONb3YIOTCS, KaK MPaBHIIO, CIIe-
[UATA3HPOBAHHEBIC KPUIITOAHATUTHIECCKAE KOMITBIOTEPEL.

5.2 MeToabl KpUNITOAHAJIN3A

B Hacrosee BpeMs 104 TEPMHUHOM «KPHIITOAHAIMU3)» IMOHHUMACTCIA
HaykKa, 3aHUMaromasics BOIIPOCAMHU OLCHKU CHUJIBHBIX W cIa0bIX CTOPOH
METOOOB H.II/I(prBaHI/IH, a TaKXe p33p8.6OTKOI71 MCTOOOB, ITO3BOJISIOIINX
B3JIaMbIBaTh KPUIITOCUCTEMBI.
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Pucynox 5.1 — «l{eru» memooos kpunmoaranusa
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[lonmbITKy pacKphITHS KOHKPETHOTO MH(ppa C MPUMEHEHHEM METOIOB
KPUIITOAHAIM3a B HACTOAIICEe BPEMsl Ha3bIBAIOT KPUITOrpaduyeckoil ara-
Kol Ha 3ToT mudp. Kpunrorpaduueckyro araky, B Xojie KOTOPOH pacKpbITh
mudp yaanoch, HA3bIBAIOT «B3JIOMOMY» WIIH «BCKPBITHEMY IIHdpa.

OnmHuM W3 MEepPBBIX BUAOB KPHUITOTPapHUUECKUX aTaKk OBUI YaCTOTHBIN
ananu3 (anri. frequency analysis). MeTox OCHOBaH Ha TOM, YTO 4YacTOTa
TIOSIBIICHUSI 3aaHHOW OYKBBI aji(paBHTa B JOCTATOYHO JJIMHHBIX TEKCTaX
OIHAa W Ta € JUIsl pa3HbIX TEKCTOB ONHOIO si3bika. [Ipw 3TOM, B ciydae
MOHOJI()aBUTHOTO MMHU(PPOBAHUS, €CIU B MHUPPOTEKCTE OYJAET CHMBOI
C QHAJIOTUYHOW BEPOSTHOCTHIO MOSBICHHS, TO MOXKHO IPEIINOI0KHUTS,
YTO OH W SIBJISETCS YKa3aHHOW 3amu(poBaHHON OYKBOH. AHaJOTHYHbBIE
paccyXJeHUsl MPUMEHSIOTCS K N-rpaMmaM B ciydae HONHAI(PaBHTHBIX
mudpoB. YacTOTHBI MeTOA MOpPOAUT TpeOOBaHHE PaBHOMEPHOTO pac-
MpeaeyicHusl CUMBOJIOB B mudprexcTe. CeroaHsl MPUHIMITEI YaCTOTHOTO
aHaJM3a IIHPOKO MPHUMEHSIOTCS B IMporpaMMmax Io MoAadopy mHapoiei u
MO3BOJISIIOT Ha HECKOJBKO MOPSAKOB COKPATUTh BPEMsI ITOUCKA.

MeTton nonHOTO TIepebopa (aHTi. brute-force) Takyke WHOTIA HA3BIBAIOT
«memooom epyboti cuaby. BO3MOKHOCTH BCKPBIBATH IMHA(GPHI METOIOM
nepedopa KITI0UeH MOSBUIIACH Y KPHUITOAHAIUTHKOB C PACHPOCTPAHCHUEM
BBICOKOIIPOM3BOAUTEIBHON BRIYHCIUTECIFHON TEXHUKH.

[Ipn ocymiecTBICHUH MOMBITKH aTaKW Ha OCHOBE TOJBKO IIHU(PPTEKCTA
TpeOyeTcsl aHalM3UPOBaTh BBIXOAHBIC NAHHBIC AJITOPUTMA M IIPOBEPSTH
X «OCMBICIIGHHOCTBY. 3a/1ady BBIJCICHHS OCMBICICHHOTO TEKCTa, TO €CTh
onpenencHusl (GakTa MPaBUIBHOW AelIH(paluy, PEIAT MPU TOMOIIH
OBM c ucnonp30BaHUEM TaK Ha3bIBAEMBIX «Ileried MapkoBa» WM KOHEU-
HBIX aBTOMATOB.

Ataka 1o kmodam (aHri. dictionary attack). B OonbpmimHCTBE MCTIONB3Y-
EMBIX JIFOJIbMH KIIOUeH HAOII0maeTCsl (POHETUIECKOE CXOICTBO CO CIOBAMHU
€CTECTBEHHOTO SI3BIKA, BBHI3BAHHBIC ITPOCTOTOI 3alOMUHAHUS TAKOTO poaa
HHPOPMALUU B OTJIMYHE OT CIY4YailHO CrEHEPUPOBAHHBIX Kitoueil. [loa-
TOMY HCIIOJIB30BaHHE CICHHATBHO CTCHEPHPOBAHHBIX CIIOBAPEH IMO3BOISICT
3HAYHUTEIBHO COKPATHTH BPEMs MOAOOpa KITIOUCH.

[eneparops!l mCEeBAOCTYYaHBIX YHCET — CHIC OJUH HCTOYHHUK YTPO3EI
JUTSI CTOMKOCTH KPUIITOCUCTEMBI. EClii A TeHepanuu KIOYed HCIOoIb3y-
eTcs Kpunrorpadguyaeckuii caadbpli aaTOPUTM, TO HE3aBHCUMO OT HCTIONB3Y-
emoro mudpa Besi cUCTeMa OyIeT HECTOMKOIA.

HawnGonpmmii mporpecc B pa3paboTKe METOJOB PACKPHITHS OJIOYHBIX
mudpoB OBLT JOCTUTHYT B caMOM KOHIlE X X BEKa, U CBSI3aH C IMOSBICHHEM
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JBYX METOAOB — PA3HOCTHOIO, MM TU(PEPEHIINAIEHOTO0, KPUIITOAHATN3a
Y JTMHEHHOro KpUITOAHATIU3A.

Memoo oughghepenyuanvruoeo xpunmoaumaiuza covyeraer B cebe HACIO
oOmield TUHEHHON CTPYKTYphl C MPUMEHEHHEM BEpPOATHOCTHO-CTATHUCTH-
YECKHX METOJ0B uccienoBanus. OCHOBaH Ha M3y4YEHUU PA3HOCTEH MEXIY
mudpyeMBIMU 3HAUCHUSIMHE Ha Pa3lIUYHBIX payHIaX Ui Tapsl MogoOpaH-
HBIX OTKPBITHIX COOOUICHUI NPU UX MWHU(POBAHUU C OJHUM U TEM K€ KII0-
yoM. Meton npeasioxker B 1990 rony mM3pamsnbCKUMU CHEUATUCTAMU DU
buxamom n Anu lllamupom. SIBnsercst cTaTUCTUUYECKON aTakoil, B pe3yJib-
TaTe pabOTHI KOTOPOU MpeIIaracTcsi CIIICOK HanOOoIee BEPOSTHBRIX KITFOYeH
MU(PPOBAHUS.

Bo3HUKHOBEHHE 3TOT0 METOJa KPHUIITOAHAJIN3a MPUBENIO K TOSBICHUIO
TpeOOBaHMS HAa PABHOMEPHOCTh PACIPEACTICHHS PAa3HOCTH IIU(PTEKCTOB,
Ha COOTBETCTBHE KOTOPOMY HIH(PHI MPOBEPSINCH Ha N3BECTHBIX KOHKYP-
cax, Takux kak AES n NESSIE. Takxe cieayeT OTMETUTb, 4TO auddepeH-
LMANbHBIM aHaIU3 MPUMEHUM U JUIS B3jIoMa XelI-(pyHKIU.

[Mono6Ho nuddepeHMaATPHOMY aHATU3Y, JUHEUHbII AHAAU3 SBIACTCA
KOMOWHHMPOBaHHBIM METOJIOM, COYCTAIONIUM B ceOe MOKMCK JIMHEHHBIX CTa-
TUCTHYECKUX aHAJOTOB JJIsl ypaBHCHWH MIM(POBAHUS U CTATUCTHUCCKUIN
aHaJIN3 UMEIONINXCSI OTKPBITBIX M ITU(PPOBAHHBIX TEKCTOB, HCIIOJIB3YOLIHIA
TaK)Ke METOJbI COIacoBaHMS U Mepebopa. ITOT METOJ UCCIEAYeT CTaTH-
CTUYECKHUE JIMHEWHBIE COOTHOUICHHS MEXNIY OTICIbHBIMH KOOPAMHATAMHU
BEKTOPOB OTKPBITOTO TEKCTA, COOTBETCTBYIOMIETO MHU(PTEKCTA U KI0UA, U
HCHOJIb3YEeT 3TH COOTHOILEHUS ISl ONpeAeTIeHUs] CTaTUCTUUYECKUMH METO-
JlaMU OTIIEJIbHBIX KOOPIMHAT KJIKOUEBOr0 BEKTOPA.

MeTosi JIWMHEWHOrO KpHUITOAHAIW3a TIO3BONIII TIONYYHUTh Hauboiee
CHJIBHBIC PE3yNBTAaThl 10 PACKPBITUIO PS/la MTEPAIIMOHHBIX CHCTEM O0Y-
HOro muppoBaHus, B TOM 4uciie U cucteMbl DES. MeTox nmuHeiHOTO KpHII-
TOaHaJIM3a B HESBHOM BHJE ObLI mpenjioxkeH emie B padote [llona Mepdu
takxke B 1990 roxy, rae OH yCHEIIHO MPUMEHSJICS MPU aHAJINU3€ CUCTEMBI
6nmounoro mm¢ppoBanuss FEAL. B 1992 roxy crapmmuii HaydHBINH COTpYI-
HuK Mitsubishi Electric Company Munypy Maryu (Mitsuru Matsui) dop-
Malli30Bajl ATOT MOJXOA, a IMO3KE YCIEUIHO MPUMEHWI €ero K aHaju3y
kpunroanroputma DES.

[IpakTHYecKH BCEe UCTIONB3yEeMbIE aTOPHUTMbI ACHMMETPUYHOW KPHUIITO-
rpaduy OCHOBaHBI Ha 3ajadaxX (pakTopusanuu (HaIpuMep, KPUITOCHCTEMA
RSA) u muckpeTHOro NOrapuMUPOBAHHS B Pa3IMYHBIX aNreOpandecKux
CTPYKTypax (cxema 3JeKTpoHHO-uH(ppoBoi moamnucu nb-I'amans). Iloo-
TOMY JUISl KPHIITOAHATIN3a aCUMMETPHYHBIX KPUIITOCHCTEM MOXHO ITPHME-
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HATH YHUBEPCAIbHBIC METOABI — HATIPUMEP, METOJ] «BCTPEUH ITOCEPEIUHEN.
Jpyroii TOAXOm 3aKiFoUaeTcsi B penieHuHn oOpaTHOW MaTeMaTH4ecKOon
3a/1a4¥, TOJIOKEHHOW B OCHOBY acHMMeTpUuHOro mudpa. 3a mociaegHue
roibl B 00JIACTH U3Yy4EeHHS MPOOIeMbl (PaKTOPU3ANH LEIbIX YUCET U JIHUC-
KPETHOTO JIorapu(PMUPOBAaHUs HAONIOAANCS 3HAUYUTENBHBIN Iporpecc.
[lonTBepKIeHUEM 3TOMY MOXKET CIYXKHTh clenyromui ¢akt: B 1977 rony
CUMTAJIOCh, UTO Pa3J0KEHUE Ha MHOXKHUTENU 125-pa3psHOro yucia noTpe-
OyeT 40 KBaJApUIJIUOHOB JIET, OAHAKO yxke B 1994 rony Obio axkTopuszo-
BaHO YMCIIO, cocTosiee yxe u3 129 NBOMUYHBIX pa3psioB.

HaunbGonee s¢ddexkTuBHBIE CETOMHS ANTOPUTMBI (DAKTOPHU3AIUU H JHC-
KPETHOTO JIOTapu(MHUPOBAHHS HMMEIOT YK€ HE OJKCIIOHCHIIMAIBHYIO, a
CyOPKCTIOHEHITMANIBHYI0 BPEMEHHYIO CJI0KHOCTh. DTO aJITOPUTMBI, UCIOIb-
syoomue (QakTopHyro 06a3y. [lepBblil Cy0dKCIIOHCHIIMABHBIN alTOPUTM
JUTSL BEIYHCIICHUS TUCKPETHOTO Jorapudma B MPOCTOM 1ojie Zp ObLI mpea-
noxeH Jleonapmom AmremanoMm. Ha mpakTuke anroputMm AjieMaHa OKa-
3ancs HegoctaTouHo 3 dexTuBHbIM; on Konnepemut (Don Coppersmith),
Ounpro Omnusko (Andrew Odlyzko) m Puuapn Ilpenmens (Richard C.
Schroeppel) mpennokuaum CBOKO BEPCHIO CYyOIKCIMOHEHIIMATBHOTO aJIro-
puT™Ma JIUcKpeTHoro yorapupmupoBanus — «COSy», a anroputm periera
YHCIIOBOrO OIS, petoxkeHHblit OnuBepom Illupokayspom, mpu p > 10'%°
paboraet 3 dexkTrBHEE U pa3TUYHBIX Moaudpukanuii Mmetomga COS.

Pucynox 5.2 — Muyypy Mayyu (1961), 3H5pio Maiixn Oonusko (1949),
Puuapo llpennens (1948)

Psan ycrenmHpIX aTak Ha CUCTEMbI, OCHOBAHHBIE HA CIIOKHOCTH JAMCKPET-
HOTO JIOrapu(MUpPOBaHUS B KOHEUHBIX TOJISIX, MPUBEN K TOMY, 4TO aMe-
PUKAaHCKHEC M POCCHHCKHE CTaHAAPTHI AICKTPOHHOHN ITM(PPOBOH MOAMHUCH,
KOTOpBIE OBIIN MPUHSATH B JEBIHOCTBIX TOaX M 0a3MPOBAINCh HA CXeMe
Onp-l'amans, B IBYXTBICAYHBIX I'OflaX ObUIM OOHOBIIEHBI U TI€PEBE/ICHBI HA
JJUIMNTUYECKHUE KPUBBIE.
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ATaxku M0 CTOPOHHHM, HJIM MMOOOYHBIM, KaHAJaM HCIIONB3YIOT HHGOP-
MAaIUIo, KOTOpas MOXET OBITh IMOJy4eHa C yCTPOHCTBA MIU(POBAHUI U
HE SIBIISCTCSI TIPU 3TOM HH OTKPBITBIM TEKCTOM, HH IIU(pTekcToM. Takne
aTaKu OCHOBAHBI HA KOPPEJISIIMHI MEXKAY 3HAUCHUSIMH (PU3HUSCKUX Mapame-
TPOB, U3MEPSEMBIX B pa3HbICe MOMEHTHI BO BPEMs BBHIYHCICHUH, M BHYTPEH-
HUM COCTOSIHUEM BBIYUCIIUTEIBHOIO YCTPOHCTBA, UMCIOIINM OTHOILICHHE K
CEKPETHOMY KIIFOUy. DTOT MOJIXO0] MeHEee 0000IIEHHBIN, HO 3a4acTyio Oosee
MOIIHBIH, YeM KIACCUYCCKHUI KPUIITOAHATIU3.

B mocnennue TOMBI KONMMYECTBO KPUNTOrpaUYECKHX aTak, HCIIOIb-
3YIOMIMX CTa00CTH B peaNM3allid W Pa3MEIICHUH MEXaHHU3MOB KPHII-
TOQJITOPUTMA, PE3KO BO3pOCHO. [IpOTHBHHK MOXKET 3aMepsTh BpeMd,
3aTpayuBacMOC Ha BBITIOJIHCHHE KPHITOTPA(PUUCCKON OMepamluu, HIu
aHAJIM3UPOBATh TIOBEICHUE KPHIITOTPApHUECKOr0 YCTpOcTBa MpH BO3-
HUKHOBCHHU OIIPENCICHHBIX OMIMOOK BBIYHCICHUS. Jpyroi moaxon mpea-
MojaraeT OTCICKWBAHUE DHEPTUH, MOTPEOIsieMOl CHCTEMOW B Iporecce
BBITIOJTHEHHSI OTEpaIiil ¢ CEKPETHBIM KJIIOUOM (HAmpumep, pacmudpoa-
HUsI WK TeHepaluu noxanucy). [lobounyro nHDOpManuo codpaTh MOpOi
HECIJIOHO — CETOIHS BBIIEICHO Oojiee NecsATH MOOOYHBIX KAaHAJIOB, B TOM
9HCe JJICKTPOMAarHUTHOC H3JIy4YeHHE, ONIMOKM B KaHAle CBSI3H, KOII-
MaMsTh U CBETOBOC M3JIYUYCHHE.

B 1994 rony Ilutep Illop OTKphIT Tak Ha3bIBAEMBIH «OTPAaHHMYECHHO-
BEPOSITHOCTHBIN» aNTrOpuT™M (paKTOpU3aluU, KOTOPBIH MO3BOJISIET C TOMO-
IIBI0 KBAaHTOBOTO KOMIIBIOTEpA pa3lOKHUTh HAa MHOXKHTEIH YHCIO 32
MOJMHOMHANIEHOE OT pa3MepHOCTH 3amaud BpeMms. Anroputm llopa pas-
JIOKEHUST YHCET Ha MHOXXHUTEIW SIBUJICS TJIABHBIM JOCTH)KCHHEM B 00Ja-
CTH KBAaHTOBBIX BBIYUCIUTEIBHBIX aJITOPUTMOB. IMEHHO ¢ 3TOr0 MOMEHTa
HAyaJoch yCHUJICHHOC (MHAHCHPOBAHHE PAa0OT MO CO3JaHHMIO KBAHTOBBIX
KOMIBIOTEPOB.

Baxno ormeruts, uto anroputm [lopa upe3BbryaiiHO MPOCT U JIOBOJIb-
CTBYETCsl TOpa3mo 0ojee CKPOMHBIM alMapaTHbIM O0ECHCYCHUEM, 10
CPaBHCHHIO C yCTPOHCTBOM yHHBEpPCAJIBHOTO KBAHTOBOTO KOMIIbIOTEpa. B
HACTOSIIIEE BPEMsI yIKE €CTh KOHKPETHBIC PE3YJIBTAThl B 00JaCTH KBAHTOBOM
kpuntorpadun. Tak, xopnopamust IBM B 2017 rogy Ha cammute MHCTH-
TyTa UHXXEHEPOB 3JeKTpoTeXHUKH U 37eKTpoHUuKH (IEEE Industry Summit
on the Future of Computing) o0bsiBHIIa 0 co37aHUU TpoTOoTHIA SO-KYOHUT-
HOTO KBAaHTOBOI'O KOMIIBIOTEpa, a Ha 00JauHOM 20-KyOMTHOM KBaHTOBOM
kommbioTepe ¢ 2016 Tomga MOTYT MopadoTaTh BCE )KEJaroIIre.
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Pucyrnox 5.3 — 50-xyoummnuiii keanmoswiii komnwvromep IBM (2017 200)

Bonpocsl 1j151 CAMOKOHTPOJIA

1. Yro Takoe KpunToaHayius?

Kakme aTaky MCHONB3YIOT HA MOHOAN(aBUTHBIC U MONHAI()aBUTHEIC
mudpsI?

3. B uem 3akio4aeTcsi OCHOBHAsl YSA3BUMOCTb MOHOAJI(haBUTHOTO
mudpa?

4. TloyeMy MeTOJ CIUIONIHOTO Tepedopa He MPUMEHSETCS K CII1ab0CTpyK-

TYPHUPOBAHHBIM H JIOTHYECKU HECBS3aHHBIM COOOIICHHSIM?

Kakue aTaku UCIONB3YIOT JJIsl B3JIOMa CHMMETPUYHBIX IUGDPOB?

B uem cMmbIch nuddepeHnantbHoro KpunToaHanusa’?

7. Tlouemy kitoun mudpoBaHUs HE JOKHBI COACPKATh JOTHUECKH B3a-

HMMOCBSI3aHHBIX 1IETI0YEK CUMBOJIOB?

Uro Takoe JTUHEHHBII KpunToaHanus?

9. Kaxas u3 xpunrtocucteM o0iagaeT OONbIIEH KPUITOCTOMKOCTBHIO B
HaCTosIlee BpeMs: cucTeMa Oib-I'amMalisi Wi cucTteMa Ha 3JIIUITHU-
YECKUX KPUBBIX?

10. Tloyemy ans kpunrtorpaduu omacHbI KBAHTOBBIE KOMITBIOTEPBI?

AN

*®

Pexomennyemasi tureparypa

Rejewski, Marian. Summary of Our Methods for Reconstructing
ENIGMA and Reconstructing Daily Keys, and of German Efforts to
Frustrate Those Methods. — Appendix C to Kozaczuk, 1984
[Tanacenko, C. CoBpeMeHHBIE METOJIbI BCKPBITHS allFTOPUTMOB IH(PO-
panwust. — Chief Information Officer, 2006.
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3.

4.
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Aspomun C., CaBenbeBa A. Kpunroananus: Buepa, CETOAHs, 3aBTpa.-
OTtkpsiThie cucteMbl, 2009

naiiep b. Kpunroananus / Ilpukinagnas kpunrorpadus. [IpoTokomsl,
aJTOPUTMBI, HCXOAHBIE TeKCTHI Ha s3bike Cu = Applied Cryptography.
Protocols, Algorithms and Source Code in C. — M.: Tpuymg, 2002.
[Mumuaun B.C. Kpunrorpadus. Brognbie miaBel. — PoctoB-Ha-JloHy:
0DV, 20009.



SAK/IFOYEHUE

Uctopust kpunrorpaduu HaCUYUTHIBAET YK€ HECKOJBKO THICAUYENETUNH —
OT TIPUMUTUBHOW KpUnTorpapuu, MOCTPOCHHON Ha MpPOCTEHIIeld MOHOA-
(haBUTHOW TOJICTAHOBKE, /0 MOCTKBAHTOBON Kpunrorpaduu. Takxke usme-
HSUTHCh TEXHUYECKHE YCTPOHCTBA KpUniTorpaduu, OT Manupyca 1 CIuTaIbl,
mmwHApoB J[xeddepcona, poTopHbIX MUGPOBATBHBIX MAIIKWH, JI0 COBpPE-
MEHHBIX KBAaHTOBBIX KPHITOIPa(QUUECKUX KOMIBIOTEPOB M DJIEKTPOHHBIX
CUCTEM XpaHEHUS U Nepe/auu JIaHHbIX.

Hctopust kpunrorpaduu 3HaET MHOXKECTBO «B3JICTOBY» U «IaJicHUl». B
KaKue-TO MOMEHTBI B HayKke Mpeo0saJaid METO/bl 3allUThl, B KaKUe-TO —
METOJIbl KPUTITOaHAIM3a. BT MOMEHTBI M KOTJ[a KpUTITOrpaduIo mprupas-
HUBAJIM K 3allpelieHHOMY 3HaHUI0. OHaKO HayKa YCIHElIHO pa3BUBAETCS U
CITY>XUT UHCTPYMEHTOM Pa3BUTHSI KOMMYHHUKAIIUN 4€JIOBEUECTBA.

Bo MHOrMX OTHONIICHUSX KPUNTOrpadus B HACTOAIIECEC BPEMs 3aHH-
MaeT IEHTPAIBHOE MECTO CPEaU MPOTrPAMMHO-TEXHHUYECKUX PETryIIsITOPOB
O0e3onacHocTH. Hampumep, ajisi MOPTaTUBHBIX KOMITHIOTEPOB, TJIAHIIETOB
unu cMapToHOB, (PUBHUYECKU 3aIMUTHTHh KOTOPBIE KpaifHe TPYIHO, TOJIBKO
kpunrtorpadusi MO3BOJISIET rapaHTHPOBATh KOH(UICHIIMAIHLHOCTH HHQOP-
MaIlfy JJaXe B CiIydae KPaxku.

Bri3oBbl XX Beka — MOSABJICHUE BHIYUCIUTEIBHON TEXHUKHU — MOPOAUIN
TIOSIBJICHUE HOB020 HANPABLEHUS CUMMEMPUUHO2O WUPPOSaHUs — O10U-
Ho2o wugposanus, cemeil Deticmenisi U NOOCMAHOBOUHO-NEPECTNAHOBOYHBIX
cemeil.

B name Bpemsi ocoOyro poJib npuoOperaeT 3HaHHWE KpunTorpaduue-
CKHX CIIOCOOOB 3alllMTHl JAHHBIX, WICHTU(UKAINK W ayTCHTH(UKAINH
M0JIb30BATENICH B CBS3U C PAa3BUTHEM OOJIAYHBIX TEXHOJOTUU M AJIEKTPOH-
HOTO JIOKyMeHTooOopoTa. losiBiieHHe 3THX TEXHOJOTWH Ha OCOOYI0 POJb
BBIJIBUHYJIO Takue MpobjeMbl Kak Oe30IacHOe pacHpoCTpaHEHHE KIouei
mUQPpPOBaHUS BO BpaXJCOHOH cpejie, BO3MOXXHOCTh pacrapalijieliiBaHus
BBIYHMCIIEHUH MpHU aTakax rpy0oil cHibl. DTH BBI30BBI BPEMEHHU MOPOIUIIU
MOSIBJICHUE TAKWUX PEIICHUH Kak Mu(POBaHUE C OTKPHITHIM (TyOJIUUHBIM)
KJTI0YOM, XAIIMPOBAHUE, DJIEKTPOHHO-ITU(POBAS TTOITUCH.

Pa3BuTne MHQOPMAIIMOHHBIX PECYPCOB U TIO0ATBHBIX CETEH MOPOIUIIO
nosiBjieHue cepTu(uKaToB OE30MaCHOCTH M, B YaCTHOCTH, CIIEIaj0 IOMY-
nsapHbIM SSL-cepTudukarsl.

[MosiBnenne k koHie XX BeKa KPUITOBATIOT — OWTKOWHA, NApPKKOWHA,
JTAWTKOMHA — IMOPOJIHIIO TIOSIBIICHUE TEXHOJIOTHH OJIOKYCHH.
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[locnenaue BBI3OBBI — MOSBICHHE KBAHTOBBIX KOMITBIOTEPOB — IOTpE-
0oBay0 OT KpUOTOrpaduu Pa3BUTHUS HOBBIX 3alIMIICHHBIX OT «B3JIOMa)
Ha KBaHTOBBIX KOMIIBIOTE€pAX ajrOpUTMOB WIK(GPOBAaHUS U CTAaHIAPTOB,
NOCTPOCHHBIX Ha HHX. OTU BBI3OBHI MOopoAnJIN TOSABJIICHUE AJITOPUTMOB
]J_II/I(l)pOpBaHI/IH Ha DJUTUNITHYCCKUX KPUBBIX W MOABJICHUC aJITOpHUTMa XOIIH-
poBanust SHA3.

Hoebvie 6130661 H06020 6pemenu OUKMYIOm mpedosanue paszeumue
HOGBIX HANPAGNEHUIl Kpunmozpaguu — KEAHMOGYI0 Kpunmozpaguio,
eéeposamnocmnoe, Qynkyuonanvnoe u meoogoe wugpposanue, /IHK-
wugpposanue u MHozoe opyzoe.
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